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DESPITE PUSHBACK,
INTERNET FREEDOM DETERIORATES

By Sanja Ke]]]

In June 2013, revelations made by former contractor Edward Snowden about the U.S.
government’s secret surveillance activities took center stage in the American and international
media. As part of its antiterrorism effort, the U.S. National Security Agency (NSA) has been

collecting communications data on Americans and foreigners on a much

greater scale than previously thought. However, while the world’s
attention is focused on Snowden and U.S. surveillance—prompting Global internet
important discussions about the legitimacy and legality of such freedom has been in
decline for the three

consecutive years

measures—disconcerting efforts to both monitor and censor internet
activity have been taking place in other parts of the world with
increased frequency and sophistication. In fact, global internet freedom

tracked by this project.

has been in decline for the three consecutive years tracked by this

project, and the threats are becoming more widespread.

Of particular concern are the proliferation of laws, regulations, and directives to restrict online
speech; a dramatic increase in arrests of individuals for something they posted online; legal cases
and intimidation against social-media users; and a rise in surveillance. In authoritarian states, these
tools are often used to censor and punish users who engage in online speech that is deemed critical
of the government, royalty, or the dominant religion. In some countries, even blogging about

environmental pollution, posting a video of a cynical rap song, or tweeting

about the town mayor’s poor parking could draw the police to a user’s

In some countries, door. Although democratic states generally do not target political speech,
even posting a several have sought to implement disproportionate restrictions on content
video of a cynical they perceive as harmful or illegal, such as pornography, hate speech, and
rap song could pirated media.

draw the police to

a user’s door. Nonetheless, in a number of places around the world, growing efforts by

civic activists, technology companies, and everyday internet users have

been able to stall, at least in part, newly proposed restrictions, forcing
governments to either shelve their plans or modify some of the more problematic aspects of draft
legislation. In a handful of countries, governments have been increasingly open to engagement with
civil society, resulting in the passage of laws perceived to protect internet freedom. While such

Sanja Kelly directs the Freedom on the Net project at Freedom House.
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positive initiatives are significantly less common than government attempts to control the online
sphere, the expansion of this movement to protect internet freedom is one of the most important

developments of the past year.

To illuminate the nature of evolving threats in the rapidly changing global environment, and to
identify areas of opportunity for positive change, Freedom House has conducted a comprehensive
study of internet freedom in 60 countries around the world. This report is the fourth in its series

and focuses on developments that occurred between May 2012 and April

2013. The previous edition, covering 47 countries, was published in
Of the 60 countries September 2012. Freedom on the Net 2013 assesses a greater variety of

assessed, 34 have political systems than its predecessors, while tracing improvements and
experienced a declines in the countries examined in the previous editions. Over 70
negative trajectory researchers, nearly all based in the countries they analyzed, contributed to
since May 2012. the project by examining laws and practices relevant to the internet,

testing the accessibility of select websites, and interviewing a wide range

of sources.

Of the 60 countries assessed, 34 have experienced a negative trajectory since May 2012. Further
policy deterioration was seen in authoritarian states such as Vietnam and Ethiopia, where the
downgrades reflected new government measures to restrict free speech, new arrests, and harsh
prison sentences imposed on bloggers for posting articles that were critical of the authorities.
Pakistan’s downgrade reflected the blocking of thousands of websites and pronounced violence
against users of information and communication technologies (ICTs). In Venezuela, the decline was
caused by a substantial increase in censorship surrounding politically sensitive events: the death of
President Hugo Chavez and the presidential elections that preceded and followed it.

Deterioration was also observed in a number of democracies, often

as a result of struggles to balance freedom of expression with Deterioration was also

security. The most significant vear-on-year decline was seen in )
Y & Y Y observed in a number of

India, which suffered from deliberate interruptions of mobile and . ,
democracies, often as a
result of struggles to

balance freedom of

internet service to limit unrest, excessive blocks on content during
rioting in northeastern states, and an uptick in the filing of criminal
charges against ordinary users for posts on social-media sites. The . . '
United States experienced a significant decline as well, in large part expression with security.

due to reports of extensive surveillance tied to intelligence

gathering and counterterrorism. And in Brazil, declines resulted
from increasing limitations on online content, particularly in the context of the country’s stringent
electoral laws; cases of intermediary liability; and increasing violence against online journalists.

At the same time, 16 countries registered a positive trajectory over the past year. In Morocco,
which was analyzed for the first time in this edition of the report, the government has unblocked
previously censored websites as part of its post—Arab Spring reform effort, although it still
frequently punishes those who post controversial information. Burma’s continued improvement
included significant steps toward the lifting of internet censorship, which may allow the country to

OVERVIEW: DESPITE PUSHBACK, INTERNET FREEDOM DETERIORATES



FREEDOM ON THE NET 2013

shed its history of repression and underdevelopment and create a more progressive media
environment. Tunisia’s gains are the result of the government’s sustained efforts to open up the
online sphere following years of repression under former president Zine el-Abidine Ben Ali, and
institute protections for journalists and bloggers, although there is still much to be done. And in
several countries like Georgia and Rwanda, improvements stemmed from a decline in the number
of negative incidents from the previous coverage period.

Despite the noted improvements, restrictions on internet

freedom continue to expand across a wide range of
) Over the past year, the global
countries. Over the past year, the global number of i ,
. . a1 . number of censored websites has

censored websites has increased, while internet users in _ d il 1 )
various countries have been arrested, tortured, and killed increasea, whitie internet users in

over the information they posted online. Iran, Cuba, and various countries have been

China remain among the most restrictive countries in the arrested, tortured, and killed over

world when it comes to internet freedom. In Iran, the the information they posted online.

government utilized more advanced methods for blocking

text messages, filtering content, and preventing the use of

circumvention tools in advance of the June 2013 election, while one blogger was found dead in
police custody after being arrested for criticizing the government online. In Cuba, the authorities
continued to require a special permit for anyone wishing to access the global internet; the permits
are generally granted to trusted party officials and those working in specific professions. And as in
previous years, China led the way in expanding and adapting an elaborate technological apparatus
for systemic internet censorship, while further increasing offline coercion and arrests to deter free

expression online.

Based on a close evaluation of each country, this study identifies the 10 most commonly used types
of internet control, most of which appear to have become more widespread over the past year:

Blocking and filtering:

Governments around the world are increasingly establishing mechanisms to block what they
deem to be undesirable information. In many cases, the censorship targets content involving
child pornography, illegal gambling, copyright infringement, or the incitement of violence.
However, a growing number of governments are also engaging in deliberate efforts to block
access to information related to politics, social issues, and human rights. Of the 60
countries evaluated this year, 29 have used blocking to suppress certain types of political
and social content. China, Iran, and Saudi Arabia possess some of the most comprehensive
blocking and filtering capabilities, effectively disabling access to thousands of websites, but
even some democratic countries like South Korea and India have at times blocked websites
of a political nature. Jordan and Russia, which previously blocked websites only
sporadically, are among the countries that have intensified their efforts over the past year.

OVERVIEW: DESPITE PUSHBACK, INTERNET FREEDOM DETERIORATES
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Cyberattacks against regime critics:

Some governments and their sympathizers are increasingly using technical attacks to disrupt
activists’ online networks, eavesdrop on their communications, and cripple their websites.
Over the past year, such attacks were reported in at least 31 of the countries covered in this
study. In Venezuela, for example, during the 2012 and 2013 presidential campaigns, the
websites of popular independent media—Noticiero Digital, Globovision, and La Patilla—
were repeatedly subject to distributed denial-of-service (DDoS) attacks, which increased on
election days and during the vote count. In countries ranging from Belarus to Vietnam to
Bahrain, opposition figures and activists are routinely targeted with malicious software that
is masked as important information about political developments or planned protests.
When downloaded, the malware can enable attackers to monitor the victims’ keystrokes
and eavesdrop on their personal communications. Although activists are increasingly aware
of this practice and have been taking steps to protect themselves, the attacks are becoming
more sophisticated and harder to detect.

New laws and arrests for political, religious, or social speech online:

Instead of merely blocking and filtering information that is deemed undesirable, an
increasing number of countries are passing new laws that criminalize certain types of
political, religious, or social speech, either explicitly or through vague wording that can be
interpreted in such a way. Consequently, more users are being arrested, tried, or
imprisoned for their posts on social networks, blogs, and websites. In fact, some
governments may prefer to institute strict punishments for people who post offending
content rather than actually blocking it, as this allows officials

to maintain the appearance of a free and open internet while _
. . . e f . It More users are being
Imposing  a strong mncentive tor wusers to practlce selr-

censorship. Even countries willing to invest in systematic arrested, prosecuted, or

filtering often find that criminal penalties remain an important imprisoned for their
deterrent. Turkey, Bangladesh, and Azerbaijan are among the ~ POSIs on social networks,
countries that have, over the past year, significantly stepped blogs, and websites.

up arrests of users for their online activism and posts.

Paid progovernment commentators manipulate online discussions:

Already evident in a number of countries assessed in the previous edition of Freedom of the
Net, the phenomenon of paid progovernment commentators has spread in the past two
years, appearing in 22 of the 60 countries examined in this study. The purpose of these
commentators—covertly hired by government officials, often by using public funds—is to
manipulate online discussions by trying to smear the reputation of government opponents,
spread propaganda, and defend government policies when the discourse becomes critical.
China, Bahrain, and Russia have been at the forefront of this practice for several years, but
countries like Malaysia, Belarus, and Ecuador are increasingly using the same tactics,
particularly surrounding politically sensitive events such as elections or major street
protests.

OVERVIEW: DESPITE PUSHBACK, INTERNET FREEDOM DETERIORATES
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Physical attacks and murder:

Governments and powerful nonstate actors are increasingly resorting to physical violence to
punish those who disseminate critical content, with sometimes fatal consequences. In 26 of
the 60 countries assessed, at least one blogger or internet user was attacked, beaten, or

tortured for something posted online. In 5 of those

countries, at least one activist or citizen ]ournahst was .
. ) o ) ' ] . In 5 countries, at least one
killed in retribution for information posted online, in most . .. . :
. . . . activist or citizen journallst

cases information that exposed human rlghts abuses. Syria i . o ,
. . was killed in retribution for

was the most dangerous place for online reporters, with :

approximately 20 killed over the past year. In Mexico, information posted online.

several online journalists were murdered after refusing to

stop writing exposés about drug trafficking and organized
crime. In Egypt, several Facebook group administrators were abducted and beaten, while
citizen journalists were allegedly targeted by the security forces during protests.

Surveillance:

Many governments are secking less visible means to infringe on internet freedom, often by
increasing their technical capacity or administrative authority to monitor individuals’ online
behavior or communications. Governments across the spectrum of democratic performance
have enhanced their surveillance capabilities in recent years or have announced their
intention to do so. Although some interception of communications may be necessary for

fighting crime or preventing terrorist attacks, surveillance powers are increasingly abused

for political ends. Governments in nearly two-thirds of

the countries examined upgraded their technical or legal
Governments across the . .
surveillance powers over the past year (see surveillance

spectr ' rati e g o
spectrum of democratic section in “Major Trends” below). It is important to note

performance have enhanced

that increased surveillance, particularly in authoritarian
their surveillance

countries where the rule of law is weak, often leads to
capabilities in recent years. increased self-censorship, as users become hesitant to risk

repercussions by criticizing the authorities online.

Takedown requests and forced deletion of content:

Instead of blocking objectionable websites, many governments opt to contact the content
hosts or social-media sites and request that the content be “taken down.” While takedown
notices can be a legitimate means of dealing with illegal content when the right safeguards
are in place, many governments and private actors are abusing the practice by threatening
legal action and forcing the removal of material without a proper court order. A more
nefarious activity, which is particularly common in authoritarian countries, involves
government officials informally contacting a content producer or host and requesting that
particular information be deleted. In some cases, individual bloggers or webmasters are
threatened with various reprisals should they refuse. In Russia and Azerbaijan, for example,
bloggers have reported deleting comments from their websites after being told that they
would be fired from their jobs, barred from universities, or detained if they did not comply.
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Blanket blocking of social media and other ICT platforms:

Given the increasing role that social media have played in political and social activism,
particularly after the events of the Arab Spring, some governments have been specifically
targeting sites like YouTube, Twitter, and Facebook in their censorship campaigns. In 19 of
the 60 countries examined, the authorities instituted a blanket ban on at least one blogging,
microblogging, video-sharing, social-networking, or live-streaming platform. However, as
their knowledge and sophistication grows, some governments are beginning to move
toward blocking access to individual pages or profiles on such services or requesting from
the companies to disable access to the offending content. These dynamics were particularly
evident surrounding protests that erupted after the anti-Islam video Innocence of Muslims
appeared on YouTube. Voice over Internet Protocol (VoIP) and free messaging services
such as Skype, Viber, and WhatsApp are also frequently targeted—in some countries due
to difficulties the authorities face in intercepting such communication tools, and in others
because the telecommunications industry perceives them as a threat to their own revenue.
Lebanon, Ethiopia, and Burma are among several countries where the use of VolP services

remained prohibited as of May 2013.

Holding intermediaries liable:

An increasing number of countries are introducing directives, passing laws, or interpreting
current legislation so as to make internet intermediaries—whether internet service
providers (ISPs), site hosting services, webmasters, or forum moderators—Iegally liable for
the content posted by others through their services and websites. As a consequence,
intermediaries in some countries are voluntarily taking down

or deleting potentially objectionable websites or comments

to avoid legal liability. In the most extreme example, Intermediaries in some
intermediary liability in China has resulted in private countries are voluntarily
companies maintaining whole divisions responsible for taking down or deleting
monitoring the content of social-media sites, search engines, potentially objectionable

and online forums, deleting tens of millions of messages a websites or comments to

avoid legal liability.

year based on administrators’ interpretation of both long—

standing taboos and daily directives from the ruling

Communist Party. In 22 of the 60 countries examined,
intermediaries were held to a disproportionate level of liability, either by laws that clearly
stipulate such rules or by court decisions with similar effects. In one recent example,
Brazilian authorities issued arrest warrants for two senior Google Brazil executives on the
grounds that the company failed to remove content that was prohibited under strict laws
governing electoral campaigns.

Throttling or shutting down internet and mobile service:

During particularly contentious events, a few governments have used their control over the
telecommunications infrastructure to cut off access to the internet or mobile phone service
in a town, a region, or the entire country. Egypt became the best-known case study in
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January 2011, when the authorities shut off the internet for five days as protesters pushed
for the ouster of longtime president Hosni Mubarak. However, a number of other countries
have also cut off access to the internet or mobile phone networks. In Syria, several such
shutdowns occurred over the past year. In Venezuela, the dominant ISP temporarily shut
off access during the presidential election in 2012, allegedly due to cyberattacks. India and
China disabled text messaging on mobile phones in particular regions during protests and
rioting. In addition to outright shutdowns, some countries have used throttling, the
deliberate slowing of connection speeds, to prevent users from uploading videos or viewing
particular websites without difficulty. Over the past year, however, there were fewer
instances of internet shutdowns and throttling than in the previous year, most likely because
countries affected by the Arab Spring in 2011 had moved past the point where such tactics
would be useful to the authorities.

Although many different types of internet control have been institutionalized in recent years, three
particular trends have been at the forefront of increased censorship efforts: increased surveillance,
new laws that restrict online speech, and arrests of users. Despite these threats, civic activism has
also been on the rise, providing grounds for hope that the future may bring more positive
developments.

Surveillance grows Considerably as countries upgrade their
monitoring technologies

Starting in June 2013, a series of leaks by former U.S. contractor Edward Snowden revealed that
the NSA was storing the personal communications metadata of Americans—such as the e-mail
addresses or phone numbers on each end, and the date and time of the communication—and
mining them for leads in antiterrorism investigations. Also exposed were details of the PRISM
program, through which, among other things, the NSA monitored communications of non-
Americans via products and services offered by U.S. technology companies. It then came to light
that several other democratic governments had their own surveillance programs aimed at tracking
national security threats and cooperating with the NSA. While there is no evidence that the NSA
surveillance programs were abused to suppress political speech, they have drawn strong
condemnations at home and abroad for their wide-reaching infringements on privacy. Since many
large technology companies—with millions of users around the world—are based in the United
States, the NSA was able to collect information on foreigners without having to go through the
legal channels of the countries in which the targeted users were located.

OVERVIEW: DESPITE PUSHBACK, INTERNET FREEDOM DETERIORATES
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Although the U.S. surveillance activities have taken the spotlight in recent months, this study
reveals that most countries around the world have enhanced their surveillance powers over the past

year. In 35 of the 60 countries examined in Freedom on the Net

2013, the government has either obtained more sophisticated

In 35 of the 60 countries

technology to conduct surveillance, increased the scope and
examined, the government has

number of people monitored, or passed a new law giving it

greater monitoring authority. There is a strong suspicion that obtained more sophisticated
many of the remaining 25 countries’ governments have also surveillance technology,
stepped up their surveillance activities, though some may be increased the scope of people
better than others at covering their tracks. monitored, or passed a new law

giving it greater monitoring
While democratic countries have often engaged in legally authority. Growing
dubious surveillance methods to combat and uncover terrorism surveillance is also suspected

threats, officials in many authoritarian countries also monitor in many of the remaining 25

the personal communications of their citizens for political countries, but they may be
reasons, with the goal of identifying and suppressing better at cove;‘ing their tracks
government critics and human rights activists. Such monitoring B

can have dire repercussions for the targeted individuals,
including imprisonment, torture, and even death. In Bahrain, Ethiopia, Azerbaijan, and elsewhere,
activists reported that their e-mail, text messages, or other communications were presented to
them during interrogations or used as evidence in politicized trials. In many of these countries, the
state owns the main telecommunications firms and ISPs, and it does not have to produce a warrant
from an impartial court to initiate surveillance against dissidents.

Russia has emerged as an important incubator of surveillance technologies and legal practices that
are emulated by other former Soviet republics. Russia itself has dramatically expanded its
surveillance apparatus in recent years, particularly following the events of the Arab Spring.
Moreover, in December 2012, the Russian Supreme Court upheld the legality of the government’s
hacking into the phone of an opposition activist. The court grounded its decision on the fact that the
activist had participated in antigovernment rallies, prompting fears that the case would be used as a
legal basis for even more extensive surveillance against opposition figures in the future. Belarus,
Uzbekistan, Kyrgyzstan, Kazakhstan, and Ukraine are among the countries that have implemented
the ICT monitoring system used by the Russians authorities (known by the acronym SORM) and
have either passed or considered legislation that would further expand their surveillance powers, in

some cases mirnicking the current legislation in Russia.

Until recently, only a handful of African countries had the means to

All 10 of the African

conduct widespread surveillance. However, this seems to be changing
countries examined in

rapidly as internet penetration increases and surveillance technologies

this report have become more readily available. All 10 of the African countries
stepped up their online  examined in this report have stepped up their online monitoring efforts
monitoring efforts in in the past year, cither by obtaining new technical capabilities or by
the past year. expanding the government’s legal authority. In Sudan, the

government’s ICT surveillance was particularly pronounced in 2012
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during a series of street protests, and it became dangerous for activists to use their mobile phones.
One activist switched off his phone for a few days to avoid arrest while hiding from the authorities.
When he turned it back on to call his family, officials quickly determined his location and arrested
him the same day.

In the Middle East and North Africa, where extralegal surveillance has long been rampant, the
authorities continue to use ICT monitoring against regime opponents. In Saudi Arabia, the
government has been proactively recruiting experts to work on intercepting encrypted data from
mobile applications such as Twitter, Viber, Vine, and WhatsApp. In Egypt, President Mohamed
Morsi’s advisers reportedly met with the Iranian spy chief in December 2012 to seek assistance in
building a surveillance apparatus that would be controlled by the office of the president and
operated outside of traditional security structures. Even in postrevolutionary Libya, reports
surfaced in mid-2012 that surveillance tools left over from the Qadhafi era had been restored,

apparently for use against suspected loyalists of the old regime.

Perhaps most worrisome is the fact that an increasing number of countries are using malware to
conduct surveillance when traditional methods are less effective. Opposition activists in the United
Arab Emirates, Bahrain, Malaysia, and more than a dozen other countries were targeted with
malware attacks over the past year, giving the attackers remote access to victims’ e-mail,
keystrokes, and voice communications. While it is difficult to know with a high degree of certainty,
there are strong suspicions that these activists’ respective governments were behind the attacks.
Some democratic governments—including in the United States and Germany—have used malware
to conduct surveillance in criminal investigations, but any such use typically must be approved by a
court order and narrowly confined to the scope of the investigation.

Censorship intensifies as countries pass new laws and directives to
restrict online speech

Until several years ago, very few countries had laws that specifically dealt with ICTs. As more
people started to communicate online—particularly via social media, which allow ordinary users to
share information on a large scale—an increasing number of governments have introduced new
laws or amended existing statutes to regulate speech and behavior in cyberspace. Since launching
Freedom on the Net in 2009, Freedom House has observed a proliferation of such legislative activity.

This trend accelerated over the past year, and since May 2012

alone, 24 countries have passed new laws or implemented new

regulations that could restrict free speech online, violate users’ 24 countries have passed new

privacy, or punish individuals who post certain types of content. laws or implemented new

regulations that could
Many authoritarian countries have used legitimate concerns about restrict free speech online,
cybercrime and online identity theft to introduce new legal violate users’ privacy, or
measures that criminalize critical political speech. In November punish individuals who post
2012, the government of the United Arab Emirates issued a new certain types of content.

cybercrime law that provides a sounder legal basis for combatting
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online fraud, money laundering, hacking, and other serious abuses. However, the law also contains
punishments for offending the state, its rulers, and its symbols, and for insulting Islam and other
religions. Those found guilty of calling for a change to the ruling system can face a sentence of life
in prison. In September 2012, Ethiopia’s government passed the Telecom Fraud Offenses law,
which is supposed to combat cybercrime but also includes provisions that toughen the ban on VolP,
require users to register all ICT equipment (including smartphones) and carry registration permits
with them, and apply penalties under an antiterrorism law to certain types of electronic
communications. Considering that free speech activists have already been tried under the
antiterrorism laws for criticism of the regime, the new legislation was met with significant concern.

Several countries have also passed new laws intended to block information that is perceived as
“extremist” or harmful to children. While such concerns have led to legitimate policy discussions in
a wide range of countries, some of the recent legislation is so broadly worded that it can easily be
misused or turned on political dissidents. For example, the Russian parliament in July 2012 passed
what is commonly known as the “internet blacklist law,” which allows blocking of any website with
content that is considered harmful to minors, such as child pornography and information related to
suicide techniques and illegal drug use. However, the law has also been used occasionally to block
other websites, such as a blog by an opposition figure (no official reason for blocking was provided)
or another blog that featured a photo-report on the self-immolation of a Tibetan independence
activist protesting the visit of the Chinese president (the official reason for blocking was that the
post promoted suicide). In Kyrgyzstan, a new law allows the government to order web hosting
services to shut down websites hosted in Kyrgyzstan, or the blocking of any sites hosted outside the
country, if officials recognize the content as “extremist,” which is very broadly defined.

In some countries, the authorities have decided to institute stricter regulations specifically aimed at
online news media. The traditional media in authoritarian states are typically controlled by the
government, and users often turn to online news outlets for independent information. The tighter
controls are designed to help rein in this alternative news source. A new law in Jordan requires any
electronic outlet that publishes domestic or international news, press releases, or comments to
register with the government; it places conditions on who can be the editor in chief of such outlets;
and it prohibits foreign investment in news media. The penalties for violations include fines and
blocking, and in May 2013 the government proceeded to block over 200 websites that failed to
comply with the new rules. Similarly, in Sri Lanka, online news outlets are now required to obtain
a license, which can be denied or withdrawn at any time.

More users are arrested, and face harsher penalties, for posts on
social media

Laws that restrict free speech are increasingly forcing internet users into courts or behind bars.
Over the past year alone, in 28 of the 60 countries examined, at least one user was arrested or
imprisoned for posting certain types of political, social, or religious content online. In fact, a
growing number of governments seem to exert control over the internet not through blocking and
filtering, but by arresting people after the posts are published online. In addition, courts in some
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countries have allowed higher penalties for online speech than

In 28 of the 60 countries for equivalent speech offline, arguably because of the internet’s

examined, at least one user was wider reach.
arrested or imprisoned for

. . . As more people around the world utilize social media to

posting political, social, or o _ _

. . express their opinions and communicate with others, there has

religious content online. o ) .
been a dramatic increase in arrests for posts on sites such as

Twitter, Facebook, and YouTube. In at least 26 of the
examined countries, users were arrested for politically or

socially relevant statements on social-media sites. Although political activists are targeted most
frequently, more and more ordinary, apolitical users have found themselves in legal trouble after
casually posting their opinions and jokes. Unlike large media companies and professional journalists
with an understanding of the legal environment, many users of this kind may be unaware that their

writings could land them in jail.

Last year in India, for example, at least eleven users were charged under the so-called IT Act for
posting or “liking” posts on Facebook. In one of the best-known cases, police arrested a woman for
complaining on Facebook about widespread traffic and service disruptions in her town to mark the
death of the leader of a right-wing Hindu nationalist party. The woman’s friend, who “liked” the
comment, was also arrested. The detentions were widely criticized, both on social media and by

public figures, and the charges were later dropped. In Ethiopia, a student

was arrested and charged with criminal defamation after he posted a

. . ) . A woman in India
comment on his Facebook page that criticized the “rampant corruption” at

another local university. was arres_[edf or
“liking”" a friend’s
Users are most often detained and tried for simply criticizing or mocking status on Facebook.
the authorities. At least 10 users were arrested in Bahrain over the past

year and charged with “insulting the king on Twitter,” and several

ultimately received prison sentences ranging from one to four months. In Morocco, an 18-year-old
student was sentenced to 18 months in prison for “attacking the nation’s sacred values” after he
allegedly ridiculed the king in a Facebook post, and a 25-year-old activist received an even harsher
sentence for criticizing the king in a YouTube video. In Vietnam, several bloggers were sentenced
to between 8 and 13 years in prison on charges that included “defaming state institutions” and

“misuse of democratic freedoms to attack state interests.”

In addition to criticism of political leaders, speech that might offend religious sensitivities is landing
a growing number of users in jail. This is most prevalent in the Middle East, but it has occurred
elsewhere in the world. In Saudi Arabia, any discussion that questions the official interpretation of
Islam commonly leads to arrest. Prominent writer Turki al-Hamad was arrested in December 2012
after tweeting that “we need someone to rectify the doctrine of [the prophet] Muhammad;” he was
held in detention for five months. In April 2013, a Tunisian court upheld a prison sentence of seven
and a half years for a man who published cartoons depicting the prophet Muhammad on his
Facebook page. And earlier this year in Bangladesh, several bloggers were charged with “harming
religious sentiments” under the country’s ICT Act for openly atheist posts that criticized Islam. The

OVERVIEW: DESPITE PUSHBACK, INTERNET FREEDOM DETERIORATES
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charges carried a prison sentence of up to 10 years, though in August 2013 the law was amended to
increase the maximum penalty to 14 years.

Some regimes have also shown very little tolerance for humor that may cast them or the country’s
religious authorities in a negative light, leading to more arrests and prosecutions. For instance, in
June 2012, a popular Turkish composer and pianist was charged with offending Muslims with his
posts on Twitter, including one in which he joked about a call to prayer that lasted only 22 seconds,
suggesting that the religious authorities had been in a hurry to get back to their drinking and
mistresses. He was charged with inciting hatred and insulting “religious values,” and received a
suspended sentence of 10 months in prison. In another example, in India, a 25-year-old cartoonist
was arrested on a charge of sedition—which carries a life sentence—and for violating laws against
insulting national honor through his online anticorruption cartoons, one of which depicted the
national parliament as a toilet. He was released on bail after the sedition charge was dropped.

Growing activism stalls negative proposals and promotes positive
change

Although threats to internet freedom have continued to grow, the study’s findings also reveal a
significant uptick in citizen activism online. While it has not always produced legislative changes—
in fact, negative developments in the past year vastly outnumber positive developments—there is a
rising public consciousness about internet freedom and freedom of expression issues. Citizens’
groups are able to more rapidly disseminate information about negative proposals and put pressure
on the authorities. In addition, ICTs have started to play an important role in advocacy for positive
change on other policy topics, from corruption to women’s rights, enabling activists and citizens to
more effectively organize, lobby, and hold their governments accountable.

This emergent online activism has taken several forms. In 11 countries, negative laws were
deterred as a result of civic mobilization and pressure by activists, lawyers, the business sector,
reform-minded politicians, and the international community. In the Philippines, after the passage of
the restrictive Cybercrime Prevention Act, online protests and

campaigns ran for several months. Individuals blacked out their
profile pictures on social networks, and 15 petitions were filed  n /1 countries, negative laws
with the Supreme Court, which eventually put a restraining were deterred as a result of
order on the law, deeming it inapplicable in practice. In civic mobilization and

Kyrgyzstan, the government proposed a law on protection of pressure by activists, lawyers,

children—modeled on the similar law in Russia—that activists the business sector, reform-

feared would be used as a tool for internet censorship, as it . .
) _ - minded politicians, and the

allowed the government to close sites without a court decision. ) , )
. . international community.

The proposal sparked public outrage, spurring local advocacy

efforts that eventually compelled parliament to postpone the bill
until it could be amended.

In a select few countries, civic activists were able to form coalitions and proactively lobby
governments to pass laws that protect internet freedom or amend previously restrictive legislation.

OVERVIEW: DESPITE PUSHBACK, INTERNET FREEDOM DETERIORATES
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In Mexico, for example, following a public campaign by 17 civil society organizations that joined
forces in early 2013, freedom of access to the internet in now guaranteed in Article 6 of the
constitution. Although the Mexican government has not introduced any secondary legislation that
would specify how the new right will be protected in practice, the constitutional amendment is
seen as a significant victory. In the United Kingdom, the government passed a law to revise the
Defamation Act, discouraging the practice of “libel tourism” and limiting intermediary liability for
user-generated content of defamatory nature. Civil society has also been increasingly active on the
global stage, lobbying for greater transparency and inclusion in advance of the World Conference
on International Telecommunications (WCIT-12) in Dubai, and in some instances placing pressure
on their national delegations.

ICTs have also been an important tool for mobilization on issues other than internet freedom,
leading to important changes. In Morocco, online activism contributed to a national debate on
Article 475 of the penal code, which allows rapists to avoid prosecution if they agree to marry their
victims. Although women’s rights advocates have been lobbying for years to alter this law, the
necessary momentum was created only after a 16-year-old girl committed suicide, having been
forced to wed her alleged rapist. Women’s rights activists successfully used social media and online
news platforms to counter arguments made by state-controlled radio and television outlets, rallying
popular support for reforms. In January 2013, the government announced plans to revise the article
in question. In other countries—including many authoritarian states like China, Saudi Arabia, and
Bahrain—citizen journalists’ exposes of corruption, police abuse, pollution, and land grabs forced
the authorities to at least acknowledge the problem and in some cases punish the perpetrators.

In addition to activism by groups, citizens, and other stakeholders, the judiciary has played an
important role as protector of internet freedom, particularly in more democratic countries where
the courts operate with a greater degree of independence. Since May 2012, the courts in at least 9
countries have issued decisions that may have a positive impact on internet freedom. In South
Korea, the Constitutional Court overturned a notorious law that required all users to register with
their real names when commenting on large websites. In Italy, a court issued a ruling to clarify that
blogs cannot be considered illegal “clandestine press” under an outdated law stipulating that anyone
providing a news service must be a “chartered” journalist. In practice this rule had led some
bloggers and internet users to collaborate with registered journalists when publishing online in

order to protect themselves from legal action.
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KEY INTERNET CONTROLS BY COUNTRY
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CHARTS AND GRAPHS OF KEY FINDINGS

Freedom on the Net measures the level of internet and digital media freedom in 60 countries. Each
country receives a numerical score from 0 (the most free) to 100 (the least free), which serves as
the basis for an internet freedom status designation of FREE (0-30 points), PARTLY FREE (31-60
points), or NOT FREE (61-100 points).

Ratings are determined through an examination of three broad categories:

A. OBSTACLES TO ACCESS: assesses infrastructural and economic barriers to access;
governmental efforts to block specific applications or technologies; and legal, regulatory,
and ownership control over internet and mobile phone access providers.

B. LIMITS ON CONTENT: examines filtering and blocking of websites; other forms of
censorship and self-censorship; manipulation of content; the diversity of online news media;
and usage of digital media for social and political activism.

C. VIOLATIONS OF USER RIGHTS: measures legal protections and restrictions on online
activity; surveillance; privacy; and repercussions for online activity, such as legal
prosecution, imprisonment, physical attacks, or other forms of harassment.

FREEDOM ON THE NET 2013: GLOBAL SCORES

FREEDOM ON FREEDOM ON A. SUBTOTAL: B. SUBTOTAL: C. SUBTOTAL:

GETTE THE NET THE NET 2013  OBSTACLES TO LimiTs ON VIOLATIONS OF
2013 ToTAL ACCESS CONTENT USER RIGHTS
STATUS 0-100 Points 0-25 Points 0-35 Points 0-40 Points
ICELAND Free 6 1 1 4
ESTONIA Free 9 1 3 5
GERMANY Free 17 4 4 9
UNITED STATES Free 17 4 1 12
AUSTRALIA Free 18 2 5 11
FRANCE Free 20 4 4 12
JAPAN Free 22 4 7 11
HUNGARY Free 23 5 8 10
ITALY Free 23 5 6 12
UNITED KINGDOM Free 24 2 6 16

CHARTS AND GRAPHS OF KEY FINDINGS



FREEDOM ON FREEDOMON  A.SUBTOTAL: B.SuBTOTAL: C. SUBTOTAL:
T THE NET THE NET 2013  OBSTACLES TO LimITS ON VIOLATIONS OF
2013 ToTAL ACCESS CONTENT USER RIGHTS
STATUS 0-100 Points 0-25 Points 0-35 Points 0-40 Points

PHILIPPINES Free 25 10 5 10
GEORGIA Free 26 8 7 11
SOUTH AFRICA Free 26 7 8 11
ARGENTINA Free 27 8 10 9
KENYA Free 28 9 7 12
UKRAINE Free 28 7 7 14
ARMENIA Free 29 8 9 12
NIGERIA Partly Free 31 10 8 13
BrAzZIL Partly Free 32 7 8 17
SOUTH KOREA Partly Free 32 3 13 16
ANGOLA Partly Free 34 15 6 13
UGANDA Partly Free 34 11 8 15
KYRGYZSTAN Partly Free 35 12 10 13
ECUADOR Partly Free 37 10 11 16
MEXIco Partly Free 38 11 10 17
INDONESIA Partly Free 41 11 11 19
TUNISIA Partly Free 41 12 8 21
MALAWI Partly Free 42 16 11 15
MoRrocco Partly Free 42 11 7 24
MALAYSIA Partly Free a4 9 15 20
LEBANON Partly Free 45 14 10 21
LIBYA Partly Free 45 17 9 19
JORDAN Partly Free 46 13 13 20
CAMBODIA Partly Free a7 14 15 18
INDIA Partly Free 47 15 12 20

CHARTS AND GRAPHS OF KEY FINDINGS



FREEDOM ON FREEDOMON  A.SUBTOTAL: B.SuBTOTAL: C. SUBTOTAL:
T THE NET THE NET 2013  OBSTACLES TO LimITS ON VIOLATIONS OF
2013 ToTAL ACCESS CONTENT USER RIGHTS
STATUS 0-100 Points 0-25 Points 0-35 Points 0-40 Points

RWANDA Partly Free 48 12 18 18
BANGLADESH Partly Free 49 13 12 24
TURKEY Partly Free 49 12 18 19
AZERBAIJAN Partly Free 52 13 17 22
VENEZUELA Partly Free 53 16 16 21
RussIA Partly Free 54 10 19 25
ZIMBABWE Partly Free 54 16 14 24
SRI LANKA Partly Free 58 15 20 23
KAZAKHSTAN Partly Free 59 15 23 21
EGYPT Partly Free 60 15 12 33
THAILAND Partly Free 60 10 21 29
BURMA Not Free 62 20 16 26
SUDAN Not Free 63 17 19 27
FTD AraR Not Free 66 13 22 31
BELARUS Not Free 67 16 22 29
PAKISTAN Not Free 67 20 20 27
SAUDI ARABIA Not Free 70 14 24 32
BAHRAIN Not Free 72 11 26 35
VIETNAM Not Free 75 14 28 33
UZBEKISTAN Not Free 78 20 28 30
ETHIOPIA Not Free 79 22 28 29
SYRIA Not Free 85 24 25 36
CHINA (PRC) Not Free 86 19 29 38
Cusa Not Free 86 24 29 33
IRAN Not Free 91 22 32 37

CHARTS AND GRAPHS OF KEY FINDINGS



60 COUNTRY SCORE COMPARISON (0 = Most Free, 100 = Least Free)
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FREEDOM ON THE NET 2013

A GLOBAL ASSESSMENT OF INTERNET AND DIGITAL MEDIA

COUNTRY NOT
ASSESSED IN 2013

PARTLY FREE

Freedom on the Net 2013 assessed 60 countries around the globe.
The project is expected to expand to more countries in the future.
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REGIONAL GRAPHS
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AUSTRALIA , EU, ICELAND & UNITED STATES (0 = Most Free, 100 = Least Free)
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MIDDLE EAST & NORTH AFRICA (0 = Most Free, 100 = Least Free)
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SCORE CHANGES: FREEDOM ON THE NET 2012 vs. 2013

SCORE IMPROVEMENTS
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Twelve countries registered positive score changes between the 2012 and 2013 editions of Freedom

on the Net. In some countries—such as Tunisia and Burma—the improvements reflect government

efforts to open up the online sphere. In several countries, however, the improvements registered

mainly because of a decrease in the number of negative incidents from the previous coverage

period, at times because the authorities had less need to utilize certain types of internet control.

FOTN

FOTN

FOTN

FOTN

COUNTRY 0.5 5013 TrRAJECTORY* | COUNTRY Pl TRAJECTORY*
Estonia 10 9 Slight AN Nigeria 33 31 Slight AN
Indonesia 42 41 Slight A\ South Korea 34 32 Slight AN
Kenya 29 28 Slight /AN Rwanda 51 48 Notable A\
Saudi Arabia | 71 70 Slight AN Georgia 30 26 Notable A\
Thailand 61 60 Slight /AN Tunisia 46 41 | Significant A\
Belarus 69 67 Slight AN Burma 75 62 | significant A\

*A Freedom on the Net score decrease represents a positive trajectory (/N) for internet freedom.
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SCORE DECLINES

(%]
ot — c
n c
8 © S5 = ] © < © ©
V’gmacg = £ £ £ 8 o o ‘J;.@omt,‘
- 2 a8 c >® © S S B ® £ — c £ @ 2 2
WEBE0gﬁﬁfé-&&g&-amggbe245_:%%%.;.68
= = = X~ [T = uv wnw < = = o
'geCan,3m':Sngcj;..q_’ED:m:@msgmwa
_m:>>|.u:co_m|—<o_.n_o:m><<mumL_,¥§§:)3
II I.III]IIH
1-1-1-1-1-1-1-1-1-1-1121
-2 -2 -2 -2 -2 -2 -2
-3 -3

s FREE

PARTLY FREE

FOTN 2012-2013 Score Change

8 - BN NOT FREE .

COUNTRY fenly e TRAJECTORY* | COUNTRY N TRAJECTORY*
| 2012 2013 2012 2013

India 39 47 | Significant W Syria 83 85 Slight W
Brazil 27 32 | Significant WV Vietnam 73 75 Slight W
United States | 12 17 | Significant W Argentina 26 27 Slight W
Venezuela 48 53 | Significant W Australia 17 18 Slight W
Ethiopia 75 79 Notable W Bahrain 71 72 Slight W
Hungary 19 23 Notable W China (PRC) 85 86 Slight W
Pakistan 63 67 Notable W Egypt 59 60 Slight W
Sri Lanka 55 58 Notable W Iran 90 91 Slight W
Turkey 46 49 Notable W Jordan 45 46 Slight W
Azerbaijan 50 52 Slight v Kazakhstan 58 59 Slight W
Germany 15 17 Slight W Malaysia 43 44 Slight W
Libya 43 45 Slight W Mexico 37 38 Slight W
Philippines 23 25 Slight W Ukraine 27 28 Slight W
Russia 52 54 Slight W Uzbekistan 77 78 Slight W

*A Freedom on the Net score increase represents a negative trajectory (W) for internet freedom.
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INTERNET FREEDOM VS. PRESS FREEDOM

Digital media in several of the 60 countries covered was relatively unobstructed when compared to
the more repressive or dangerous environment for traditional media. This difference is evident
from the comparison between a country’s score on Freedom House’s Freedom on the Net 2013 and

Freedom of the Press 2013 assessments.

The figure below shows the 35 countries in this edition with a score difference of 10 points or
greater. The bar graph characterizes a country’s Freedom on the Net 2013 score, while the scatterplot
(M) represents the country’s score in Freedom of the Press 2013, which measures media freedom in
the broadcast, radio, and print domains. This difference is cause for concern. Pressures that
constrain expression in print or broadcast formats have the potential to exert a negative impact, in

the short or long term, on the space for online expression.
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INTERNET FREEDOM VS. INTERNET PENETRATION

The figure below depicts the relationship between internet penetration rates and the level of digital
media freedom in Freedom on the Net 2013. Each point reflects a country’s internet penetration rate,
as well as its overall performance in the rest of the survey.

The PARTLY FREE countries in the middle are particularly noteworthy. As digital access increases,
they have a choice—to move right, and join the countries that are high-tech but NOT FREE; or left,
with the FREE countries that better protect expression.
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ANGOLA

2012 2013

PopuLATION: 21 million
PARTLY

INTERNET FREEDOM STATUS N/A FREE INTERNET PENETRATION 2012: 17 percent

SociAL MEDIA/ICT Aprps BLOCKED: No
Obstacles to Access (0-25) n/a 15

— POLITICAL/SOCIAL CONTENT BLOCKED: No

Limits on Content (0_35) n/a 6 BLOGGERS/ICT USERS ARRESTED: Yes
Violations of User Rights (0-40)| n/a 13 PRESS FREEDOM 2013 STATUS: Not Free
Total (0—100) n/a 34

* 0=most free, 100=least free

ANGOLA

KEY DEVELOPMENTS: MAY 2012 — APRIL 2013

Parliamentary elections held in August 2012 saw the innovative and widespread use of
digital media tools that aimed to advance electoral transparency (see LIMITS ON
CONTENT).

An investigative report conducted by an exile news outlet revealed in April 2013 that
the Angolan state security services may be planning to implement an electronic
monitoring system that could track e-mail and other digital communications, with
assistance from Germany (see VIOLATIONS OF USER RIGHTS).

A journalist for the online radio news outlet, Voice of America, was assaulted in
December 2012 for his reporting on human rights issues, political violence, and
corruption in Angola. The journalist’s e-mail was also hacked (see VIOLATIONS OF
USER RIGHTS).

A targeted malware attack was launched against a prominent Angolan writer and

blogger in early 2013, purportedly to compromise his communications during an
ongoing defamation lawsuit lodged against him (see VIOLATIONS OF USER RIGHTS).

FREEDOM ON THE NET 2013
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Since the end of the Angolan Civil War in 2002 that ravaged the country from its start in 1975,
access to information and communication technologies (ICTs) has improved dramatically.
Throughout the war, the country’s telecommunications were run primarily by the state under the
ruling People’s Movement for the Liberation of Angola—Labour Party (MPLA), with the party’s
Angola Telecom holding a monopoly of the sector. Toward the end of hostilities in 2001, the
government began adopting regulations to liberalize the telecom industry, which enabled private
investments to revitalize the country’s ICT infrastructure that had been severely damaged by the
decades-long conflict. Today, Angola has one of the largest mobile telecom markets in sub-Saharan

Africa and internet access is growing steadily.

Despite such improvements that have occurred in tandem with Angola’s phenomenal economic
growth since 2002,' political rights and civil liberties remain tightly controlled and restricted by the
MPLA under President Jose Eduardo dos Santos, who has been in power for over 34 years. Recent
parliamentary elections in August 2012 led to a highly flawed vote that kept dos Santos in power,2
in spite of the unprecedented flurry of social media activity and use of innovative digital media tools
that endeavored to combat electoral fraud. Nevertheless, such use of ICTs illustrated the
empowering ability of the internet and social media for journalists, activists, and opposition parties
who are increasingly turning to digital platforms as a means to sidestep the country’s longstanding
restrictions on traditional media.

While there are no administrative or systematic restrictions on ICT content in Angola, the
government has indicated its intent to limit internet freedom through legal measures, such as the
alarming draft “Law to Combat Crime in the Area of Information Technologies and
Communication” introduced by the National Assembly in March 2011. Often referred to as the
cybercrime bill, the draft law was ultimately withdrawn in May 2011 as a result of international
pressure and vocal objections from civil society. If enacted, however, the new law would have
legally empowered the authorities with the ability intercept information from private devices
without a warrant and imposed harsh penalties for objectionable speech expressed via ICTs and on
social media platforms, among other restrictions.

In 2012 and early 2013, internet freedom in Angola was limited primarily by increasing violations
of user rights. For example, in April 2013, a news report revealed that the Angolan intelligence
services may be planning to implement an electronic monitoring system that could track e-mail and
other digital communications. Violence against journalists typically experienced within the
traditional media sphere seeped into the online sphere in December 2012 when a journalist for the
online radio news outlet, Voice of America, was assaulted for his reporting on human rights issues,
political violence, and corruption in Angola. Meanwhile, technical attacks against independent and

critical news websites, blogs, and opposition voices are common.

! Characterized by an average annual GDP growth rate of nearly 12 percent. See, Estefania Jover et al., “Angola, Private Sector
Country Profile,” African Development Bank, September 2012, http://bit.ly/14Y27HZ.
% Freedom House, “Angola,” Freedom in the World 2013, http://www.freedomhouse.org/report/freedom-world/2013/angola.
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OBSTACLES TO ACCESS

Access to ICTs in Angola has improved markedly with increasing investments in the
telecommunications sector since the end of the country’s civil war in 2002. First introduced in
1996,° the internet in Angola reached a penetration rate of 17 percent in 2012, up from just over 3
percent in 2007, according to the International Telecommunications Union (ITU).* Fixed-line
broadband subscriptions, however, remain low with a penetration rate of only 0.16 percent in
2012, and are largely concentrated in the capital city, Luanda, due to the country’s high poverty
rate and poor infrastructure in rural areas. By contrast, access to mobile phones is much higher with
a penetration rate of 49 percent in 201 2.6

In addition to infrastructural limitations and widespread poverty characterized by more than 36
percent of Angolans living on less than $2 a day,7 access to ICTs is further hindered by the
country’s fractured electricity system that serves only 30 percent of the population. In rural areas,
where more than 58 percent of the poor population lives,® less than 10 percent have regular access
to electricity.9 Consequently, radio, television, and print outlets—which are subject to high levels
of government interference—remain the primary sources of information for the majority of
Angolans.

Luanda is reputed to be the second most expensive city in the world,"’ and for those able to access
the internet in urban areas, internet subscriptions start at $50 per month but can cost as high as
$100 per month for connections via satellite or WiMax. Unlimited internet subscriptions cost an
average of $140, while USB dong]e devices that provide wireless access cost between $50 and $60.
Mobile internet packages come at a monthly cost of about $45. 1" Already expensive for the vast
majority of Angolans, voice and data services in rural areas can be twice as expensive and of much
poorer quality, subject to frequent cuts and extremely slow connection speeds. According to the
ITU, Angola’s mobile-cellular sub-basket of prices at purchasing power parity (PPP)—which
“expresses the price of goods in terms of buying power and adjusts exchange rates to facilitate

? Silvio Cabral Almada and Haymee Perez Cogle, “Internet Development in Angola, Our contribution,” Network Startup
Resource Center, http://nsrc.org/AFRICA/AO/20060300-Internet-Development-in-Angola.pdf.

* International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2012,”
http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.

® International Telecommunication Union, “Fixed (Wired)-Broadband Subscriptions, 2000-2012.”

® International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2012.”

? “Angola,” African Economic Outlook, 2013,
http://www.africaneconomicoutlook.org/fileadmin/uploads/aeo/2013/PDF/Angola%20-
%20African%20Economic%200utlook.pdf.

8 “Angola,” African Economic Outlook, 2013.

9 “Angola,” U.S. Energy Information Administration, last revised January 8, 2013,
http://www.eia.gov/countries/analysisbriefs/Angola/angola.pdf.

10 Ami Sedghi, “Which is the World’s Most Expensive City? Cost of living survey 2012,” Guardian, June 12, 2012,
http://www.theguardian.com/news/datablog/2012/jun/12/city-cost-of-living-2012-tokyo.

" Interview with a source based in Angola.
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international comparisons”—was $28 in 2011, while the fixed-broadband sub-basket at PPP was
$74."2 Due to these high prices, most internet users log online at their workplaces.

Angola’s domestic backbone is currently comprised of microwave, VSAT, and fiber-optic cables,
while the government’s Master Plan for ICT development envisions connecting the country’s 18
provinces through a national fiber optic-backbone. Connection to the international internet goes
through the South Atlantic 3 (SAT-3) cable, over which the state-owned Angola Telecom has a
monopoly. Angola is also looking to connect to the Africa Coast to Europe (ACE) cable and the
West Africa Cable System (WACS) in the future, in addition to establishing a submarine cable
between Northeastern Brazil and Luanda to reduce the bandwidth costs associated with the distance

that internet traffic currently has to travel from Europe and the United States. '’

According to the telecoms regulator, the Angolan National Institute of Telecommunication
(INACOM), there are currently five fixed-line operators in Angola—the state-owned Angola
Telecom, Mercury (owned by the state-owned petroleum company, Sonangol), Nexus, Mundo
Startel, and Wezacom—while Angola Telecom’s Multitel and a number of smaller private ISPs
provide internet services.

Mobile services are provided by two private operators—Movicel and Unitel." Portugal Telecom
and state-owned Sonangol each have a 25 percent stake in Unitel. Investigative reports have
revealed that the president’s daughter, Isabel Dos Santos, also holds a 25 percent stake in Unitel, in
addition to sitting on the telecom provider’s board. ® Meanwhile, as of 2009, 80 percent of Movicel
is split between four private Angolan companies—Portmill Investimentos e Telecomunicagdes
(with 40 percent), Modus Comunicare (19 percent), Ipang—Indastria de Papel e Derivados (10
percent), Lambda (6 percent), and Novatel (5 percent)—while the remainder of Movicel’s capital
is held by two state enterprises, Angola Telecom and Empresa Nacional de Correios e Telegrafos
de Angola, with 18 percent and 2 percent, respectively.16

An ITU profile of the Angolan ICT sector characterizes competition in the international gateway,
wireless local loop, and fixed-wired broadband markets as monopolistic; by contrast, it describes
the markets for mobile, internet, and DSL services as competitive.'’ Based on research conducted
by an independent analyst, however, no real competition exists in the provision of mobile and
internet services as most of the companies have shares belonging to senior government officials."

12 |nternational Telecommunication Union, “Measuring the Information Society,” 2012, http://www.itu.int/en/ITU-
D/Statistics/Documents/publications/mis2012/MIS2012 without Annex 4.pdf.

13 Estefania Jover et al., “Angola, Private Sector Country Profile.”

% |ntituto Angolano das Comunicacoes “Sector Telecom,” accessed August 30, 2013,

http://www.inacom.og.ao/lnacom home page.htm.

1 Kerry A. Dolan, “Isabel Dos Santos, Daughter Of Angola’s President, Is Africa’s First Woman Billionaire,” Forbes, January 23,
2013, http://www.forbes.com/sites/kerryadolan/2013/01/23/isabel-dos-santos-daughter-of-angolas-president-is-africas-first-
woman-billionaire/.

18 Rafael Marques de Morais, “The Angolan Presidency: The Epicentre of Corruption,” Maka Angola (blog), accessed August 30,
2013, https://wikileaks.org/gifiles/attach/169/169476 A0100805.pdf.

7 |nternational Telecommunication Union, “Angola Profile (Latest data available: 2012),” ICT Eye, accessed August 30, 2013,
http://www.itu.int/net4/itu-d/icteye/CountryProfile.aspx.

18 Rafael Marques de Morais, “The Angolan Presidency: The Epicentre of Corruption.”
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Similar to other countries in sub-Saharan Africa, China has emerged as a key investor and
contractor in Angola’s telecommunications sector. In 2008, the Angolan government contracted
the Chinese telecom ZTE to head the operations of the previously state-owned Movicel," which
makes the country’s second largest mobile network highly vulnerable to government interception
and interference without oversight, particularly given China’s own reputation for such ICT
abuses.” Other research accounts report that ZTE has been involved with assisting with the
Angolan military’s telecommunication,?' though in what capacity is unknown. More recently in
March 2012, ZTE and Huawei, another major Chinese telecom, were both contracted to develop
4G and LTE networks for Movicel.”

Meanwhile in June 2012, the country’s other private mobile operator, Unitel, launched a project in
partnership with the education ministry and Huawei to provide free access to the internet for
secondary school students in both public and private schools across the country’s 18 provinces.
Known as “E-Net,” the project aims to benefit over 18,000 students with computers supplied by

Huawei and internet access provided by Unitel >

The Ministry of Post and Telecommunications (MCT) is responsible for oversight of the ICT
sector, while the Angolan Institute for Communications (INACOM), established in 1999, serves as
the sector’s regulatory body. Reporting to the MCT, INACOM determines the sector’s regulations
and policies, sets prices for telecommunications services, and issues licenses. The regulatory body
was set up as an independent public institution with both financial and administrative autonomy
from the rninistry,24 though in practice, it has a limited measure of autonomy. According to reports
by the ITU and the World Bank, INACOM is not autonomous in its decision making process,” in
part due to the ministerial appointment of the director general who can be dismissed for any
reason. In addition, the MCT has been known to influence staff appointments, while other
ministries are often involved in sector policy, leading to politically influenced regulatory

d .. 26
€c1s10ns.

19 “Angola: China’s ZTE Takes on Operational Management of Movicel,” Macauhub, October 30, 2008,
http://www.macauhub.com.mo/en/2008/10/30/5992/.

2 john Reed, “Africa’s Big Brother lives in Beijing,” Foreign Policy, July 30, 2013,
http://www.foreignpolicy.com/articles/2013/07/30/africas_big brother lives in beijing huawei china surveillance.

2 Roselyn Hseuh and Michael Byron Nelson, “Who Wins? China Wires Africa: The Cases of Angola and Nigeria,” paper prepared
for presentation at NYU/Giessen Development Finance Conference, NYU School of Law, April 9, 2013,
http://iilj.org/newsandevents/documents/hsueh.pdf.

2 Michael Malakata, “Angola’s Movicel launches LTE,” Computer World Zambia, April 23,2012,
http://www.pcadvisor.co.uk/news/network-wifi/3353225/angolas-movicel-launches-Ite/; Egon Cossou, “High-speed Internet:
Angola’s big 4G leap,” Africa Review, May 1, 2012, http://www.africareview.com/Business+++Finance/Angolas+big+4G+leap/-
/979184/1397314/-/bnmay/-/index.html.

2 “MED, Unitel Design Internet Access Project,” ANGOP, June 7, 2012, http://bit.ly/17jusc).

24 Russell Southwood, “The Case for ‘Open Access’ Communications Infrastructure in Africa: The SAT-3/WASC cable — Angola
case study,” Association for Progressive Communications, accessed August 30, 2013,
http://www.apc.org/en/system/files/APC SAT3Angola 20080523.pdf: 5.

% International Telecommunication Union, “Angola Profile.”

% “private Solutions for Infrastructure in Angola: A Country Framework Report,” Public-Private Infrastructure Advisory Facility
and the World Bank Group, 2005, http://www.ppiaf.org/sites/ppiaf.org/files/publication/Angola-CFR.pdf: 92.
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To date, there have been no known incidents of the government blocking or filtering ICT content
in Angola, and there are no restrictions on the type of information that can be exchanged through
digital media technologies, aside from child pornography and copyrighted material.”” Social media
and communications apps such as YouTube, Facebook, Twitter and international blog-hosting
services are freely available. In addition, there have been no reported issues of intermediary liability
for service or content providers, nor have there been known instances of take-down notices issued
for the removal of online content. Nevertheless, according to an independent analyst, the
government has been known to deliberately take down its own content when the authorities have
wanted to prevent the public from accessing certain government information, such as specific

laws.?®

While there has been no evidence of government efforts to interfere with or manipulate online
content, censorship of news and information in the traditional media sphere is common, leading to
worries that similar efforts to control the information landscape will eventually affect the internet.
The president and members of the ruling MPLA party own and tightly control the most of the
country’s media outlets, including those that are the most widely disseminated and accessed. Of the
dozen or so privately owned newspapers, most are held by individuals connected to the
government.

Self-censorship is commonly practiced by journalists in both state-run and private print outlets. As
a result of the limited space for Angola’s independent voices in the traditional media, many writers
and readers are increasingly distributing and reading news online.” In addition, journalists,
bloggers, and internet users have been generally less fearful expressing themselves and discussing
controversial topics online than they might be offline. There is more open criticism of the president
and ruling party circulating on blogs and social media pla‘cforrns,30 though taboo topics related to
land grabs, police brutality, and demolitions are often avoided.

Due to the concentration of internet access and use in urban areas and the limited space for critical
voices in Angola’s general media sphere, the online information landscape is still lacking in diversity
and unable to represent a variety of groups and viewpoints throughout the country. Independent
news outlets critical of the government do exist, with Folha8 and Agora being the most prominent,
though their audiences are reached primarily through their print publications. Moreover, the
economic viability of independent outlets, both online and print, is constrained by the lack of

z “Angola, Country Profile,” Global Resource & Information Directory, last updated July 16, 2012,

http://www.fosigrid.org/africa/angola.

8 |nterview with a Freedom House consultant.

2 Danny O’Brien, “Using Internet ‘Crime’ Laws, Authorities Ensnare Journalists,” Attacks on the Press in 2011, (New York:
Committee to Project Journalists, February 2012), http://cpj.org/2012/02/attacks-on-the-press-in-2011-regulating-the-
intern.php.

% ouise Redvers, “Angola Victory for Cyber Activists?” BBC News, May 27, 2011, http://www.bbc.co.uk/news/world-africa-
13569129.
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advertising revenue from both state and private sources, since it is often denied to news outlets that

publish critical stories. 31

In recent years, citizens have increasingly taken to the internet as a platform for political debate, to
express discontent with the country’s current state of affairs, and to launch digital activism
initiatives. Similar to many other African countries, the Angolan youth have embraced social media
tools and used them to fuel protest movements across the coun‘tlry.32 The positive impact of digital
media tools in Angola was particularly pronounced during the August 2012 parliamentary elections
when ICTs were used in innovative ways to advance electoral transparency. For example, citizens
were able to report electoral irregularities in real time on the monitoring website Elei¢des Angola
2012,* while the National Electoral Commission used the internet and iPads to scan voter
registration cards.** A Gallup poll cited by the African Media Initiative found that the internet and
smartphones had eroded the government’s control over news and information, with only 16
percent of polled Angolans giving the president a thumbs-up rating.35 Nevertheless, the president’s
ruling MPLA party still swept the elections with over 70 percent of votes.*®

VIOLATIONS OF USER RIGHTS

In the past year, concerns over state surveillance of ICTs increased when an investigative news
report published in April 2013 said that the Angolan intelligence services were planning to
implement an electronic monitoring system that could track e-mail and other digital
communications, with equipment and expertize from Germany. One case of violence against a
journalist for the online news radio site, Voice of America, was assaulted for his critical reporting,
while the prominent writer and blogger Rafael Marques de Morais had his personal computer
attacked with malware in a purported attempt to compromise his communications during an
ongoing defamation lawsuit lodged against him in early 2013.

The Angolan constitution provides for freedom of expression and the press, and in 2006, Angola
became one of the first African countries to enact a freedom of information law. In practice,
however, accessing government information remains extremely difficult. The judiciary is subject to
considerable political influence, with Supreme Court justices appointed to life terms by the
president and without legislative oversight; nevertheless, the courts have been known to rule
against the government on occasion, including most recently in May 2012 when the court rejected

31 Freedom House, “Angola,” Freedom of the Press 2013, http://www.freedomhouse.org/report/freedom-press/2013/angola.
2 sara Moreira, “Year of Change in Angola, But Everything Stays the Same,” Global Voices, December 29, 2012,
http://globalvoicesonline.org/2012/12/29/angola-2012-year-of-change-everything-stays-the-same/.

33 EleicBes Angola 2012: http://eleicoesangola2012.com/

3 “Angolans Vote in Booths Armed with iPads,” news24, August 31, 2012, http://www.news24.com/Africa/News/Angolans-
vote-in-booths-armed-with-iPads-20120831.

* African Media Ini., Twitter post, August 31, 2012, 7:21am, https://twitter.com/African _Media/status/241480901308063744.
3% “Angola’s Ruling Party Declared Election Winner,” CNN, September 3, 2012,
http://www.cnn.com/2012/09/02/world/africa/angola-elections.
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the appointment of the MPLA-favored candidate to head the National Electoral Commission in

advance of the August parliamentary elections.’’

Meanwhile, stringent laws regarding state security and insult run counter to constitutional
guarantees and hamper media freedom, such as the Article 26 state security law passed in 2010
known as that allows for the detention of individuals who insult the country or president in “public
meetings or by disseminating words, images, writings, or sound.”® Politicians, on the other hand,
are immune. Defamation and libel are crimes punishable by imprisonment. In recent years, a
number of journalists in the traditional media sphere have been prosecuted for criminal defamation
in lawsuits initiated by government officials,® though such actions have not been taken against

online journalists or internet users as of yet.

In August 2011, a new Law on Electronic Communications and Services of the Information Society
was enacted, which delineated citizens’ rights to privacy and security online, among other
provisions related to regulating the telecommunications sector. Despite these acknowledgments,
the Angolan government has become increasingly keen on limiting internet freedom through legal
measures, as indicated by the alarming Law to Combat Crime in the Area of Information
Technologies and Communication introduced by the National Assembly in March 2011. Often
referred to as the cybercrime bill, the law was ultimately withdrawn in May 2011 as a result of
international pressure and vocal objections from civil society. The new law aimed to limit freedom
of expression more harshly online than offline by increasing penalties prescribed for offenses laid
out under Angola’s criminal code committed through electronic media. For example, Article 16 of
the cybercrime bill increased the penalty for defamation, libel, and slander conducted online over
the penalty defined in the criminal code by a third. "

If passed, the law also would have empowered the authorities with the ability to intercept
information from private devices without a warrant™ and prosecute individuals for objectionable
speech expressed using electronic media tools and on social media platforms. Sending an electronic
message interpreted as an effort to “endanger the integrity of national independence or to destroy
or influence the functionality of state institutions” would have yielded a penalty of two to eight
years in prisons, in addition to fines. The law would have further criminalized the dissemination of
any “recordings, pictures and video” of an individual without the subject’s consent,” even if
produced lawfully, which could have impeded journalists’ ability to report on public protests or

37 “Angola Court Removes ‘MPLA’ Election Head Susana Ingles,” BBC News, May 18, 2012, http://www.bbc.co.uk/news/world-
africa-18117413.

38 “Angola: Revise New Security Law, Free Prisoners in Cabinda,” Human Rights Watch, December 9, 2010,
http://www.hrw.org/news/2010/12/08/angola-revise-new-security-law-free-prisoners-cabinda.

39 “Angola: Defamation Laws Silence Journalists,” Human Rights Watch, August 12, 2013,
http://www.hrw.org/news/2013/08/12/angola-defamation-laws-silence-journalists.

0 AVM Advogados, “News from Angola,” newsletter, August 2011, http://www.avm-
advogados.com/newsletter/2011.08/2011-08 avm-newsletter eng.html#NFA-01.

M “Angola: Withdraw Cybercrime Bill,” Human Rights Watch, May 13, 2011, http://www.hrw.org/news/2011/05/13/angola-
withdraw-cybercrime-bill.

42 “Angola Clamps Down on Internet, Social Media,” Journalism, April 15, 2011, http://www.journalism.co.za/index.php/news-
and-insight/news130/165-media-freedom1/4034-angola-clamps-down-on-internet-social-media.html.

3 Committee to Protect Journalists, “Angola,” Attacks on the Press in 2011, February 2012, http://cpj.org/2012/02/attacks-on-
the-press-in-2011-angola.php.
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instances of police brutality using digital tools. The bill additionally prescribed penalties between 8
and 12 years in prison for espionage and whistle blowing activities, which would have included the
act of seeking access to classified information on an electronic system “in order to reveal such
information or to help others to do so.” The same penalty was provided for accessing unclassified
information that could be deemed as endangering state securi‘ty.44

In an unexpected move, the Angolan government in May 2011 decided to remove the proposed
cybercrime legislation from parliament moments before it was due to be voted into law, in large
part as a result of widespread opposition and pressure from civil society.45 However, a government
minister publicly stated the same year that special clauses regarding cybercrimes would instead be
incorporated into an ongoing revision of the penal code, leaving open the possibility of internet-
specific restrictions coming into force in future.

There are no restrictions on anonymous communication such as website or SIM card registration
requirements, and to date, there is little evidence that the state illegally monitors and intercepts the
electronic communications of its citizens. Nevertheless, an investigative report conducted by the
exile news and information outlet Club-K revealed in April 2013 that intelligence and state security
services were planning to implement an electronic monitoring system that could track e-mail and
other digital communications. According to Club-K, the sophisticated monitoring equipment was
imported from Germany and included German technicians who assisted in the system’s installation
on a military base in Cape Ledo.* The details of Club-K’s findings could not be corroborated as of
August 2013.

Meanwhile, there is no concrete evidence of whether or to what extent ICT service providers are
required to assist the government in monitoring the communications of their users, though the
strong presence of the state in the ownership structure of Angola’s telecoms, particularly of mobile
phone operators, suggests that the authorities are likely able to wield their influence over service
providers if desired. Cybercafes, however, are not known to be subject to such requirements.

Attacks and extralegal violence against journalists in the traditional media sphere are unfortunately
common in Angola,47 and these actions may become more common against online journalists and
social media users as the internet increasingly becomes an empowering tool for citizens to vocalize
discontent and mobilize against the government. One case of violence against Antonio
Capalandanda, a journalist for the online news and radio site Voice of America, was reported in
May 2012, when the journalist was approached by an individual who identified himself as a state
security agent and threatened to harm Capalandanda if he continued to report on topics the

a “Angola: Withdraw Cybercrime Bill,” Human Rights Watch.

** Louise Redvers, “Angola Victory for Cyber Activists?”

* “plem3es montam sistema de escuta em Angola” [Germans assemble listening system in Angola], Club-K, April 23, 2012,
http://www.club-k.net/index.php?option=com content&view=article&id=14932:alemaes-montam-sistema-de-escuta-em-
angola&catid=11:foco-do-dia&Iltemid=130.

47 According to the Committee to Protect Journalists, at least 10 journalists have been killed in Angola since 1992. See, “10
Journalists Killed in Angola since 1992/Motive Confirmed”, Committee to Protect Journalists, accessed August 2013,
http://www.cpj.org/killed/africa/angola/. ; “Angola: Stop Stifling Free Speech,” Human Rights Watch, August 1, 2012,
http://www.hrw.org/news/2012/08/01/angola-stop-stifling-free-speech.
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government deemed objectionable. Known for his reporting on human rights issues, political
violence, and corruption in Angola, Capalandanda was later assaulted in December 2012 by two
unidentified assailants who also stole his camera, voice recorder, and notepads. In January 2013,
Capalandanda’s e-mail account was hacked by an unknown entity.48

Independent and exile news websites have also been subject to technical violence such as hacking
and denial-of-service (DDoS) attacks, particularly during periods of political contestation. For
example, at the height of anti-government protests in February 2011, the website of the
independent outlet Club-K was met with frequent interruptions to the point of temporary
disablement. The popular blog Maka Angola, produced by the renowned critical writer Rafael
Marques de Morais, was also subject to a number of targeted DDoS attacks in 2011.* More
recently in early 2013, Morais’s personal computer was attacked with customized malware,
purportedly to compromise his communications during an ongoing defamation lawsuit lodged
against him for his 2011 book, Blood Diamonds: Corruption and Torture in Angola.”

a8 “Angola: Continued Threats, Acts of Intimidation and Surveillance of Journalist Mr Antonio Capalandanda,” Frontline
Defenders, January 8, 2013, http://www.frontlinedefenders.org/node/21235.

* candido Teixeira, “So This is Democracy, 2011 — National Overview Angola 2011,” Media Institute of Southern Africa, 2011,
http://www.misa.org/downloads/2011/Angola STID2011.pdf.

30 “Angola: Defamation Laws Silence Journalists,” Human Rights Watch.
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2012 2013

PopruLATION: 40.8 million
INTERNET FREEDOM STATUS FREE | FREE INTERNET PENETRATION 2012: 60 percent
SociAL MEDIA/ICT Aprps BLOCKED: No
Obstacles to Access (0-25) 9 8
— POLITICAL/SOCIAL CONTENT BLOCKED: No
Limits on Content (0_35) 9 10 BLOGGERS/ICT USERS ARRESTED: No
Violations of User Rights (0-40)| 8 o PRESS FREEDOM 2013 STATUS: Partly Free
Total (0—100) 26 27

* 0=most free, 100=least free

KEY DEVELOPMENTS: MAY 2012 — APRIL 2013

Cases of intermediary liability were on the rise in 2012 and early 2013, with companies
such as Google and Yahoo facing take down requests and facing fines should they
choose not to comply with court orders (see LIMITS ON CONTENT).

Argentines utilized social media to mobilize thousands of people for 8N, the largest an

antigovernment protest movement in Argentina in over a decade, which took issue
with corruption, violent crime, and inflation (see LIMITS ON CONTENT).

In November 2012, a pilot cybercrimes unit was created to combat rising incidents of
hacking in Argentina (see VIOLATIONS OF USER RIGHTS).
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INTRODUCTION

Although it has been the focus of academic study since the 1980s, the internet was first used for
commercial purposes in Argentina in 1991." Internet penetration has steadily increased since, and
Argentina is now home to one of the largest contingents of internet users in South America. In
2009, access began accelerating, due in part to government policies aimed at improving services and
expanding broadband connections throughout the country.

Argentina has an active legal environment, especially regarding free speech and the internet. The
country’s legal framework has generally protected online freedom of expression and Argentines
have free access to a wide array of online information. During 2012, multiple legal initiatives were
presented in Congress regarding matters of intermediary liability, internet neutrality, and network
surveillance.

Several court judgments between 2010 and 2013 restricted access to websites on claims of
defamation or intellectual property rights violations, with one ruling leading to the accidental
blocking of an entire blog-hosting platform. A series of injunctions against search engines in 2012
also imposed intermediary liability and forced companies to delete links from results presented to
users. Although some of these rulings threaten internet freedom, due process was generally
followed in each case and parties were given the chance to appear before the court to dispute the
charges filed against them.

The majority of injunctions filed in 2012 were brought by celebrities regarding content they
deemed damaging to their reputations. Although some intermediaries were subsequently ordered
to remove links and those individuals who posted the questionable material were ordered to
provide plaintiffs with monetary compensation, the Court of Appeals overturned some of these
rulings after receiving criticism from freedom of expression advocates as well as international
technology cornpanies.2 In 2012, Argentina also witnessed several instances of retaliation against
online journalists, including violence, breaches of privacy, and the exposure of bloggers’ personal
information.

During the December 2012 World Conference on International Communications,’ Argentina
signed the International Telecommunications Regulations a “binding global treaty designed to
facilitate international interconnection and interoperability of information and communication

! Jorge Amodio, “Historia y Evolucion de Internet en Argentina” [History and Evolution of the Internet in Argentina], Internet
Argentina (blog), May 16, 2010, http://blog.internet-argentina.net/p/indice.html.

% The BLUVOL case is particularly relevant. Following a decision regarding defamatory content posted as a comment in a blog
hosted on blogspot, a Buenos Aires Court of Appeal ordered Google to pay 10,000 Argentine pesos (USS$ 2,300) plus court costs
for damages suffered by the claimant. For case details, see: http://www.diariojudicial.com.ar/documentos/2013-

Marzo/Bluvol ¢ Googlex daxos por blog.doc

® The landmark WCIT conference was convened by ITU in Dubai in December 2012. See: ITU, World Conference on International
Telecommunications (WCIT-12): http://www.itu.int/en/wcit-12/Pages/default.aspx.
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services.”* Despite its status as a signatory, Argentina maintained reservations about being bound by
the regulations, wanting to safeguard the ability to take any measures necessary to protect its
national interests.’ Civil society organizations in Argentina remained heavily involved in the
meeting and expressed continued interest in its outcome.®

OBSTACLES TO ACCESS

|

Internet penetration in Argentina has improved consistently over the past decade, reaching 55.8
percent as of 2012.7 Mobile web connectivity has also increased in recent years, as cellular phones
have continued to grow in popularity.8 The expansion of Argentina’s information and
communications technology (ICT) sector has been facilitated by increased government investment in
telecommunications infrastructure and equipment over the past three years. According to
government figures, by September 2012, the number of internet subscriptions in Argentina had
reached 12.2 million, with 10.3 million residential connections and 1.9 million commercial
connections. As compared to data from 2011, these figures depict an increase of approximately 38
percent in the residential sector and 100 percent in the commercial sector.’ Broadband connections,
offering an average speed of 3 Mbps, have proliferated in recent years, accounting for more than 99
percent of the internet market by late 2012. 10

Although access is growing across the country, the national Statistics institute,Instituto Nacional de
Estadisticas y Censos, reports a stark gap between large urban areas (such as the capital Buenos Aires,
Cordoba, and Santa Fe) and rural provinces; the former account for over 60 percent of home
internet connections in the country.11 In addition to socioeconomic disparities and price

* Anahi Aradas, “Los Lationamericanos y el Control de Internet” [Latin Americans and Control over the Internet], BBC Mundo
Tecnologia online, December 14, 2012,

http://www.bbc.co.uk/mundo/noticias/2012/12/121214 tecnologia gobernanza internet dubai aa.shtml.

o Argentina Firmo con Reservas la Propuesta para una Nueva Regulacion de Internet” [Argentina Signed the Proposal for
New Internet Regulation with Reservations], Infotechnology, December 14, 2012, http://www.infotechnology.com/internet/La-
Argentina-firmo-con-reservas-la-propuesta-para-una-nueva-regulacion-de-Internet-20121214-0001.html.

® Hisham Almiraat, “What Happened at the WCIT-12: Interview with Beatriz Busaniche,” Global Voices Advocacy, December 15,
2012, http://advocacy.globalvoicesonline.org/2012/12/15/what-happened-at-the-wcit-12-interview-with-beatriz-busaniche;
Enrique A. Chaparro, “Después de la WCIT, y Mds Allg” [After the WCIT, and Beyond], Fundacion Via Libre, December 19, 2012,
http://www.vialibre.org.ar/2012/12/19/despues-de-la-wcit-y-mas-alla/.

7 International Telecommunication Union, “Percentage of Individuals Using the Internet, Fixed (Wired) Internet Subscriptions,
Fixed (Wired)-broadband Aubscriptions,” 2006 & 2011, http://www.itu.int/ITU-D/ICTEYE/Indicators/Indicators.aspx#;
International Telecommunication Union, “Statistics: Percentage of Individuals Using the Internet, 2000-2012,” June 17, 2013,
http://www.itu.int/en/ITU-D/Statistics/Documents/statistics/2013/Individuals Internet 2000-2012.xls.

8| Tribuno, “ElTribuno, con el Presidente de Google en Argentind” [The Tribune with the President of Google Argentinal, E/ Tribuno
online, November 22, 2012, http://bit.ly/1dSs6Db.

® National Institute of Statistics and Censuses, “Accesos a Internet” [Press Reports on Access to Internet, Third Quarter of 2012],
Ministry of Economics and Public Finances, Institute of Statistics and Censuses, accessed March 18, 2013,
http://www.indec.gov.ar/nuevaweb/cuadros/14/internet 12 12.pdf.

®ahoo, “La Argentina estd Fuera del Podio de Velocidad de Internet en América Latina” [Argentina is Outside the Podium of
Internet Speed in Latin America], Yahoo News, May 30, 2012, http://ar.noticias.yahoo.com/argentina-podio-velocidad-internet-
am%C3%A9rica-latina-181000405.html.

" National Institute of Statistics and Censuses, “Accesos a Internet” [Press Reports on Access to Internet, Third Quarter of
2012], Ministry of Economics and Public Finances, Institute of Statistics and Censuses, accessed March 18, 2013,
http://www.indec.gov.ar/nuevaweb/cuadros/14/internet 12 12.pdf.
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differences, National access points in geographically remote areas such as Patagonia and the
Northwest contribute to this urban-rural divide.'”” The average broadband plan costs 115 pesos
(US$23) per month for the first twelve months, compared to a minimum monthly wage of 2,875
pesos (US$560). While some studies indicate that the average cost of a broadband plan could be
almost twice the aforementioned figure, such cost disparity is likely the result of differing scopes of
analysis—if only the initial price of service is analyzed, a lower cost estimate results; if cost is based

. . . . . . 1
on average prices for the first two years of service, a higher cost estimate is seen. ’

In recent years, the Argentine government has accelerated its efforts to promote internet access via a
number of progressive policies. These include: the Digital Agenda of 2009, which established a
national plan for ICTs to connect citizens with government institutions in order to create a
“knowledge society;” the Argentina Connected Plan of 2010, a five-year initiative to expand
infrastructure and telecommunications services to the entire country; and the Equal Connection Plan
of 2010, which led to the provision of internet connections at all public secondary schools and laptop
computers for students throughout the country. Although universal service obligations have been in
place since 2001, the Universal Service Trust Fund, a government initiative predicated on the
enforcement of access commitments, was not enacted until November 2010."*

As of 2013, these policies have resulted in increasing internet access in rural areas, schools, parks,
and public spaces.15 Some provinces have also made arrangements with the national government to
build a wider fiber-optic network. In certain areas, rural cooperatives are responsible for the
installation of the network, resulting in significant growth in local penetration rates, and allowing
provincial governments to plan for future triple play service.'® Considering the national
government’s share of the mobile spectrum, discussions have arisen regarding the availability of tetra
play service (a bundled service package of broadband internet, television and telephone along with
wireless service provisions) in the near future. Should the federal government decide to move

2 |nterview with employee of the Library of the National Communications Commission,, February 18, 2012.

¥ Hernan Galperin, “Prices and Quality of Broadband in Latin America: Benchmarking and Trends,” Center for Technology and
Society, University of San Andrés, August 2012, http://www.udesa.edu.ar/files/AdmTecySociedad/12 ENG.pdf.

% The Universal Serice Trust Fund reinvests one percent of profits from ICT telecommunications companies’ profits to narrow
the gap in access to broadband services across provinces.

1 “Inclusion Digital fue Eje de las Politicas Llevadas Adelante,” [Digital Inclusion was the Center of the Policies], Terra Noticias,
December 19, 2012, http://noticias.terra.com.ar/inclusion-digital-fue-eje-de-las-politicas-llevadas-
adelante,474e7ceb0e2bb310VgnCLD2000000ec6eb0aRCRD.html; “,” [The Equal Connection Plan Continues its Success in 2013],
AE Tecno,, December 24, 2012, http://tecno.americaeconomia.com/noticias/programa-argentino-conectar-igualdad-continua-
con-exito-hacia-el-2013; “Rural Schools and Islands Will Connect to Internet Through Satellite Antennas,” Diario Victoria,
August 3, 2012, http://www.diariovictoria.com.ar/2012/08/escuelas-rurales-y-de-islas-contaran-con-conexion-a-internet-a-
traves-de-antenas-satelitales/; “Escuelas Rirales y de Islas Contardn con Conexién a Internet a Través de Antenas Satelitales”
[Island and Rural Schools will have Internet Connection via Satellite Dishes], July 30, 2012,
http://www.argentinaconectada.gob.ar/notas/3266-avanza-la-instalacin-internet-satelital-escuelas-rurales-y-frontera; Angeles
Castro, “Ochenta Plazas Tendrdan Acceso a Internet” [Eighty Parks will have Internet Access], La Nacion, July 2, 2012,
http://www.lanacion.com.ar/1486839-ochenta-plazas-tendran-acceso-a-internet.

18 “£1 91% de los Neuquinos Tiene Acceso a Banda Ancha en su Casa” [91% of Neuquen People Have Broadband Access at
Home] La Mafiana Neuquen, January 21, 2013, http://www.Imneuguen.com.ar/noticias/2013/1/21/el-91-de-los-neuquinos-
tiene-acceso-a-banda-ancha-en-su-casa 175489; “Cooperativas Instalaron Fibra Optica en el Sur Cordobes” [Cooperatives
Installed Fiber Optics in the South of Cordobal, E/ Comercial, December 27, 2012, http://bit.ly/GzrS8W; “Provinces Will Offer
their Version of Triple Play Hand in Hand with the Equal Connection Plan”, iProfesional, February 2, 2013, http://bit.ly/13ljpo3;
“Implementation of the Network that will Bring Internet to the Whole Province Goes Forward”, El Esquit, January 28, 2013,
http://www.elesquiu.com/notas/2013/1/28/sociedad-269839.asp.
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forward with such offerings, partnerships may be formed with local governments allowing for
federal assistance in the form of necessary infrastructure. It is in this context that the government has
deemed the Federal Wireless Network an issue of public interest, a classification which will
prioritize the expansion of national internet access.'” In keeping with its expanding ICT investment,
the Argentine government is now building the first three communications satellites in the country’s

history. 18

The aforementioned government initiatives have resulted in a surge of data traffic over the national
network. "’ Although this is a boon to projects dedicated to increasing internet access, in some cases,
such occurrences have been detrimental to quality of service.” Despite new installations of network
access points designed to improve the user experience, the regional landscape has resulted in small
businesses being provided with lower quality than residential users.’! The government has spent
substantial time and money improving the national network, however connection gaps remain in
some provinces, where penetration rates remain as low as 25 percent.22

When the telecommunications industry was privatized in the 1980s, the former state-owned
operator was split into two companies: Telecom Argentina, which covers the Northern region of the
country, and Telefonica de Argentina, which covers the South. Some 300 other companies have

since been granted licenses to operate as internet service providers (ISPs).”’

Many of these
enterprises are regional providers and serve as provincial subsidiaries of the aforementioned
umbrella companies or other large firms such as Fibertel (of Grupo Clarin), which also controls a

notable share of the broadband market.’*

To date, the State has not interfered with international internet connectivity. However, as part of
the Argentina Connected Plan, the government has begun work on an internal state-sponsored fiber-
optic cable backbone, to be managed by a government-owned firm upon its completion, which is

Y “Declaran de interés publico la Red Federal Inalambrica” [Federal Wireless Network Declared A Public Interest], Ambito,
December 17, 2012, http://ambito.com/noticia.asp?id=667793.

'8 “por Primera Vez Argentina Construird Tres Satélites de Comunicaciones" [For the First Time Argentina Will Build Three
Communications Satellites], Ambito, September 10, 2012, http://www.ambito.com/noticia.asp?id=653735.

19 canal AR, “En un Afio Se Cuadruplicé el Trdfico de Datos en la Red Nacional de NAP” [In One Year the Data Traffic of the NAP
National Network Quadrupled], Canal AR, September 13, 2012, http://www.canal-ar.com.ar/nota.asp?ld=17758.

0 “Argentina Ocupa el 38 Lugar en la Calidad del Acceso a Internet” [Argentina Ranks 38" on Internet Quality], El Esquiu,
September 7, 2012, http://www.elesquiu.com/notas/2012/9/7/tecnologia-253616.asp.

2L «Center in La Plata will Improve Internet Connection”, Bureau de Presna, June 7, 2012,
http://www.bureaudeprensa.com/comunicados/view.php?bn=bureaudeprensa_inte&key=1339083712; “Brasil y Argentina
Lideran el Ranking de Centros de Interconexion a Internet” [Brazil and Argentina Lead the Ranking of Internet Interconnection
Centers”, CABASE, December 18, 2012, http://www.cabase.org.ar/wordpress/brasil-y-argentina-lideran-el-ranking-de-centros-
de-interconexion-a-internet/; Jorge Gustavo, “Las Pymes Reciben Peor Servicio de Banda Ancha que el Segmento Residencial”
[Small Businesses Have Worst Internet Quality than ResidentialSegment], Cronista, January 28, 2013, http://bit.ly/123ngzN.

2 «prSat Invest 830 Million Dollars on Telecommunications,” Prensario Internacional, July 17, 2012; “Conectar “Desigualdad”:
Mads del 75% de los Hogares de Jujuy No Poseen Acceso a Internet” [‘Unequal’Connection:75% of the Homes in Jujuy Lack
Internet Access,” Jujuy al Dia, January 9, 2013, http://www.jujuyaldia.com.ar/2013/01/09/conectar-desigualdad-mas-del-75-
de-los-hogares-de-jujuy-no-poseen-acceso-a-internet/; National Institute of Statistics and Censuses, “Encuesta Nacional sobre
Acceso y Uso de Tecnologias de lainformacion y la Comunicacion (ENTIC)” [National Inquiry on Access and Use of TICs],
December 11, 2012, http://www.indec.gob.ar/nuevaweb/cuadros/novedades/entic 11 12 12.pdf.

3 “Informacion de las Empresas” [Business Information], National Communications Commission, accessed March 20, 2012,
http://www.cnc.gob.ar/ciudadanos/internet/empresas.asp?offset=0.

2 “Argentina Broadband Overview,” Point-Topic.
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currently scheduled for 2015.%° It remains to be seen whether or not this project will result in

greater centralization — and greater government control — of the backbone.

Mobile phone penetration in Argentina is significantly higher than internet usage, with 59 million
lines active as of late 2012, or 143 cellular telephone subscriptions per 100 inhabitants.”” The
mobile phone market in Argentina is dominated by three providers: Telefonica’s Movistar,
Telecom’s Personal, and Claro, owned by Mexican billionaire and world’s richest man Carlos Slim
Helu.” Each provider covers approximately one third of the market; all offer 3G services.

Following a 2004 agreement that permitted Telefonica to buy Movicom, a cell phone company that
was utilizing 850MHz and 1900 MHz cellular frequencies, the government has restricted the use of
those specific bands.”” In accordance with the purchase agreement for Movicom, Telefonica was
required to relinquish the frequencies to the state free of charge in order to avoid concentration of
the radio-electric spectrum in the hands of a few. After repeated postponement of auctions for the
frequency bands in 2012, the situation was finally resolved by the federal government. President
Fernandez de Kirchner announced that Libre.ar, a branch of government-owned corporation ArSat,
would administer the frequencies, offering cellular phone services through small businesses and
telephone cooperatives.30 This decision, implemented via Resolution 71/2012 of the
Communication Secretariat,’ (and justified with the rationale that only one of the companies
bidding for the bands met necessary requirements related to future investment and development™)
allows the government to regain control over the mobile sector.’® To date, such control has not
extended to the government overtaking ICTs.

The Argentine government planned to launch its proprietary mobile service in March 2013, through
an arrangement with Movistar, Personal, and Claro that allows the three providers to use state-
owned frequencies. As of publication, however, the government’s mobile service had not yet been
launched. When implemented, the agreement will allow some telephone cooperatives and small

» Government-owned corporation AR-SAT would manage the network. AR-SAT began operating in July 2006. Its stated purpose
is to promote the Argentine space industry and increase satellite services to different parts of the country. AR-SAT Company
website: http://www.arsat.com.ar.

%6 National Institute of Statistics and Censuses, “Historic Series of Communications: Active Cellphones,” National
Communications Commission, accessed June 5, 2012, http://www.indec.gob.ar/nuevaweb/cuadros/14/sh comunicac2.xls

7 International Telecommunication Union, “Statistics: Mobile-Cellular Subscriptions, 2000-2012,” June 17, 2013,
http://www.itu.int/en/ITU-D/Statistics/Documents/statistics/2013/Individuals Internet 2000-2012.xls.

8 «The Richest People on the Planet 2013,” Forbes, April 4, 2013, http://www.forbes.com/billionaires/.

2 Gekkye, “Argentina Licita Frecuencias de Telefonia Celular” [Argentina Bids Cellular Telephony Frequencies], Geekye online,
June 6, 2012, http://geekye.infonews.com/2012/06/06/tecnologia-23977-argentina-licita-frecuencias-de-telefonia-celular.php.
3% Marcelo Canton, “Ponen en Marcha la Empresa Estatal de Celulares” [Libre.ar, The State Mobile Company Started Working],
Clarin, December 14, 2012, http://www.clarin.com/politica/Ponen-empresa-estatal-celulares-Librear 0 828517184.html; Juan
Pedro Tomas, “Nuevamente Retrasan Licitacion de Espectro Movil” [Once More, Bid for the Mobile Spectrum is Delayed,” BN
Americas, June 8, 2012, http://bit.ly/1eUxPvl.

31 Resolution 71/2012, Communications Secretariat, Contabilis, http://contablis.com.ar/legislacion/resoluciones/resolucion-71-
2012-sec-comunicaciones.

32 “Planificacion Anuncio que ARSAT Explotard Frecuencias para Telefonia Celular” [It was Announced that ArSat Will Exploit
Cellular Phone Frequncies], TELAM, September 9, 2012, http://www.telam.com.ar/nota/37042/.

33 “Estado Administrard 25% del Espectro para Servicios Mdviles con ARSAT’[The State will Administer 25% of the Mobile
Services Specter], Media Telecom, December 14, 2012, http://bit.ly/15FOVvO.
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businesses to resell these services,** a development viewed by the cooperatives as an opportunity to
gain recognition in the mobile services arena.’” The new plan is also attractive to foreign investors
looking to enter Latin America’s mobile services market, such as Chinese telecommunications firm
Datang Mobile, which views Argentina as the most profitable point of entry due to its large number
of cellphones and potential to embrace 4G services.*

The government’s proposed mobile service has the potential to catalyze positive change in the
industry, especially given that mobile providers currently face harsh criticism related to poor
performance and high prices.”’ Accordingly, all three major providers have stated their plans to
invest in infrastructure during 2013 in order to expand and improve fixed line and mobile
networks.*® Another positive development in this field concerns a debate currently before the Senate
over a law that obligates companies to commercialize cell phones for people with hypoacusis, or
partial hearing loss.*” If passed, this law would define the provision of mobile phones as a public
service, a classification which has been subject to national debate, but which would ameliorate the
high prices that telecommunications companies currently charge.40

Private companies wishing to operate as ISPs must first obtain a license from the communications
commission, Comision Nacional de Comunicaciones (CNC).*' The CNC functions under the
communications secretariat, Secretaria de Comunicaciones, as a decentralized entity. Both operate

3 Alejandro Alfie, “El Gobierno Profundiza su Acuerdo con las Telefonicas” [The Government deepens the agreement with the Cell Phone
Companies], Clarin, January 4, 2013, http://www.clarin.com/politica/Gobierno-profundiza-acuerdo-

telefonicas 0 841115952.html.

s “Expectativa Entre las Cooperativas Para Poder Dar Servicio de Telefonia Movil” [Expectations from the Telephone
Cooperatives for the Possibility of Rendering the Mobile Service], Telam, September 9, 2012,
http://www.telam.com.ar/nota/38902/.

36 gy Negocio de las Telecomunicaciones Atrae el Interés Chino” [Chinese Interest in National Telecommunications], Telam,
October 7, 2012, http://www.telam.com.ar/nota/40165/.

37«1 os Celulares Van al Tope del Ranking de Reclamos” [Mobile Services Rank First on Complaints] E/ Dia, November 5, 2012,
http://www.eldia.com.ar/edis/20121105/los-celulares-van-tope-del-ranking-reclamos-laciudad7.htm; “Argentina Paga la
Telefonia Celular Mds Cara del Mundo” [Argentina Pays Most Expensive Mobile Service in the World], La Capital, November 1,
2012, http://www.lacapital.com.ar/informacion-gral/Argentina-paga-la-telefonia-celular-mas-cara-del-mundo-20121101-
0042.html; Martin Grosz, “Celulares: Hablar con Tarjeta Cuesta Hasta 6 Veces Mads que el Abono Fijo” [Pre-Paid Plans Are 6 Times More
Expensive than Normal Plans], Clarin, December 28, 2012, http://www.clarin.com/sociedad/Celulares-hablar-tarjeta-cuesta-
abono 0 836916401.html.

38 «personal Avanza con un Plan de Reconversion Tecnologica” [Personal Plans a Technologic Rationalization], Terra Noticias,
January 13, 2013, http://noticias.terra.com.ar/personal-avanza-con-un-plan-de-reconversion-
tecnologica,ade598cele34c310VgnCLD2000000ec6eb0aRCRD.html“Telefonica Invertird 2,045 Mdd en Argentina” [Telefonica
Will Invest 2,045 Million Dollars in Argentinal, Reuters via E/ Economista, December 18, 2012,
http://eleconomista.com.mx/industria-global/2012/12/18/telefonica-invertira-2045-mdd-argentina; José Crettaz, “Claro
Anuncié una Inversién de USS 400 Millones en su Red Mdvil, Unilever Invierte S 1500 Millones” [Claro Announces a $400 Million
Investment in its Mobile Network, Unilever Invests 1.5 Billion], La Nacion, November 8, 2012, http://bit.ly/Z3gHCv.

39 wE| Senado Aprobo Ampliar el Acceso a la Telefonia Movil para Personas Hipoacusicas” [Senate Approved Access to Mobile
Network of Persons with Hypoacusis], Diario Victoria, November 29, 2012, http://www.diariovictoria.com.ar/2012/11/el-
senado-aprobo-ampliar-el-acceso-a-la-telefonia-movil-para-personas-hipoacusicas/.

0 “Giustiniani y la Cruzada para que el Celular Sea Servicio Publico” [Giustiniani and the Crusade for the Cellular Telephone as a
Public Service], La Capital, July 2, 2012, http://www.lacapital.com.ar/la-ciudad/Giustiniani-y-la-cruzada-para-que-el-celular-sea-
servicio-publico-20120702-0048.html.

1 National Communications Commission, , “Decree 764/2000 Annex 1” [in Spanish], accessed March 20, 2012,
http://www.cnc.gov.ar/normativa/Dec764 00-Anexol.pdf.
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under the authority of the Ministry of Federal Planning, Public Investment, and Services.* Upon
receipt of an application, the CNC refers the submission to the Secretariat of Communications,
which makes the final decision to grant a license. The applicant is required to pay a relatively modest
sum of 5,000 Argentine pesos ($1,100) at the time of submission.*’ The licensing process for mobile
phone providers is similar; once approved, no additional fees are charged, however providers are
required to pay special taxes, such as those specified under the Universal Service Trust Fund.
Cybercafe licenses are processed like those of any other small business; no additional approvals are
required.

Although the statutory composition of the CNC offers some degree of independence, per
Presidential Decree 521, the executive branch has run the body since 2002 in order to increase
efficiency.” The decree provides for an ad hoc administrator (interventor) appointed by the president,
—who fulfills the functions of the CNC president and board of directors and also appoints other
commission members at his or her discretion. This arrangement has detracted from the
independence of the institution, but there have been few complaints about corruption or unfairness
in the CNC’s operations. Since 2010, controversy and accusations of political bias have emerged
surrounding one case, Fibertel’s ISP license, indicating a degree of public mistrust of the regulator.45
A case relating to these charges has been pending before a federal court since March 2013.

LIMITS ON CONTENT

Argentine internet users have access to a wide array of online content, including international and
local news outlets, websites of political parties, and civil society initiatives. The government does
not impose automated filtering or restrictions on politically oriented information. However,
websites related to pornography are blocked in educational institutions, libraries, and other public
locations in Buenos Aires in accordance with Law 2974.* In recent years, controversy has emerged
over the blocking of allegedly defamatory material, copyright protected content, and injunctions
that invoke intermediary liability. A few projects related to these issues were recently taken up in
Congress.

Various social media tools, such as the social networking site Facebook, the video-sharing platform
YouTube, and the microblogging service Twitter are freely available in Argentina. In August 2011,
however, Google’s blog-hosting platform Blogger was blocked for nearly one week following a

2 Ministry of Federal Planning, “Organization Chart” [in Spanish], Public Investment and Services, accessed June 6, 2012,

http://institucional.minplan.gov.ar/html/organigrama/.

3 National Communications Commission, “Guide for License Applications,” accessed March 20, 2012,

http://www.cnc.gob.ar/infotecnica/archivos/Guide Licence%20Application[eng].pdf.

4 National Communications Commission, Presidential Decree N° 521/2002 [in Spanish], March 20, 2002,

http://www.cnc.gov.ar/institucional/biblioteca/buscador/Normativa/pdf/Decreto-521 02.pdf.

% “pressed: Argentina’s Media,” The Economist, August 25, 2010,

http://www.economist.com/blogs/americasview/2010/08/argentinas media; “Federal Judge Freezes Order to Cancel Fibertel’s

License, Govt to Appeal,” Business News Americas, September 27, 2010,

http://www.bnamericas.com/news/telecommunications/Federal judge freezes order to cancel Fibertel*s license, govt to
appeal.

% Argentine Federal Government, Law No. 2974, CEDOM; http://www.cedom.gov.ar/es/legislacion/normas/leyes/ley2974.html
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court decision to restrict access to two URLs for websites titled Leaky Mails functioning as local
spinoffs of WikiLeaks, one hosted on Blogspot, a Blogger service which provides domain names. "’
These websites had published the correspondence of government officials, politicians, journalists,
and other public figures. Much of the content on the sites appeared to be personal in nature and
irrelevant to both public policy and the exposition of malfeasance and corruption.48 ISPs complied
with the court order and blocked access to the IP addresses of the two pages, effectively blocking the
entire Blogger platform, including over one million blogs not specified in the judicial order. After
criticism from the public and Google, the block was lifted within one week and ISPs shifted to a
more precise filtering technique.49 As of May 2013, the Leaky Mails blog remains inaccessible. The

Blogger domain has not had any additional site-wide disruptions.

The judicial action taken against the Cuevana website in 2011 and 2012 also garnered public
attention. Launched in 2009, the website, which catalogues and connects users to sites that enable
the free streaming of movies and television programs, quickly became one of the most visited
websites in Argentina and the largest of its kind in Latin America. Since late 2011, various
international content producers, including HBO, Turner Argentina, 20" Century Fox, and Disney
Enterprises, have filed lawsuits against the site alleging infringement of intellectual property
rights.50 In November 2011, the National Court of First Instance issued a directive requiring ISPs to
block certain programs on Cuevana’s website.’' In March 2012, prosecutors opened a criminal case
against the site’s administrator, alleging that the site had profited from copyrighted materials via
financial donations. The administrator denied the charges, claiming that donations were largely
voluntary and that profits had been reinvested.’” If he is found guilty, the administrator could face
up to six years in prison. In January 2013, the Buenos Aires Federal Criminal Court of Appeals
rejected a request by HBO Ole Partners to completely block the site.”’ The court determined that
the measure was disproportionately broad, especially given that no suspect had been formally
identified (the administrator was the only person mentioned in the suit) and that the location of the
server was still unknown. It has not yet been determined whether Cuevana is an indexation site

" National Communications Commission, “A Todos los Licenciatarios de Telecomunicaciones que Brindan Servicios de Acceso a
Internet” [All Telecom licensees providing Internet Access services], accessed March 20, 2012,
http://www.cnc.gov.ar/noticia_detalle.asp?idnoticia=106.

8«1 g Justicia Bloqued al ‘WikiLeaks’ Argentino” [Justice Blocked the Argentine "Wikileaks’], TN Cable, August 11, 2011,
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9 “Google Denuncia un Bloqueo de sus Blogs en la Argentina” [Google Reports Blockage of Blogs in Argentinal, TN Cable,
August 19, 2012, http://tn.com.ar/tecnologia/00064541/google-denuncia-un-bloqueo-masivo-de-sus-blogs-en-la-argentina.

*0 “Cuevana Suma Mds Problemas” [Cuevana Has More Problems], Clarin, March 7, 2012,
http://www.clarin.com/internet/mundo_web/titulo 0 659334165.html; “Cuevana: Abren Causa Penal Contra los Duefios del
Sitio en Argentina” [Cuevana: Open Criminal Case Against the Owners of the Site in Argentinal, La Tercera, March 16, 2012,
http://bit.ly/zjw8g3.

*1 Juan Pablo De Sa ntis, “La Justicia Pidié Bloquear el Acceso a Series en Cuevana” [Justice Blocks Access to TV Shows in
Cuevanal, La Nacion, November 30, 2011, http://bit.ly/GzsTxc.

%2 Gonzalo Larrea, “Argentina Opens Criminal Case Against Cuevana,” TTV Media News,
http://www.ttvmedianews.com/scripts/templates/estilo _nota.asp?nota=eng%2FTech%2FInternet%2F2012%2F03 Marzo%2F1
6 justicia vs cuevana; Pablo Sirven, “Inician Causa Penal Contra Cuevana” [Criminal Proceedings Initiated Against Cuevanal, La
Nacion, March 16, 2012, http://www.lanacion.com.ar/1456828-inician-causa-penal-contra-cuevana.

%3 “| g Justicia Rechazé Bloquear Acceso a Cuevana” [Justice rejects the blocking of Cuevanal, InfoBae, February 6, 2013,
http://www.infobae.com/notas/695159-La-Justicia-rechazo-bloquear-el-acceso-a-Cuevana.html.
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controlled by users, or if there are identifiable persons responsible for running the site. The name
of the administrator, however, was allegedly in the public domain.

To date, there is no legislation which pertains specifically to intermediary liability in Argentina. As
such, cases are decided individually and court decisions tend not to be uniform. In the absence of
specific regulations adjudicating liability to intermediaries for illegal content posted by third parties,
the courts generally apply broad rules pulled from the procedural law and the civil code.
Injunctions ordering takedown of content are also based on general rules.

By the end of 2012, multiple cases regarding intermediary liability were presented before the
courts,”* resulting in rulings against Google and Yahoo requiring the removal of sensitive material.
The individuals responsible for posting the material in question were in some cases ordered to pay
damages to the prominent public figures that had brought the charges. Actress Paola Krum and
model Barbara Lorenzo were among the plaintiffs awarded monetary compensation. Court orders
also resulted in Google and Yahoo removing the sensitive material from their search results and
blocking illicit images of both Krum and Lorenzo. In a more recent case, search engines were asked
to block a pornographic video made by well-known actress Florencia Pefia before the video was
even uploaded. If found guilty of non-compliance, Google and Yahoo could be fined up to half a
million pesos (approximately $41,000 USD).>’

Another controversial case regarding the blocking of indecent material surrounds the death of
Jazmin De Grazia, a model who drowned in a hot tub in February 2012 due to an alleged drug
overdose.”® Immediately following the incident, photographs of De Grazia’s dead body were
published by a newspaper and spread over the Internet. In September 2012, a Federal Court of
Appeals asked De Grazia's parents to identify the webpages that had published the photos,
indicating to Google those sites which search engines were required to have blocked. The judge
subsequently issued a ruling that web pages containing information about the model were protected

by the right to freedom of speech, and could not be blocked by law.*’

According to Google’s Transparency Report, from July to December 2012, the Argentine
government submitted 51 court orders for content removal encompassing 160 items. Google

** Cll, “Ordenan a Google y Yahoo! Eliminar Resultados de Busqueda Vinculados a la Actriz Paola Krum” [Justice Orders Google
and Yahoo! to Block Search Results Related to Actress Paola Krum], September 5, 2012, http://www.cij.gov.ar/nota-9778-
Ordenan-a-Google-y-Yahoo--eliminar-resultados-de-busqueda-vinculados-a-la-actriz-Paola-Krum.html; “LaJusticia Ordend que
Google le Pague a una Modelo Cuya Imagen Aparece en Pdginas Poro” [Google Condemned to Pay a Model for Photographs in Porn
Webpages], Clarin online, September 7, 2012, http://www.clarin.com/internet/Justicia-Google-imagen-aparece-

paginas 0 769723247.html.

%5 «| g Justicia Fallé a Favor de Florencia Pefia” [Court rules on behalf of Florencia Peia], Los Andes Estilo, January 23, 2013,
http://www.losandes.com.ar/notas/2013/1/23/justicia-fallo-favor-florencia-pena-692789.asp.

56 “Confirman que Jazmin de Grazia Murié Ahogada” [Jazmin de Grazia Drowned], La Nacion, February 6, 2012,
http://www.lanacion.com.ar/1446380-investigan-las-causas-de-la-sorpresiva-muerte-de-jazmin-de-grazia.

* Ines Tprnabeme, “Ordenan a Google Eliminar Fotos de Jazmin de Grazia #google #jazmindegrazia #privacidad” [Google to
Delete Jazmin de Grazia Photographs], Hdbeas Data, September 5, 2012,
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complied—at least in part—with 82 percent of the requests.” Google’s breakdown indicates that
the majority of content was related to defamation (62 percent of the cases), followed by privacy
and security (18 percent), hate speech (4 percent), and national security (2 percent), with the

remainder of requests uncategorized.

In this context, many legal initiatives arose in 2012 and 2013. Senator Maria Eugenia Estenssoro led
a project concerning net neutrality, which incorporated a variety of civil society demands and
international standards followed by organizations such as the OAS and the UN. It applied not only
to ISPs, but rather to all telecommunication service providers, both public and private.”” Other
initiatives, however, have been met with reproach from civil society due to lack of clear terms.
Representative Julian Obiglio’s proposed project relating to intermediary responsibility, 8070-D-
2012, faced criticism for disregarding international standards when allowing third parties and

administrative bodies to ask ISPs to remove content without judicial order.*

Two other projects, 728/12,°" and 1892-D-12,° seek to monitor the web for certain
discriminatory and violent content, by surveilling social networks, e-mails and text messages, and
requiring businesses to install detection and filtering programs of content unfit for underage
persons.®’ Neither of these initiatives has been signed into law. In May 2013, the Senate Freedom of
Expression and Technology Commission hosted a session to discuss net neutrality problems and
other projects. Initiatives discussed in this session have not yet been made public.

Self-censorship among bloggers and online users is not widespread, and Argentines express a
diverse array of views online. Nevertheless, in the interior of the country where the rule of law is
weaker than in the capital district, some online journalists and bloggers are cautious about writing
about powerful local officials or mining companies due to the possibility of jeopardizing their
relationship with private advertisers. Given Argentina’s polarized political environment, some
writers may adjust their reporting based on the partisan affiliation of their publication.

In fact, the Argentine federal and local governments are known for their discriminatory allocation
of official advertising—excluding news outlets whose reporting has been critical of the government

8 “Google Transparency Report, Argentina,” July to December 2012,
http://www.google.com/transparencyreport/removals/government/AR/?by=product&p=2012-12.

59 Argentine Senate. File 3618/12,
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http://www1.hcdn.gov.ar/proyxml/expediente.asp?fundamentos=si&numexp=8070-D-2012; Beatriz Busaniche,
“Responsabilidad de Intermediarios de Internet: El Debate Pendiente” [Internet Intermediaries’ Responsibility: A Pending
Debate], La Nacion, November 30, 2012, http://www.lanacion.com.ar/1532025-responsabilidad-de-intermediarios-de-internet-
el-debate-pendiente.
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62 Argentine House of Representatives, File 1892-D-2012,
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and rewarding those who publish supportive media.®* This phenomenon has had a negative impact
on freedom of expression, particularly in the print and broadcast media sectors.®® While funds
allocated to internet activities represent only three percent of the federal advertising budget, during
the first semester of 2012, 42 percent of that sum was assigned to only 10 beneficiaries, all with
clear ties to the federal government.66 In March 2011, the Supreme Court ruled unanimously that
the government must utilize equitable measures in its distribution of state advertising.67 Due to the
government’s non-compliance, the Federal Court of Appeals issued a new request in August 2012
urging the state to abide by the law.®® To date, the government has faced no penalties for non-
compliance.

There are no restrictions on access to national or foreign news sources, and Argentines are able to
express themselves freely online. According to some observers, the vigor of the pro-government
blogosphere has increased since 2009, although other oppositional political parties have also started
to gain ground.69 A wide range of views are shared online, including those related to potentially
sensitive topics such as the recent designation of Pope Francisco despite allegations that he was
complicit in abuses carried out by the Argentine Government in 1976. Opinions regarding the
controversial Argentina-Iran agreement—which concerns the 1990s terrorist attack of a Jewish
Association in Buenos Aires—are also voiced online.”" Despite such vigorous discussion, journalists
have complained about a lack of access to government representatives and a dearth of official press
conferences. In 2009, an online portal called Mejor Democracia (“Better Democracy”), which
provided the public with government-related information, was shut down. When it later reopened,

8 “Dimensién de la Publicidad Oficial en la Argentina” [The Dimension of Official Publicity in Argentina], Poder Ciudadano,
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Frentes” [Francisco Beats CFK on Every Front], La Nacion, March 21, 2013, http://www.lanacion.com.ar/1565328-francisco-le-
gana-a-cfk-en-todos-los-frentes.
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it did so with reduced transparency, offering notably less information than in its previous
incarnation.” This is true to the present day.

Most civil society organizations also maintain their own websites, although user engagement in
sociopolitical movements is relatively low. Mobile phones, meanwhile, are increasingly being used
as a tool for activism; such devices will likely play decisive roles in future political movements.”’
Mobile phone users have also utilized social media in order to protest poor quality of service by
orchestrating cellular blackouts, or periods of time when large groups of users refuse to use their
cellphones. Such measures have also been applied to social networks such as Twitter (#14N) and

Facebook (Apagén Celular de Facebook, also known as the Cell Blackout Facebook Group).™

The popularity of social media tools has grown overall in recent years. By April 2012, Argentina
had over 20 million registered Facebook users, representing almost 50 percent of the population,75
as well as approximately 1.6 million Twitter users.”® In late 2012, a major antigovernment protest
known as 8N (November 8) was mobilized using social media. The movement, which culminated
in thousands of people taking to the streets of Buenos Aires, Mendoza, Cordoba, and other cities to
protest corruption, violent crime, diminishing freedom of expression, and inflation, was organized
over Twitter (#8N) and Facebook. Throughout the protest, photos, videos, and opinions appeared
on Twitter, both in support of the movement (#8NYoVoyPorQue, “I go because”) and against it
(#8NYoNoVoyPorQue, “I don’t go because”). Even those not in favor of protesting were largely in
agreement over the problems Argentina is facing, and saw the movement as a catalyst to make use
of social media to call for change through various avenues such as reform and voting.77 The scope of
the campaign, which began informally on social networks, was so large that shadow protests
occurred outside Argentine embassies in locations as far flung as Rome and Sydney.78 8N was the
largest protest in Argentina in over a decade, mobilizing at least 30,000 people in Buenos Aires
according to local police, a figure which regional media placed closer to 100,000.”
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[Big Crowd for the 8N and "Cacerolazos’in Nearly the Whole Country], La Nacion, November 8, 2012,
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The Argentine Constitution and human rights treaties incorporated into the Constitution in 1994
guarantee freedom of expression.80 Additional laws ensure that citizens have the liberty to express
their views without fear of censorship or reprisal. In 2005, constitutional protections were
explicitly extended to “the search, reception and dissemination of ideas and information of all kinds
via internet services” under Law 26032.%

The Argentine judiciary is generally seen as independent, particularly in its higher echelons, such as
the Supreme Court of Justice. The Supreme Court has issued several rulings supportive of freedom
of expression in recent years. Among these are the aforementioned 2011 decision regarding
discriminatory allocation of government advertising, as well as the 2009 suspension of a
requirement mandating that service providers retain user data for ten years.82 The government has
also been responsive to decisions of the Inter-American Court of Human Rights and the
recommendations of the Inter-American Commission on Human Rights. These procedures have
helped accelerate reform of the criminal code’s provisions on insult (desacato) and defamation. In
November 2009, the legislature decriminalized defamatory statements referring to matters of
public interest.®

No specific laws criminalize online expression related to political or social issues. The 2008 Law on
Cybercrime (Law 26388) amended the Argentine Criminal Code to cover offenses such as hacking,
dissemination of child pornography, and other online crimes.* Some of the amendments have been
criticized as overly vague and imprecise in their wording, which could open the door to broad
interpretations. Lawyers and human rights groups have also expressed concern over the country’s
antiterrorism law, arguing that the definition of terrorism provided is overly broad and could
therefore be employed to punish legitimate political dissent, social protests, or economic analysis.85
So far, neither of these laws has been used in practice to punish online expression. As of May 2013,
no bloggers, online journalists, or ordinary users were imprisoned for the expression of their views
in online forums or via private communications. One website administrator, however, was facing
criminal charges and a possible jail term over allegations of profiting from copyrighted material.

& see Article 14, “Argentine Constitution,” Senate of the Argentine Nation, accessed March 20, 2012,
http://www.senado.gov.ar/web/interes/constitucion/english.php. The constitution was amended in 1994, and Article 75 (22)
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Although violence against online journalists occurs sporadically, it is not nearly as frequent as
violence against those working for traditional media outlets. Local press freedom watchdogs
recorded approximately 70 cases of physical and verbal attacks against journalists during the first
half of 2012. Most attacks were attributed to non-state actors in inland regions against those
working for traditional media outlets.’ However, in some cases, the targeted journalists also
maintained websites or contributed to online news outlets. Another report by The Argentine
Journalists Forum, known as FOPEA, recorded 172 attacks on reporters during 2012; 11 percent
of attacks were against people working for digital media outlets.®’

In one incident from April 2012, Jorge Pefa, a city council president in Candelaria, punched TV
journalist and news website editor Daniel Luna, who was arguing against being denied access to
cover a city council session; the council president was subsequently charged for injuring the
reporter. 8 Shortly after, in May 2012, the city council rejected Pefia’s request for restitution. In
the same session, Rodrigo Castillo, another online news journalist, was attacked while trying to
obtain photographs of a city council member. When alerted about this event, the police disregarded
the accusation and made no effort to detain the aggressors.89

During 2012, some journalists were also subject to defamatory campaigns and privacy breaches
extending to the unauthorized disclosure of their personal information on public websites. Gustavo
Sylvestre, a political analyst, journalist, and blogger was targeted with such a smear campaign. His
business, family, and tax information, as well as the phone numbers and addresses of his personal
contacts, were published online. Days later, a derogatory article was published about him.”
Sylvestre’s work, which is highly political in nature, seems likely to have been the motive behind
the virtual attack. Although concerning, as of May 2013, such incidents did not appear to be

widespread or on the rise.

There are no restrictions on anonymity for internet users, nor are there restrictions on the use of
encryption. Users are able to freely post anonymous comments in a variety of online forums, and
neither bloggers nor website owners are required to register with the government. When
purchasing a mobile phone or prepaid SIM card, however, users must provide identifying
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information.” In December 2011, the Argentine Network Information Center (NIC.ar) was placed
directly under the oversight of the Executive branch of the government. *

In late 2012, incidents of domain name denials emerged in cases where the names related in some
way to President Cristina Fernandez de Kirchner or to the progovernment youth group La
Campora. In such cases, applications were either denied by NIC.ar or applicants were asked to
modify their proposed domain names. The sole mention of the President’s first or last name was
reportedly reason enough for an application to be called into question.%’ Accordingly, domains such
as cristinacorazon.com.ar, enlacampora.com.ar, and kirchnerismopasion.com.ar were rejected
immediately. Upon asking for clarification, Argentine newspaper Perfil was told that such domains
were forbidden due to their potential to “affect the morale of the person” in question.94 Such broad
restrictions impact sites critical of the administration as well as those which support the
government, complicating efforts to develop online platforms dedicated to discussions of national

leadership.

In Argentina, a court order is officially required to intercept private communications, even in cases
related to national security.95 It is believed that these procedures are generally followed in practice,
although the government does not publish figures on how many interceptions are implemented
annually. According to Google’s Transparency Report, between July and December 2012 the
Argentine authorities made 114 requests for user data covering 175 accounts; Google complied
with the release of some data in 38 percent of cases.”® Microsoft’s 2012 Law Enforcement Request
Report states a total number of 769 requests for user data covering 1,279 accounts. Microsoft
complied with 85.7 percent of requests and found no system data for the remaining 14.3 percent.
All requests were determined to satisfy relevant legal requirements.97

Over the past decade, there have been several scandals involving officials on both sides of the
political spectrum engaging in illegal surveillance of opponents’ telephone communications. In one
high-profile scandal, evidence surfaced of navy personnel monitoring former President Nestor
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34999/31922/texact.htm;: Law25.520 [in Spanish] (2001), “Law of National Intelligence,” Documentation and Information
Center, http://infoleg.mecon.gov.ar/infoleginternet/anexos/70000-74999/70496/norma.htm.

% “Google Transparency Report, Argentina.”.

%7 Microsoft, Microsoft Law Enforcement Requests Report 2012, http://download.microsoft.com/download/F/3/8/F38AF681-
EB3A-4645-A9C4-D4F31B8BA8F2/MSFT Reporting Data.pdf.
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Kirchner for decades.”® In another incident, the mayor of Buenos Aires, an opposition politician,
and the city’s police chief are alleged to have illegally wiretapped civic leaders, politicians, and
trade union activists.” Most such incidents occurred in 2007 or earlier and there is no clear
evidence that such violations of privacy continue. Meanwhile, related prosecutions continue to
make their way through the courts.

Cybercrime is perceived as a growing problem in Argentina and new cybercrime legislation has
emerged in response to recent news indicating that technical attacks might be more common than
typical statistics indicate.'® In November 2012 the General Prosecutor of Ciudad Auténoma de
Buenos Aires activated a one-year pilot project in which he assigned a team of prosecutors to the
task of investigating crimes aimed at hacking informational systems and programs, as well as the
spreading of pornographic content.'®" Such measures and protocols do not yet appear to exist on
the national level.'® Should such incidents occur, those responsible would be liable for prosecution
under the criminal code, as amended by the aforementioned Law 26388.

% «Fernandez Shakes Up Argentine Military,” UPI, January 6, 2012,

http://www.upi.com/Top News/Special/2012/01/06/Fernandez-shakes-up-Argentine-military/UP1-92341325853530/

% Nic Pollock, “Wiretapping Case Continues as Judge Oyarbide Closes Investigation Stage,” Argentina Independent, May 16,
2012, http://www.argentinaindependent.com/currentaffairs/wiretapping-case-continues-as-judge-oyarbide-closes-
investigation-stage/; Maria Magro, “Two Clarin Journalists Testify in Buenos Aires Wiretapping Scandal,” Journalism in the
Americas (blog), November 18, 2010, http://knightcenter.utexas.edu/blog/two-clarin-journalists-testify-buenos-aires-
wiretapping-scandal.

100 Virginia Messi, “Robos y Estafas: Crecen los Delitos en la Web y las Leyes no se Actualizan” [Thefts and Cons: Crimes on the Web Go Up
and There is No Law Actualization,” Clarin, February 3, 2012, http://www.clarin.com/policiales/Crecen-delitos-Web-leyes-
actualizan 0 859114221.html.

to1 Project authorized by Resolution 501/12 of the General Prosecutor’s Office, http://www.mpf.jusbaires.gov.ar/wp-
content/uploads/resolucion-fg-nc2ba-501-12-equipo-fiscal-a-uf-este-delitos-y-contravenciones-informaticas-sin-act-int.pdf.
102 «yng Fiscalia Dedicada a los Delitos Informdticos” [A Prosecutor’s Office Dedicated to Cyber-Crime], Clarin, February 3, 2012,
http://www.clarin.com/policiales/fiscalia-dedicada-delitos-informaticos 0 859114224.html.
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FREEDOM ON THE NET 2013

2012 2013

INTERNET FREEDOM STATUS N/A | FREE
Obstacles to Access (0-25) n/a 8
Limits on Content (0-35) n/a 9
Violations of User Rights (0-40) [ n/a 12
Total (0-100) n/a 29

* 0=most free, 100=least free

POPULATION: 3.3 million
INTERNET PENETRATION 2012: 39 percent
SociAL MEDIA/ICT Aprps BLOCKED: No

POLITICAL/SOCIAL CONTENT BLOCKED: No
BLOGGERS/ICT USERS ARRESTED: No
PRESS FREEDOM 2013 STATUS: Not Free

KEY DEVELOPMENTS: MAY 2012 — APRIL 2013

® Internet access in Armenia significantly increased over the past few years due to

decreased cost of connectivity and improved network coverage, though internet use

remains somewhat low in comparison to other countries in the region (see OBSTACLES

TO ACCESS).

New amendments to the Law on Electronic Communication removed the requirement

for internet and mobile phone service providers to obtain a license from the regulatory
authority before operating (see OBSTACLES TO ACCESS).

Crowdsourcing websites such as iDitord.org were used to monitor election violations
during the 2012 parliamentary elections (see LIMITS ON CONTENT).
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Access to the internet in Armenia has significantly improved over the past few years, with the
internet penetration rate increasing from approximately 6 percent in 2007 to 39 percent in 2012.
At the same time, however, there have been minimal efforts to improve community access to the
internet and digital literacy remains somewhat low, with television remaining the predominant
source by which people receive news and information.

In the wake of riots and protests after the 2008 disputed presidential election, the government
declared a state of emergency and imposed a media blackout, forcing the removal of the domain
name registration of several websites hosted within Armenia, including several opposition sites and
independent news outlets. Since this one incident in 2008, however, the government has engaged
in minimal blocking or deletion of online content.

In May 2010, the Armenian National Assembly passed amendments to the administrative and penal
code to decriminalize defamation, including libel and insult. The initial result was an increase in
civil cases of defamation, often with large fines as penalties. In November 2011, the Constitutional
Court ruled that courts should avoid imposing large fines on media outlets in defamation cases,
resulting in a subsequent decrease in the number of defamation cases.

OBSTACLES TO ACCESS

|

Internet access in Armenia has increased substantially, particularly in the past few years. According
to the International Telecommunication Union, the internet penetration rate in Armenia stood at
39.2 percent in 2012, compared to 32 percent in 2011 and just 6 percent in 2007." From 2005 to
2007, the Armenian government undertook radical steps toward the liberalization of the
information and communications technology (ICT) sector, which involved introducing a new
regulatory framework that eliminated the existing telecommunication company’s monopoly over
the market. Today, the telecommunications sector in Armenia is relatively liberal, but still not
mature enough to meet the market demands and communication needs of the entire population. A
primary obstacle is the absence of diverse services available in rural areas and small cities, due to
operators’ lack of interest in the development of unprofitable areas. Nevertheless, access to mobile
broadband is available throughout the majority of the country and is affordable for much of the
population. Mobile broadband tariffs limitations’ and less reliable wireless connectivity (compared
with landline services) are also problems in the telecommunication infrastructure in Armenia,
though to a lesser degree. Landline broadband access provided using ADSL technology is available
in most cities and some villages.

! International Telecommunication Union (ITU), “Percentage of individuals using the Internet,” 2006, 2011 & 2012, accessed
June 25, 2013, http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.

2 Known as fair use policy: widely used by mobile operators and provides guaranteed speed for limited data volume (usually
1GB — 10GB) and reduced speed (usually 14.4 Kbit/sec) after exceeding the limit.
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The market for internet access in Armenia is concentrated in the capital city of Yerevan, which
contains one third of the country’s population. ISPs offer bandwidth connections with speeds
varying from 512 Kbps to 50 Mbps.® All three mobile operators offer 2G and 3G networks (EDGE,
UMTS/WCDMA) and one operator offers 4G network services (LTE), but only in the capital city.
In contrast to Yerevan’s diverse market, only one or two mobile broadband services are usually
available in villages and approximately 60 percent of rural towns are covered by landline
broadband. According to official information from mobile operators,4 3G services are available to
almost 90 percent of the population, covering 85 percent of the country. The total number of
mobile broadband subscribers in Armenia is about 210,000, in addition to 195,000 landline
connections, accounting for approximately 45 percent of households or 13 percent of the
population.5 The number of dial-up connections in Armenia has rapidly decreased during the last
five years and by the end of 2012 there were fewer than 2,500 users.

Strong competition among the three primary mobile service providers and internet service
providers in Armenia has resulted in fair market prices for both wireless and landline broadband
services. ADSL connections with speeds of 1Mbps are available for $11 per month and the price for
a minimal volume (3GB) package of mobile broadband service costs $15 per month. Internet costs
are relatively high when compared to the minimum salary in Armenia, which is $§80 per month. At
the same time, considering that the average public utilities bill can vary from $50 to $100 in the
summer and $100 to $200 in the winter, the cost of internet access is affordable for the majority of
the population, whose average income is approximately $600 per month. Additionally, the
availability of free access points in the capital and almost all major cities makes internet services
accessible for the majority of the urban population.

From 2005 to 2010, a number of nonprofit and community organizations implemented a series of
projects aimed at establishing free public internet access centers. In particular, Project Harmony
connected all Armenian schools to the internet with financial support from the U.S. State
Department, Open Society Institute, and later from the World Bank.® Currently, this project is
funded from the state budget. Another large-scale internet connectivity project has been
implemented by the UNDP mission in Armenia. Recently, the municipality of Yerevan launched
free public internet access points that are available throughout a significant portion of the city, in
addition to universities and schools. Mobile operators also provide limited access in public spaces
such as cafes and public transportation. Public access centers have now been launched in 11 cities,
the centers of each of the Armenia’s administrative districts (marzes).’

In practice, the Armenian government and the telecommunication regulatory authority, the Public
Services Regulation Commission (PSRC), do not interfere with or try to influence the planning of

3 MTS, “Internet Express Tariff Plans,” accessed July 30, 2013, http://mts.am/en/individual-customers/internet-and-tv/internet-
express-%284g%29/-internet-express-tariff-plan.

* This information was derived from reports published on several mobile operators’ websites, including MTS
(http://www.mts.am), Beeline (http://www.beeline.am), and Orange Armenia (http://www.orangearmenia.am).

® This number indicates only large screen (notebooks, netbooks, computers and tablets) service packages and does not include
small screen (mobile phones and smart phones) users of broadband connectivity.

6 Project Harmony, “Armenia School Connectivity Program,” accessed July 30, 2013, http://www.ph-int.org/what _we/pr58/.

” Armenian territorial divisions include 10 marzes and Yerevan, the capital of Armenia, which also has a status of marz.
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network topology. Operators plan and develop their networks without any coordination with
cither the government or the regulatory authority. Moreover, the regulatory authority requires
service providers to indicate any technological restrictions in their public offers. Armenian internet
users enjoy access to internet resources without limitation, including peer-to-peer networks, voice
and instant messaging services such as Skype and Google Talk, and popular social networks such as
Facebook, YouTube, and LiveJournal.

The regulatory authorities in Armenia primarily focus on companies with significant market power.
Armenia was one of the first post-Soviet countries to privatize telecommunication companies. In
1997, the incumbent Armenian operator was sold to a Greek state-owned company with a 13-year
monopoly on basic telephone and international data transmission services, including internet. In
2005, however, the Armenian government revised the incumbent’s license and granted a second
GSM license; by 2007, all exclusive rights of the incumbent had been abolished. Since then,
Armenian users can choose from three mobile service operators and more than 100 ISPs, though
analysis of service providers’ official reports shows that the five leading operators together control
approximately 90 percent of the internet market.

Armenian legislation requires that providers obtain a license for either the provision of internet
services or the operation of a telecommunication network.® Procedures for obtaining licenses
differ: a service license is obtained through a simplified licensing procedure (purchased for an
amount equivalent to approximately $250), while a network operation license requires verifying
the professional and technical capacity of the company and is issued six months after filing the
application with the regulatory authority. In 2012, the Armenian government undertook radical
reforms of the telecommunication regulatory framework to simplify the market entry procedures
of both network operation and services. According to the recently adopted Amendments to the
Law on Electronic Communication, service providers will no longer be required to obtain a license
but will simply need to notify the regulatory authority.9

Public access points such as cafes, libraries, schools, universities, and community centers are not
required to obtain a license for offering internet access unless they offer services for a fee. In
general, according to the Licensing Law, nonprofit entities are not required to obtain a license for
the provision of internet services regardless of their legal status.'® It is worth noting that both for-
profit and nonprofit service providers in Armenia enjoy free use of the low-energy Wi-Fi spectrum:
use of 2.4 GHz frequency does not require permission unless it exceeds 0.1 watts of power.
However, the use of 2.4 GHz for more powerful devices requires permission granted without
auction or tender, but taking into account electromagnetic compatibility with other devices in
range.

8 Article 15 of Law of the Republic of Armenia on Electronic Communication, adopted by the national assembly on July 8, 2005.
Public Services Regulatory Commission of the Republic of Armenia, “Law on Electronic Communication,”
http://psrc.am/en/?nid=69.

® Law of the Republic of Armenia on Changes and Amendments to the Law on Electronic Communication. Adopted on April 29,
2013, entered into the legal force on June 15, 2013. Official Bulletin No 05/29(969), June 5, 2013.

19 Article 43 of the Law of the Republic of Armenia on Licensing. Adopted by the National Assembly of the Republic of Armenia
on May 30, 2001 with several amendments from 2002-2012.
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Mobile telecommunication companies are granted a license through regular network operation
licensing procedures, but are also required to obtain permission for the use of radio frequencies,
which is usually granted through an open auction. An exception can be made if no alternative
applicant is interested in a particular frequency, or for frequencies and equipment that do not
interfere with other operators’ activities (such as radio relay communication). For cases in which an
entity applies for a non-auctioned frequency, the service provider is required to carry out a test for
electromagnetic compatibility.

The concept of an independent regulatory authority was implemented in Armenia in 2006 with the
adoption of the Law on Electronic Communication, which was developed with substantial expert
contribution from the World Bank, as well from U.S. and European Union consultants. Armenia
has chosen a multi-sector regulatory model in which there is one body, the PSRC, which is in
charge of the regulation of energy, water supply, and telecommunications services. The PSRC’s
authority, mechanisms of commissioners’ appointments, and budgeting principles are defined
under the Law on State Commission for the Regulation of Public Services.''

The members or commissioners of the PSRC are appointed by the President of the Republic of
Armenia according to the recommendations of the Prime Minister. Once appointed, a
commissioner can be dismissed only if he or she is convicted of a crime, fails to perform his or her
professional duties, or violates other restrictions in the law, such as obtaining shares of regulated
companies or missing more than five PSRC meetings. In cases of dismissal for professional failure,
the PSRC makes a decision and reports to the President of the Republic of Armenia for action. The
PSRC is accountable to the National Assembly in the form of an annual report, but the parliament
merely takes this report into consideration and cannot take any action.

One of the weakest provisions of the Armenian regulatory framework is the absence of term limits
for commissioners: every commissioner can be appointed multiple times, making his or her
appointment dependent on current political leaders. In practice, the regulatory bodies in Armenia
lack independence due to the strong dependence of the commissioners’ career on political
leadership of the country.12 For example, in 1995, the broadcasting license of the independent
television company A1+ was suspended for refusing to broadcast only pro-government material,
and in 2002 its broadcasting frequency was awarded to another company. Despite a ruling by the
European Court of Human Rights in 2008 which stated that the regulatory authority’s refusal to
reinstate the company’s broadcasting license amounted to a violation of freedom of information,
the license was never reinstated." In September 2012, A1+ began broadcasting on the airwaves of
Armnews. During this time, A1+ was nonetheless able to continue publishing news content on its
website.

" The Law on Public Services Regulation Commission was adopted by the National Assembly of the Republic of Armenia on
December 25, 2003.

2 There are three independent regulatory authorities in Armenia that are part of executive, but not a part of government.
These three authorities are the public utilities regulator, the broadcasting regulator, and the competition authority. There is
also a civil service commission, which, however, is different from the concept of independent regulatory bodies.

3 Case N032283/04, Meltex LTD and Mesrop Movsesyan vs. Armenia, June 7, 2008,

http://echr.coe.int/Documents/CLIN 2008 06 109 ENG 843572.pdf
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The Commission’s budget is formed in accordance with the Law on Public Service Regulation
Commission and is composed of licensing and regulatory fees that companies pay to the state
budget. The amount of regulatory fees is defined by the Commission in accordance with the
procedure set up under the relevant provision of the law. The Law on Electronic Communication
contains provisions guaranteeing the transparency of the decision-making procedures of the
Commission: all decisions are made during open meetings with prior notification and requests for
comments from all interested persons posted on the website.*

In spite of three well-established ICT-related nonprofit associations, self-regulation of the industry
is significantly underdeveloped in Armenia. The oldest nonprofit institution is the Internet Society
(ISOC), which is the national chapter of the worldwide ISOC network. At the early stage of
internet development in Armenia (1995 through 1998), ISOC Armenia was a primary internet
policy advocate and industry promoter. It served as a forum where internet service providers
discussed their problems, developed policy agendas, and resolved industry conflicts. However,
after the establishment of the independent regulatory authority, ISOC no longer plays a self-
regulating role as most industry disputes are filed with the PSRC . Nevertheless, ISOC continues to
maintain the registration of domain names, and in spite of lacking formal dispute resolution policies
(such as, for example, domain name disputes resolution procedures), it carries out the registry
function effectively with minimal influence from government authorities and the regulator.

The Armenian ICT market enjoys a liberal and non-discriminatory domain name registration
regime. ISOC Armenia registers domain names according to ICANN recommendations and best
practices. Although formally, members of the Armenian Internet Society are individuals, the
organization’s board is composed of service providers’ managers and in general, the Society’s policy
agenda is strongly influenced by the interests of traditional providers that started their business in

the mid-1990s.

Another well-established industry association is the Union of Information Technologies Enterprises
(UITE)." Though industry self-regulation is one of the main goals of the Union, so far it has not
developed any significant policies for industry regulation. Both ISOC Armenia and UITE are
founders of a third notable nonprofit institution, the ArmEx Foundation, which was established
with the sole purpose of creating a local data traffic exchange point. Other founders include leading
ISPs, mobile and landline telecommunication operators.

LIMITS ON CONTENT

The Armenian government does not consistently or pervasively block users’ access to content
online. The only significant case of internet filtering and blocking was recorded in March 2008
during post-elections events, immediately after clashes between an opposition rally and police

% Article 11 of the Law of the Republic of Armenia on Public Service Regulation Commission.
13 “YITE History,” Union of Information Technology Enterprises, accessed July 30, 2013, http://uite.org/en/about-us/uite-

history.
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resulted in at least eight people killed and hundreds of people injured. ' The government declared a
state of emergency and restricted certain media publications, including independent internet news
outlets. The security services demanded that the Armenian domain name registrar suspend the
domain names of opposition and independent news sites, and requested that ISPs block certain
outside resources, such as some opposition pages on social network platforms (particularly
LiveJournal, which was the most popular social network used by opposition and civil society
activists for blogging and reporting). Armenian authorities were strongly criticized by international
observers for their reaction to the post-elections crisis, including the restriction of the access to
internet resources.'” After the events of 2008, Armenian authorities have been very careful
regarding restrictions on internet access and no instances of politically-motivated filtering or

blocking have been recorded since that time.

In spite of the fact that according to Article 11 of the Law on Police,'® law enforcement authorities
have the right to block particular content to prevent criminal activity, in practice, such blocking
cases have been limited to locally-hosted, illegal content such as illegal pornography and copyright-
infringing materials. Service providers involved in the transferring or provision of technical access
to illegal resources (such as child pornography, propaganda of crime or cyberterrorism) are not
liable for content they make available to their customers provided that they have no prior
knowledge of the content. Any decision of a law enforcement body to block particular content can
be challenged in court by the resource or content owners, and if the court rules that the measure
was illegal or unnecessary, the resource and content owners may claim compensation. Additionally,
Armenia is a member of the European Human Rights Convention; therefore, any such decision can
also be challenged at the European Court of Human Rights.

Currently, self-censorship is not a widespread practice online. The Armenian government and
ruling political elite have avoided the application of any extralegal measures to prevent political
opponents or independent internet resources from publishing particular online content. However,
similar to traditional media outlets such as television or printed press, Armenian internet news
resources are exposed to political pressure. In some cases, for example, journalists of a particular
online media outlet are not allowed to deviate from the editorial policy of the outlet, which is often
linked to one of the political parties. Such pressure has the potential to affect the overall situation of
freedom of speech in the country, but it is worth noting that online publishers and individual
bloggers strongly resist self-censorship. Indeed, there is a wide diversity of opinion in social media
and virtual battles between pro- and anti-government bloggers are often observed. A variety of
independent and opposition web resources provide Armenian internet audiences with politically

16 Reports on the number of people killed vary; according to the official report from the Council of Europe, eight people were
killed. “Special Mission to Armenia,” Council of Europe Commissioner for Human Rights, March 12-15, 2008,
https://wcd.coe.int/ViewDoc.jsp?id=1265025.

17 “0bservation of the Presidential Election in Armenia,” Parliamentary Assembly of the Council of Europe, February 19, 2008,
http://www.assembly.coe.int/ASP/Doc/XrefViewHTML.asp?FilelD=11961&Language=EN.

1 According to the Article 11 of the Law of the Republic of Armenia on Police (adopted on 16 April 2001, Official Bulleting No
15(147) of 31 May 2001) the police authorities have a general obligation to undertake measures to prevent crime.
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non-biased, neutral, or oppositional opinions, and there are only a few state-owned media

. . .. 19
enterprlses in Armenia.

The Armenian government is very cautious about media freedom issues and tries to avoid direct
pressure that may raise criticism from international organizations and local civil society activists.
However, both the ruling political elite and the opposition party do have some influence over
traditional and new media outlets. According to accounts from media professionals and civil society
activists, most media outlets are either linked with a particular political party or periodically
receive financial support from politicians, aside from two or three online media resources funded
by foreign and international donor organizations.20 However, the extent to which this has a direct

influence over the content of these media outlets cannot be easily assessed.

The financial model of Armenian online news resources is very similar to the model of the
traditional print and broadcast media, in that the political elite may lend support to certain outlets
through the channeling of advertising of government-loyal businesses. At the same time, websites
such as the A1+ news editorial (Alplus.am) and Lragir Daily (Lragir.am), both of which publish
articles that are critical of the government, are quite popular and have been able to survive
economically. There are neither formal nor practical barriers to receiving domestic or foreign aid
or advertisements, but foreign financial support is usually limited to modest grants and foreign
advertisers are usually not interested in the Armenian media market. A significant part of
advertising comes from mobile operators, car dealers, and consumer electronics sellers.

Armenian telecommunication regulations conform to the principles of technological neutrality,
meaning that regulations address legal issues rather than the use of a particular technology, service
type, or conditions. Naturally, some laws and regulations contain recommendations or applicable
standards, but there are no technology restrictions on bandwidth, protocols, or routing.

The emergence of online media has caused a significant increase in journalistic activities in Armenia.
Armenian media has traditionally been economically unsustainable due to the limited audience, high
operational costs, and small advertising market. Even at the peak of media production in Armenia,
daily newspapers usually published around 5,000 copies per day and few weekly outlets had more
than 10,000 readers.”’ The audience for television and radio was larger, but still limited to the
leading producers: five of the almost thirty television channels accounted for 76 percent of
viewers.”” Early online news outlets such as A1+ enjoyed significant growth in the number of daily
visitors during the first few years of production.

Armenian online news resources started growing from 2001 to 2005 when internet service became

relatively affordable. However, the main increase in production of online content—particularly

Y The only state owned newspaper is Hayastani Hanrapetutyun (“Republic Armenia”), which publishes governmental and
private announcements and the Official Bulletin (also publishes the Bulletin of Government). There is also a news website for
publishing general announcements and procurement information of the government, www.azdarar.am.

% Based on interviews carried out with representative of Internews Armenia and the Center for Information Law and Policy.
1 1996-1998 could be referred to as a peak of Armenian post-Soviet print press production according to press activities and
establishment of new press enterprises. Afterward the development of both television and press slowed down significantly.
22 AGB Nielsen Media Research, Armenia, 2011, http://www.agbnielsen.am/.
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video and audio content—started in 2008 after the liberalization of the market and the decrease in
the cost of broadband. Today, there are at least 30 leading online news outlets collecting more than
20,000 daily visitors—four times more than the leading press outlet—and covering political,
economic, and social issues. Since 2011, Armenia has seen the emergence of Armenian-language
online television programs. Although online video news services are still underdeveloped and
underused in Armenia, the public’s interest toward online video content is growing, and today at
least two leading web resources, Civilnet.am and Azatutyun.am, offer on-demand video news and
live-air reporting on major political and social events.

As of May 2013, there were more than 225 online media outlets and traditional media webpages
registered in Armenia.”? Generally speaking, there are no formal or technical restrictions to
accessing different internet resources with diverse opinions. However, the extent to which a
particular news resource is well-known often depends on the financial support it receives. In other
words, despite the ability to access different outlets, choice is often predetermined by the ratings
and popularity of a given media outlet, which depend on investments that are usually political in
nature.

The majority of the population uses the internet mainly for social networking and as a less-
expensive alternative for voice and visual communication with relatives abroad. While those who
use the internet in Armenia mainly visit news websites or social networks, given the overall low
levels of daily internet use among the Armenian population, most Armenians still receive their
news from television programs.24 Nevertheless, the population’s interest toward internet news
resources is growing, and the number of visitors to the leading news websites exceeds the number
of the leading newspapers’ readers.” Print copies of the leading Armenian newspapers—Aravort,
Hraparak, and Iravunk—usually do not exceed 5,000 issues, whereas online news websites collect
more than 50,000 unique visitors per day. At the same time, the audience for television and radio is
still larger than that of online news and video programming due to the absence of unified technical

. 26
solutions.

Armenian online communities, especially blogs, are highly politicized and are likely to respond to
most political events. During the last three years, social media—Facebook in particular—has been
actively used for political and civil mobilization by the opposition and civil society activists. For
example, environmental activists have used internet resources for environmental alerts such as
forest cutting or illegal construction in green arecas.”’ Another positive example of online
mobilization is the iDitord (iObserver) project, a crowdsourced election monitoring project

2 «Armenian web resources rating,” Circle.am, accessed June 26, 2013, http://circle.am/?cat=news&for=today&by=visits.

** Most of the top 10 websites in Armenia are either online news services or television news video portals. “Armenian web
resource ratings,” Circle.am, accessed July 30, 2013, http://circle.am/.

%5 «Armenian web resource ratings,” Circle.am.

% According to interviews with Armenian media and telecommunication experts, such as the staff at Internews Armenia and
the Center for Information Law and Policy, there are two major obstacles for penetration of online video and television:
legislative barriers preventing telecommunication operators with foreign capital from carrying out broadcasting activities, and
the lack of unified technical solutions for IPTV subscriptions.

7 «save the trees: trees without borders,” accessed July 30, 2013, http://kanach.am/.
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launched in advance of the May 2012 parliamentary elections.”® The website received more than
1,000 reports from citizens, NGOs, and political parties, mostly related to bribes, problems with
the activities of local electoral commissions, violations of advertisement laws, and mistakes in
electoral lists. The police and the Central Electoral Commission officially responded to some
reports and claimed that others were not confirmed or were misinformed. In contrast, mobile
phones (bulk SMS or voice messages) are not used during political campaigns due to the limited
peak capacity of networks.

VIOLATIONS OF USER RIGHTS

Article 27 of the Constitution of the Republic of Armenia guarantees freedom of speech
irrespective of the source, person, and place. The right to freedom of speech declared in the
constitution is universal and applicable to both individuals and media editorials. In 2005, Armenian
media legislation changed significantly with the adoption of the Law of the Republic of Armenia on
Mass Media” (also referred to as the Media Law). One the most positive changes in Armenian
media legislation was the adoption of unified regulation for all types of media content irrespective
of audience, technical means, and dissemination mechanisms. The Television and Radio Law
contains additional requirements toward content delivery, but it does not regulate news delivery
and only addresses the issues of broadcasting erotic and horror programs, as well as the time frame
for advertising, the mandatory broadcast of official communications, and the rules on election
coverage and other political campaigns. Content delivered thorough a mobile broadcasting platform
or the internet are not subject to specific regulation.

Armenian criminal legislation grants journalists protection of their professional rights. According to
Article 164 of the Criminal Code of the Republic of Armenia, “hindrance to the legal professional
activities of a journalist, or forcing the journalist to disseminate information or not to disseminate
information, is punished with a fine in the amount of 50-150 minimal salaries, or correctional labor
for up to 1 year. The same actions committed by an official abusing one’s official position, is
punished with correctional labor for up to 2 years, or imprisonment for the term of up to 3 years,
by deprivation of the right to hold certain posts or practice certain activities for up to 3 years.”
However, neither criminal law nor media legislation clearly defines who qualifies as a journalist,
whether he or she must be an employee of a media outlet, or if he or she could be an individual or

freelance reporter or a blogger.

In 2010, Armenia abolished criminal liability for insult and slander’' and introduced the concept of
moral damage compensation for public defamation.’” However, even before these amendments, no

28 «“Armenian elections monitoring: Crowdsourcing + public journalism + mapping,” Internews, August 28, 2012,

https://innovation.internews.org/blogs/armenian-elections-monitoring-crowdsourcing-public-journalism-mapping.

» The Law of the Republic of Armenia on Mass Media. Adopted by National Assembly on December 13, 2003. Official Bulletin
29 January 2004 No 29/6(25).

30 Article 164, Criminal Code of the Republic of Armenia as amended on January 6, 2006.

31 Official Bulletin of the Republic of Armenia 2 May 2003, No 25(260).

32 Concept of compensation for moral damage caused by defamation was introduced by adding Article 1087.1 to the Civil Code
of the Republic of Armenia. Official Bulletin of the Republic of Armenia 23 June 2010 No 28(762).
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criminal cases against journalists were recorded since the adoption of a new criminal code in 2003.
Defamation is widely used by Armenian politicians to restrict public criticism, but it has not
necessarily been used to combat oppositional viewpoints or media independence. However, the
principle of requiring politicians to be more tolerant of public criticism is not a widely adopted
legal practice in Armenia.

Since 2003, when the concept of cybercrime was first introduced in the Armenian criminal code,
criminal prosecution for crimes such as illegal pornography or copyright infringements on the
internet demonstrates that Armenian law enforcement authorities follow the best practices of the
European legal system, and neither service providers nor hosting service owners have been found
liable for illegal content stored on or transmitted through their system without their actual
knowledge of such content. Armenia is a signatory to the Council of Europe’s Convention on
Cybercrime and further development of Armenian cybercrime legislation has followed the

principles declared in the Convention.

Armenian criminal legislation also prohibits the dissemination of expressions calling for racial,
national, or religious enmity, as well as calls for the destruction of territorial integrity or the
overturning of legitimate government or constitutional order.* Libeling or insulting an official has
not been criminally prosecuted since 2008, when the relevant provision of the criminal code was
excluded. As mentioned previously, the Armenian legal system is based on the principle of
universality, meaning that laws are applicable online as they are offline. Therefore, all crimes
conducted on the internet are prosecuted similarly to those that are conducted elsewhere.
Regarding liability for content published on websites hosted in other jurisdictions, Armenian legal
theory and practice follows the principle of “place of presence,” meaning that the person is liable if

he or she acts on the territory of that country.

So far no cases have been recorded of imprisonment or other criminal sanctions or punishments for
individuals accessing or disseminating information online. However, cases of civil liability, such as
moral damages compensation for defamation, have been recorded several times.>* The downloading
of illegal materials or copyrighted publications is not prosecuted under Armenian legislation unless
it is downloaded and stored for further dissemination, and the intention to disseminate must be
proved.

Anonymous communication is not prohibited in Armenia; however, it is up to the website
administrator to allow or prohibit anonymous communication to or from a resource. No
registration is required for bloggers and online media outlets, though tax authorities may question
bloggers or media outlets on revenue-related issues (advertisements or paid access). The use of

encryption software by individuals or corporate users is not prohibited. However, the use of proxy

33 Cybercrime was defined under the new Criminal Code of the Republic of Armenia, adopted on April 18, 2003. The first
prosecution case for the dissemination of illegal pornography via the internet was recorded in 2004.

3 Articles 226 and 301 of the Criminal Code of the Republic of Armenia.

s “Demanding Financial Compensation from Armenian News Outlets is Becoming Trendy,” Media.am, March 3, 2011,
http://media.am/en/media-attacks.
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servers is not that common, due to the fact that since 2008, internet users have not faced significant
problems with website blocking and traffic filtering.

The collection of an individual’s personal data by the government is allowed only in accordance
with a court decision in cases proscribed by the law. The monitoring and storing of customers’ data
is illegal unless it is required for the provision of services. Personal data can be accessed by law
enforcement bodies only in accordance with a court decision; however, in most cases courts usually
support requests from law enforcement bodies for data retention. Law enforcement bodies usually
file motions on data retention while investigating crimes; however, motions must be justified, and
if not, the defense attorney may insist on the exclusion of evidence obtained as a result of such
action.

Armenian legislation does not require access and hosting service providers to monitor transmitted
traffic or hosted resources. Moreover, the Law on Electronic Communication allows operators and
service providers to store only data required for correct billing. Cybercafes and other access points
are not required to identify clients, or to monitor or store their data and traffic information.

Cases of physical violence towards online journalists or other staff have not been recorded, though
such cases have happened with journalists from traditional media outlets.

DDoS attacks were not prevalent in Armenia until the start of the campaign period for the 2012
parliamentary elections. Blognews.am, an Armenian blogosphere aggregator, was attacked on the
morning of April 20, 2012. Later, the iDitord.org website that covered election violations suffered
from a DDoS attack. As a result, iDitord.org went down for several hours on the day of polling;
however, as a result of external DDoS mitigation services, the website was able to resume normal
functioning after four hours of inaccessibility while attacks continued. The culprits of the DDoS
attack are still unknown. Interestingly, during election day, iDitord was the only Armenian web
site which came under DDoS attack.* Additionally, during the presidential election on February
18, 2013, the opposition media website Galatav.am suffered from a DDoS attack.’

* “DDoS attacks becoming customary in Armenia?” Media.am, May 8, 2012, http://m.media.am/en/DDos-attacks-on-websites.

37 m\Website of Gala TV undergoes DDoS attack,” Arminfo, February 18, 2013, http://arminfo.am/index.cfm?objectid=A313ACEOQ-
79EA-11E2-83EBF6327207157C.
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® Broadband access continued to expand for online users as the National Broadband
Network reached more rural and remote communities (see OBSTACLES TO ACCESS).
Concerns over ISP filtering practices continued, as it was revealed that a number of
legitimate websites were accidentally blocked by ISPs who were trying to limit access to
a fraudulent website with the same IP address (see LIMITS ON CONTENT).

Australia’s accession to the Council of Europe’s Convention on Cybercrime in 2012

raised concerns about additional requirements in the Australian legislation for ISPs to

monitor and store user data, especially in regard to the requirement to comply with
foreign preservation notices (see VIOLATIONS OF USER RIGHTS).
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INTRODUCTION

Australia enjoys affordable, high-quality access to the internet and other digital media, and this
access has continued to expand over the past few years with the rollout of the National Broadband
Network. However, recent amendments to surveillance legislation and proposals to implement
censorship through directives to internet service providers (ISPs) have raised concerns about
privacy and freedom of expression.1 Although not currently law, there have been a number of
proposals put forward on data retention, surveillance, and filtering in the course of the last two
years.

Additionally, in late 2012 Australia acceded to the Council of Europe’s Convention on Cybercrime,
which brought into effect a number of obligations for ISPs to monitor, preserve, and store user
data. However, the Australian legislation goes beyond the requirements set out in the Convention
by requiring longer retention timelines for foreign preservation notices, and requiring ISPs to
cooperate with any serious crime being investigated in Australia or overseas.

OBSTACLES TO ACCESS

In 1989, Australia’s Academic and Research Network (AARNet) made the country’s first internet
connection with a 56 Kbps satellite link between the University of Melbourne and the University of
Hawaii.’ Today, the same connection to the United States is 200,000 times faster, and with the
development of the high-speed National Broadband Network (NBN) in 2012,% all Australians,
including those in more remote areas, will soon have access to an internet connection with a peak
speed of at least 12 Mbps for its mixed network (fiber, wireless and satellite technology), while the
fiber product will offer speeds from 100 Mbps to 1 Gbps.*

Australia has an internet penetration rate of approximately 82 percent as of December 2012,
according to the International Telecommunication Union.” There were 12.2 million internet
subscribers in Australia in December 2012 (excluding internet connections enabled through mobile
phone handsets) and 17.4 million mobile handset subscribers.® The internet penetration rate is

T The 2012 rating for Australia was adjusted on the basis of updated scoring guidelines to best convey changes over time.
YFora comprehensive overview of the legislative history of censorship in Australia see Libertus.net, “Australia’s Internet
Censorship System,” accessed June 2010, http://libertus.net/censor/netcensor.html. See also Australian Privacy Foundation,
accessed June 2010, http://www.privacy.org.au.

2 Australia’s Academic and Research Network (AARNet), “AARNet Salutes the 20th Anniversary of the Internet in Australia,”
news release, November 26, 2009, http://www.aarnet.edu.au/Article/NewsDetail.aspx?id=173;

Roger Clarke, “A Brief History of the Internet in Australia,” May 5, 2001, http://www.rogerclarke.com/Il/OzlIHist.html;

Roger Clarke, “Origins and Nature of the Internet in Australia,” January 29, 2004, http://www.rogerclarke.com/I11/0z104.html.
® Australian Government, Department of Broadband, Communications and the Digital Economy, “National Broadband
Network,” accessed March 2012, http://www.dbcde.gov.au/broadband/national broadband network.

* NBN Co., “National Broadband Network,” accessed January 10, 2013, http://bit.ly/16U3Qut.

® International Telecommunication Union, “Percentage of Individuals Using the Internet,” accessed July 15, 2013,
http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx

® Australian Bureau of Statistics, “Internet Activity, Australia,” December 2012, http://bit.ly/18eYL3I.
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expected to steadily increase with the implementation of the NBN, which includes expanded
wireless and satellite services in rural communities. Although internet access is widely available in
locations such as libraries, educational institutions, and internet cafes, Australians predominantly
access the internet from home, work, and increasingly through mobile phones.

Access to the internet and other digital media is widespread in Australia. Australians have a number
of internet connection options, including ADSL, ADSL 2+, wireless, cable, satellite, and dial-up.7
Wireless systems can reach 99 percent of the population, while satellite capabilities are able to
reach 100 percent. While the internet service provided by these systems can be slow, the expansion
of the NBN means that all Australians will have access to high internet speeds. Major ISPs such as
Telstra offer financial assistance for internet connections to low-income families.® The phasing out
of dial-up continues, with nearly 90 percent of internet connections now provided through other
means. Once implemented, the NBN will eliminate the need for any remaining dial-up connections
and make high-speed broadband available to Australians in remote and rural areas.’

Age is a significant indicator of internet use, with 69 percent of Australians between the ages of 18
and 24 accessing the internet at home on a daily basis and 75 percent of people 15 years or over
reporting having used the internet over a 12 month period. 10 By contrast, only 31 percent of those
65 years and over had used the internet in the same 12 months. 1

Approximately 50 percent of Aboriginal and Torres Strait Islanders living in discrete indigenous
communities (i.e. not major cities) have access to the internet, with 36 percent having internet
access in the home.'” In remote indigenous communities, 63 percent of the population had taken up
mobile phone services in 2004." However, not all indigenous communities have mobile phone
coverage; the overall mobile phone penetration rate in Aboriginal communities is unknown.

Australia has a mobile phone penetration rate of 106 percent, with many consumers using more
than one SIM card or mobile phone.' Third generation (3G) mobile services are the driving force
behind the recent growth, with 24.3 million mobile subscriptions operating in 201 2.b

7 Australian Communications and Media Authority (ACMA), Communications Report, 2008—09 (Canberra: ACMA, 2009),
http://www.acma.gov.au/webwr/ assets/main/lib311252/08-09 comms_report.pdf.

Australian Communications and Media Authority (ACMA), Communications Report, 2010-11 (Canberra: ACMA, 2011),
http://www.acma.gov.au/webwr/ assets/main/lib410148/communications report 2010-11.pdf.

& Telstra, Telstra Sustainability Report 2011, accessed March 2013, http://bit.ly/1dPRUQw.

® Australian Government National Broadband Network, “NBN Key Questions and Answers,” accessed June 2010.
http://www.nbn.gov.au/content/nbn-key-questions-and-answers-fags.

10 pustralian Bureau of Statistics, “Online @ Home,” accessed March 2012, http://bit.ly/mnrliG.

" Ibid.

12 Australian Bureau of Statistics, “Internet Access at Home,” accessed October 2010,
http://www.abs.gov.au/AUSSTATS/abs@.nsf/Lookup/4102.0Chapter10002008. For a comprehensive report on indigenous
internet use and access, see ACMA, Telecommunications in Remote Indigenous Communities (Canberra: ACMA, 2008),
accessed June 2010, http://www.acma.gov.au/WEB/STANDARD/pc=PC 311397.

13 Australian Communications and Media Authority (ACMA), Communications Report, 2008-2009 (Canberra: ACMA, 2008-2009),
http://www.acma.gov.au/webwr/ assets/main/lib311252/08-09 comms report.pdf. There is no equivalent data on
indigenous communities in the more recent 2011-2012 report.

% International Telecommunication Union, “Mobile-cellular telephone subscriptions,” accessed July 15, 2013,
http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx
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Internet access is affordable for most Australians. The government subsidizes satellite phones and
internet connections for individuals and small businesses in remote and rural areas, where internet

affordability is not comparable to that in metropolitan areas.'®

The government has adopted a strong policy of technological neutrality, also referred to as net
neutrality. There are no limits to the amount of bandwidth that ISPs can supply. While the
government does not place restrictions on bandwidth, ISPs are free to adopt internal market
practices of traffic shaping. Some Australian ISPs and mobile service providers practice traffic
shaping (also known as data shaping) under what are known as fair-use policies. If a customer is a
heavy peer-to-peer user, the internet connectivity for those activities will be slowed down to free
bandwidth for other applications. 17

Like most other industrialized nations, Australia hosts a competitive market for internet access,
with 81 medium-to-large ISPs as of June 2012, as well as a number of smaller ISPs."* Many of the
latter are “virtual” providers, maintaining only a retail presence and offering end users access
through the network facilities of other companies; these providers are carriage service providers
and do not require a license."’ Larger ISPs, which are referred to as carriers, own network
infrastructure and are required to obtain a license from the Australian Communications and Media
Authority (ACMA) and submit to dispute resolution by the Telecommunications Industry
Ombudsman (TIO).* Australian ISPs are co-regulated under Schedule 7 of the 1992 Broadcasting
Services Act (BSA), meaning there is a combination of regulation by the ACMA and self-regulation
by the telecommunications industry.21 The industry’s involvement consists of developing industry
standards and codes of practice.”’

The ACMA is the primary regulator for the internet and mobile telephony, and is responsible for
enforcing Australia’s anti-spam law.” Tts oversight is generally viewed as fair and independent,
though there are some transparency concerns with regard to the classification of content. Small
businesses and residential customers may file complaints about internet, telephone, and mobile-
phone services with the TIO,** which operates as a free and independent dispute-resolution service.

13 Australian Communications and Media Authority (ACMA), Communications Report, 2011-2012 (Canberra: ACMA, 2001-2012),
http://www.acma.gov.au/webwr/ assets/main/lib550049/comms report 2011-12.pdf. The Report was tabled to Parliament
and released on Dec. 1, 2012.

'8 Rural Broadband, “Welcome,” accessed June 2010, http://www.ruralbroadband.com.au.

17 Telstra, 19.

'8 Australian Bureau of Statistics, “Internet Activity, Australia, June 2012,” http://bit.ly/R9RsDo.

1% Australian Bureau of Statistics, “Internet Activity, Australia, Dec. 2009.”, http://bit.ly/1fRWQpZ.

0 Australia Communications and Media Authority, “Carriage & Service Provider Requirements, accessed March 2013,
http://www.acma.gov.au/WEB/STANDARD..PC/pc=PC 1622.

2 Australian Communications and Media Authority Act 2005, http://bit.ly/16U44mm;

Broadcasting Services Act 1992, http://www.austlii.edu.au/au/legis/cth/consol act/bsa1992214/;

ACMA, “Service Provider Responsibilities,” accessed June 2010, http://www.acma.gov.au/WEB/STANDARD/1001/pc=PC 90157.
2 Chris Connelly and David Vaile, “Drowning in Codes: An Analysis of Codes of Conduct Applying to Online Activity in Australia,”
Cyberspace Law and Policy Centre, March 2012, http://cyberlawcentre.org/onlinecodes/report.pdf.

2 ACMA, “The ACMA Overview,” accessed March 2012, http://www.acma.gov.au/WEB/STANDARD/pc=ACMA ORG OVIEW;
ACMA, “About communications & media regulation,” accessed March 2012,
http://www.acma.gov.au/WEB/STANDARD/pc=PUB REG ABOUT.

% Telecommunications Industry Ombudsman, accessed March 2012, http://www.tio.com.au.
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Australian law does not currently provide for mandatory blocking or filtering of websites, blogs,
chat rooms, or platforms for peer-to-peer file sharing. Access to online content is far-reaching, and
Australians are able to explore all facets of political and societal discourse, including information
about human rights violations. The ability to openly express dissatisfaction with politicians and to
criticize government policies is not hindered by the authorities, and complaints may be sent directly
to the Telecommunications Industry Ombudsman.” However, the legal guidelines and technical
practices by which ISPs filter illegal material on websites have raised some concerns in the past
year.

In 2010, the government proposed implementing a mandatory filtering system run through ISPs.”
Draft legislation was proposed under the Rudd Labour government, and then put aside during the
election in August 2010 when a minority government with Julia Gillard of the Labour Party came
to power. While the Gillard government had stated that they might introduce legislation on this
topic, there have been no formal proposals, bills, or further discussion on the matter since the
election. Another election was planned for September 2013, but has been cancelled due to Kevin
Rudd winning the Labour Party leadership vote, after which Gillard resigned and Rudd was sworn
in as Prime Minister. So far, there have not been any claims by either party to introduce mandatory
filtering. Despite the lack of mandatory filtering, ISPs still voluntarily block content from websites
that are on Interpol’s blacklist and that contain child pornography.

Controversy struck, however, in May 2013 when it was revealed that a number of legitimate
Australian websites not hosting any type of illegal or even controversial material had been blocked.
Investigations revealed that the Australian Security and Investment Commission was using an
obscure provision (section 313) of the Telecommunications Act to request that a fraudulent website
be blocked.?” The notice by ASIC to the ISPs specified an IP address that contained the fraudulent
website along with a number of legitimate websites, including that of Melbourne Free University.
This is the first known incident of ASIC using s.313 to issue notices to ISPs to block non-Interpol
material. The use of section 313 in this matter is highly contentious.

In addition, there are two systems in place that regulate internet content and place some
restrictions on what can be viewed online. Under the first system, material deemed by the ACMA
to be “prohibited content” is subject to take-down notices. The relevant ISP is notified by the
ACMA that it is hosting illicit content, and it is then required to take down the offending
material.”® Under the Broadcasting Services Act, the following categories of online content are

prohibited:

% |bid.

% Alana Maurushat, Renee Watt, “Australia’s Internet Filtering Proposal in the International Context,” Internet Law Bulletin 12,
no. 2 (2009); ACMA, “Service Provider Filtering”, http://www.acma.gov.au/scripts/nc.dlI?WEB/STANDARD/1001/pc=PC 90157
2 LeMay, R., “Interpol Filter Scope Creep: ASIC Ordering Unilateral Website Blocks” (May, 15, 2013), accessed July 16, 2014,
http://delimiter.com.au/2013/05/15/interpol-filter-scope-creep-asic-ordering-unilateral-website-blocks/

2 |nternet Society of Australia, “Who Is an Internet Content Host or an Internet Service Provider (and How Is the ABA Going to
Notify Them?” accessed June 2010, http://www.isoc-au.org.au/Regulation/WhoisISP.html;
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® Any online content that is classified Refused Classification (RC) by the Classification Board,
including real depictions of actual sexual activity; child pornography; depictions of
bestiality; material containing excessive violence or sexual violence; detailed instruction in
crime, violence, or drug use; and material that advocates the commission of a terrorist act.

¢ Content that is classified R 18+ and not subject to a restricted access system that prevents
access by children, including depictions of simulated sexual activity; material containing
strong, realistic violence; and other material dealing with intense adult themes.

e Content that is classified MA 15+, provided by a mobile premium service or a service that
provides audio or video content upon payment of a fee and that is not subject to a restricted
access system, including material containing strong depictions of nudity, implied sexual
activity, drug use, or violence; very frequent or very strong coarse language; and other

material that is strong in impact.29

To date, there have not been any problems with this system of take-down notices being applied to
videos, films, literature, or similar material with information of political or social consequence. In
addition, the government’s general disposition is to allow adults unfettered access to R 18+
materials while protecting children from exposure to inappropriate content.

Under the second system, the ACMA may direct an ISP or content service provider to comply with
the Code of Practice developed by the Australian Internet Industry Association (IIA) if the regulator
decides that the provider is not already doing so. Failure to comply with such instructions may
draw a maximum penalty of AUD 11,000 (approximately USD 11,500) per day. Other regulatory
measures require ISPs to offer their customers a family-friendly filtering service.” This practice is
known as voluntary filtering, since customers must select it as an option.

RC content, including many forms of adult pornography, is generally not unlawful to use, access,
possess, or create in Australia merely by virtue of its RC status. Only material that is otherwise
legislatively criminalized, such as material depicting child abuse and certain terrorism-related
content, is unlawful. Moreover, Australia has no X 18+ or R 18+ category for video and computer
games. This means that extremely violent video games beyond the MA 15+ classification level are
necessarily categorised as RC.*" The 1995 Classification Act and the 1992 Broadcasting Services Act
were amended in 2012 to now include an R 18+ category for video games. The laws entered into
force on January 1, 2013. In the past, the lack of an R 18+ classification for video games led to
some peculiar results with games such as Aliens vs. Predators initially given an RC classification which

Internet Industry Association, “Guide for Internet Users,” March 23, 2008, http://bit.ly/1hfYKP7.

29 ACMA, “Prohibited Online Content,” accessed June 2010, http://www.acma.gov.au/WEB/STANDARD/pc=PC_90102.

* Internet Industry Association (lIA), Internet Industry Code of Practice: Content Services Code for Industry Co-Regulation in the
Area of Content Services (Pursuant to the Requirements of Schedule 7 of the Broadcasting Services Act 1992), Version 1.0, 2008,
http://www.acma.gov.au/webwr/aba/contentreg/codes/internet/documents/content services code 2008.pdf

31 Libertus.net, “Australia’s Internet Censorship System,” http://libertus.net/censor/netcensor.html.
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was later amended to M 15+.> When a game is classified as RC, often the developer will slightly
modify the game to ensure it receives either an R 18+or an M 15+ ranking.Z’3

The classification system suffers from a lack of transparency; the ACMA does not inform Australian
content owners when it issues a take-down notice, and there is no mechanism available for owners
or creators to challenge the classification of RC content. Only the ISP or similar intermediary
hosting the material may bring a challenge to the Administrative Appeals Tribunal (AAT). In
February 2012, the Australian Law Reform Commission released their report on the introduction
of a new classification scheme, with recommendations as to how the classification scheme should be
amended and clarified.’* However, none of the report’s recommendations are currently being
considered by Parliament, and legislation is not expected to be introduced in 2013.

There are no examples of online content manipulation by governments or partisan interest groups.
Journalists, commentators, and ordinary users are not subject to censorship so long as their content
does not amount to defamation or breach criminal laws, such as those against hate speech or racial
vilification.®* Nevertheless, the need to avoid defamation and, to a lesser extent, contempt of court
has been a driver of self-censorship by both the media and ordinary users (see “Violations of User
Rights”). For example, narrowly-written suppression orders are often interpreted by the media in
an overly broad fashion so as to avoid contempt of court Charges.36

Aside from the restrictions on prohibited content, the incitement of violence, racial vilification, and
defamation, Australians have access to a broad choice of online news sources that express diverse,
uncensored political and social viewpoints. Individuals are able to use the internet and other
technologies both as sources of information and as tools for mobilization. In August and September
of 2012, Australians vocalized their opinions about the Attorney-General’s proposal regarding data
retention and the introduction of surveillance mechanisms that would store users’ online and
mobile phone communications for two years. The proposal was immensely unpopular with the
industry, civil liberties groups, and general consumers. Groups such as Getup! encouraged
Australians to send e-mails and twitter messages to Nicola Roxon, the Attorney-General, to voice
their concerns over the proposal. As a result of the immense unpopularity of the data retention
proposal, Roxon released a video on YouTube in which she attempted to clarify some of the key
aspects of the proposal that had been criticized.?’

32 pustralian Government — Classification Review Board 2009, Alien vs. Predator — Review Board Decision Reasons, accessed
March 2013, http://www.classification.gov.au/About/Documents/Review%20Board%20decisions/DecisionReasons-
AliensvsPredator-Final-4January2010.pdf.

B See generally Andy Chalk, “OFLC reveals changes to Australian Fallout 3,” The Escapist, 13 August 2000,
http://www.escapistmagazine.com/news/view/85646-OFLC-Reveals-Changes-To-Australian-Fallout-3.

** Australian Law Reform Commission Report 118, “Classification-Content Regulation and Convergent Media” February 2012,
http://www.alrc.gov.au/sites/default/files/pdfs/publications/final report 118 for web.pdf.

% Jones v. Toben [2002] FCA 1150 (17 September 2002), http://www.austlii.edu.au/au/cases/cth/FCA/2002/1150.html.

% Nick Title, “Open Justice — Contempt of Court” (paper presentation, Media Law Conference Proceedings, Faculty of Law, The
University of Melbourne, February 2013).

* Delimiter, “Roxon Makes Plea on YouTube,” September 11, 2012, http://delimiter.com.au/2012/09/11/data-retention-roxon-
makes-youtube-plea/.
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Advanced web applications like the social-networking sites Facebook and MySpace, the Skype
voice-communications system, and the video-sharing site YouTube are neither restricted nor
blocked in Australia. Digital media such as blogs, Twitter feeds, Wikipedia pages, and Facebook
groups have been harnessed for a wide variety of purposes ranging from elections, to campaigns
against government corporate activities, to a channel for safety-related alerts where urgent and
immediate updates were required. ™

VIOLATIONS OF USER RIGHTS

While online users in Australia are generally free to access and distribute materials online, free
speech is limited by a number of legal obstacles, such as broadly applied defamation laws and a lack
of codified free speech rights. Australia’s accession to the Council of Europe Convention on
Cybercrime on November 30, 2012, while putting the country in line with international legal
standards, also raised concerns because of the broader requirements under the Australian legislation
for ISPs to monitor user activities.

Australians’ rights to access internet content and freely engage in online discussions are based less in
law than in the shared understanding of a fair and free society. Legal protection for free speech is
limited to the constitutionally-implied freedom of political communication, which only extends to
the limited context of political discourse during an election.”” There is no bill of rights or similar
legislative instrument that protects the full range of human rights in Australia, and the courts have
less ground to strike down legislation that infringes on civil liberties. Nonetheless, Australians
benefit greatly from a culture of freedom of expression and freedom of information, further
protected by an independent judiciary. The country is also a signatory to the International

Covenant on Civil and Political Rights (ICCPR).

The Australian press, however, has consistently expressed concerns about a “culture of secrecy”
that continues to inhibit reporting.40 A 2007 report commissioned by Australia’s Right to Know
(ARTK), a coalition of media companies formed to examine free press issues, found that there
were over 350 pieces of legislation containing “secrecy” provisions to restrict media publications.*'
There are two significant secrecy laws that have a far-reaching impact on the media. The first is a
lack of federal legislation to protect whistleblowers. The second is a lack of shield laws in many
Australian states, which means that journalists are not shielded from having to disclose their sources
in a court proceeding. In cases where journalists do not disclose their sources, they are subject to

38 Digital media, for example, is readily used for political campaigning and political protest in Australia. See Terry Flew, “Not Yet
the Internet Election: Online Media, Political Content and the 2007 Australian Federal Election,”(2008) Media International
Australia Incorporating Culture and Policy, pp. 5-13. Also available at http://eprints.qut.edu.au/39366/1/c39366.pdf

39 Alana Maurushat, Renee Watt, “Australia’s Internet Filtering Proposal in the International Context,” Internet Law Bulletin 12,
no. 2 (2009).

0 David Rolph, Matt Vitins, and Judith Bannister, Media Law: Cases, Materials and Commentaries (South Melbourne: Oxford
University Press, 2010): 44.

* pustralia’s Right to Know, “Submission to the Australian Law Reforms Commission’s Review of Secrecy Laws” (2007)
http://www.australiasrighttoknow.com.au/files/docs/ALRC-Secrecy-Submission.pdf.
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liability and possible criminal sanction.” In October 2012, Independent Member of Parliament
Andrew Wilke introduced the Public Interest Disclosure (Whistleblower Protection) Bill. The bill
is consistent with past recommendations and committee outcomes recommending that
whistleblower protection be introduced at the federal level. The bill, if enacted, provides much
needed protection for those federal public sector employees who leak information about corrupt
practices. At this time there is no evidence to support whether leaking information occurs more
often via online communication as opposed to traditional media such as print or broadcast.

The Anti-Terrorism Act 2005 (Cth) revived laws against sedition and unlawful association. The
unlawful association provisions have been used widely since their enactment to ban several
organizations perceived to be potentially dangerous in terms of their links to violent acts.” The
sedition provisions, however, have not been used. Further, insults against government institutions
or officials would not fall within the sedition provisions.44

Australian defamation law has been interpreted liberally and is governed by legislation passed by the
states as well as common law principles.45 Civil actions over defamation are common and form the
main impetus for self—censorship,46 though a number of cases have established a constitutional
defense when the publication of defamatory material involves political discussion.*” Court costs and
stress associated with defending against suits under Australia’s expansive defamation laws have

caused organizations to leave the country and blogs to shut down.*

Under Australian law, a person may bring a defamation case to court based on information posted
online by someone in another country, providing that the material is accessible in Australia and that
the defamed person enjoys a reputation in Australia. In some cases, this law allows for the
possibility of libel tourism, in which individuals may take up legal cases in Australia because of the
more favorable legal environment regarding defamation suits. The right to reputation is generally
afforded greater protection in countries like Australia and the United Kingdom than the right of
freedom of expression. In Australia this is especially so as freedom of expression is limited to
political speech. While the United States and the United Kingdom have recently enacted laws to
restrict libel tourism, Australia is not currently considering any such legislation.

Social-networking companies such as Twitter and Facebook are finding themselves in Australian
courts under Australia’s defamation laws. Recently, television actress and producer Mariecke Hardy

* Irene Moss, Report of the Independent Audit into the State of Free Speech in Australia (Surry Hills, New South Wales:
Australia’s Right to Know Coalition, 2007), http://www.smh.com.au/pdf/folreport5.pdf.. See also LexMedia Australia,
“Journalist Shield Laws in Australia” (2010) http://www.lexmedia.com.au/2010/10/journalist-shield-laws.html#.UTfUOHNh2F8.
jj Andrew Lynch and George Williams, What Price Security? (UNSW Press: Sydney, 2006), 41-59.

Ibid.
3 Principles of online defamation stem from the High Court of Australia, Dow Jones & Company Inc v. Joseph Gutnick, [2002]
HCA 56.
4 Moss, 42.
*” Human Rights Constitutional Rights, “Australian Defamation Law,” http://www.hrcr.org/safrica/expression/defamation.html,
accessed June 2010.
8 Asher Moses, “Online Forum Trolls Cost me Millions: Filmmaker,” Sydney Morning Herald, July 15, 2009,
http://www.smh.com.au/technology/technology-news/online-forum-trolls-cost-me-millions-filmmaker-20090715-dl4t.html.
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wrongly named Melbourne resident Joshua Meggitt as the author of a hate blog.” Hardy tweeted
the defamatory comment, which was then retweeted by some of Hardy’s followers. In 2011,
Meggitt sued Hardy for defamation and reached a confidential settlement out of court. Then in
2012, Meggitt took further legal action against Twitter as the publisher of Hardy’s defamatory
tweet. Hardy has reached a confidential settlement out of court. There is no reported outcome yet
in the Twitter matter.

Users do not need to register to use the internet, nor are there restrictions placed on anonymous
communications. The same cannot be said of mobile phone users, as verified identification
information is required to purchase any prepaid mobile service. Additional personal information is
required for the service provider before a phone may be activated. All purchase information is
stored while the service remains activated, and it may be accessed by law enforcement and
emergency agencies providing there is a valid warrant.”’

Law enforcement agencies may search and seize computers, and compel an ISP to intercept and
store data from those suspected of committing a crime. Such actions require a lawful warrant. The
collection and monitoring of the content of a communication falls within the purview of the
Telecommunications (Interception and Access) Act 1979 (TIAA). Call-charge records, however,
are regulated by the Telecommunications Act 1997 (TA).”" It is prohibited for ISPs and similar
entities, acting on their own, to monitor and disclose the content of communications without the
customer’s consent.’> Unlawful collection and disclosure of the content of a communication can
draw both civil and criminal sanctions.”’> The TIAA and TA expressly authorize a range of
disclosures, including to specified law enforcement and tax agencies, all of which require a warrant.
ISPs are currently able to monitor their networks without a warrant for “network protection

duties,” such as curtailing malicious software and spam.”*

On August 22, 2012, the Australian Senate passed the Cybercrime Legislation Amendment Bill,
allowing Australia to accede to the Council of Europe Convention on Cy‘bercrime.55 Unlike that of
many other countries that have already ratified the convention, Australia’s legislation goes beyond
the treaty’s terms by calling for greater monitoring of all internet communications by ISPs. Under
the Convention, an ISP is only required to monitor, intercept, and retain data when presented with
a warrant, and only in conjunction with an active and ongoing criminal investigation restricted to
the areas in the Convention: child pornography, online copyright (intellectual property), online

* Michelle Griffin, “Man Sues Twitter over Hate Blog” Sydney Morning Herald, February 17, 2012,
http://www.smh.com.au/technology/technology-news/man-sues-twitter-over-hate-blog-20120216-1tbwg.html.

0 ACMA, “Pre-paid Mobile Services—Consumer Information Provision Fact Sheet,” accessed June 2010,
http://www.acma.gov.au/WEB/STANDARD/pc=PC 9079.

%1 Telecommunications Act 1997, Part 13, http://www.austlii.edu.au/au/legis/cth/consol act/ta1997214/.

2 part 2-1, section 7, of the Telecommunications (Interception and Access) Act 1979 (TIAA) prohibits disclosure of an
interception or communications, and Part 3-1, section 108, of the TIAA prohibits access to stored communications. See
Telecommunications (Interception and Access) Act 1979, http://www.austlii.edu.au/au/legis/cth/consol act/taaa1979410/.
53 Criminal offenses are outlined in Part 2-9 of the TIAA, while civil remedies are outlined in Part 2-10. See Telecommunications
(Interception and Access) Act 1979, http://www.austlii.edu.au/au/legis/cth/consol act/taaal979410/.

** Alana Maurushat, “Australia’s Accession to the Cybercrime Convention: Is the Convention Still Relevant in Combating
Cybercrime in the Era of Obfuscation Crime Tools?” (2010) University of New South Wales Law Journal 16, no. 1.

> Council of Europe, Convention on Cybercrime,
http://conventions.coe.int/Treaty/Commun/QueVoulezVous.asp?NT=185&CL=ENG.
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fraud and forgery, and computer offenses. The new Australian legislation compels ISP cooperation
for any serious crime being investigated in Australia or overseas; it is not limited to the crimes set
out in the Convention.

The Convention also requires expeditious preservation of data by the person in possession or
control of data, which means ISPs will often be the ones called upon to preserve data. Articles 16
and 17 of the Convention state that ISPs can be compelled to preserve internet traffic data logs for a
maximum period of 90 days, whereas the Australian legislation mandates that ISPs store data for
180 days for foreign preservation notices. However, the Convention does not compel ISPs to
monitor stored communications, only traffic data. In the case of an active criminal investigation, the
Convention obligates an ISP to preserve the data that is already stored but would otherwise be
deleted. This could include preservation of what IP addresses connect to and from other IP
addresses, or what phone numbers connect to a Voice over Internet Protocol (VoIP) number. This
may also include information about what types of protocols a customer uses, the size and use of
packets, and so forth. Data preservation remains a controversial point but most notably in relation
to the obligation to provide mutual assistance to a foreign entity.

In July 2012, the Commonwealth Attorney-General’s Department released a discussion paper
titled “Equipping Australia against emerging and evolving threats.”® Under the proposal, Australian
ISPs would be required to monitor, collect, and store information pertaining to all users’
communications, including storing communications for a period of two years. This activity would
be done without a warrant and enforced against all users regardless of whether there is a criminal
investigation.57 A similar data retention law is in place in Europe.58 Many European courts,
however, have struck down the data retention provisions on the grounds that they are a gross
violation of privacy, inconsistent with domestic law, and unconstitutional.” The Attorney-General
has failed to discuss the significant differences between the EU and Australian legal environments.
In EU countries, including the United Kingdom, citizens’ human rights are protected under a Bill
of Rights or a Charter of Human Rights and Freedoms. Like the U.S. courts, European courts can
strike down laws or directives which offend these guarantees of fundamental human rights and civil
liberties. There is no Bill of Rights or Charter of Human Rights and Freedoms in Australia. As such,
the courts have no effective means to strike down proposals that violate civil liberties. Once a
proposal is enacted, the only way to have it changed is through legislation, which often requires a
change of government. This compulsory data-retention policy, if enacted, could become a
significant threat to online freedom in Australia. The proposal is not yet official policy in Australia,

nor has it evolved to a bill. At this point in time it remains a proposal only.

*6 Commonwealth Attorney-General’s Department’s Discussion Paper, Equipping Australia against emerging and evolving
threats, 2012, accessed February 1, 2013,

http://www.aph.gov.au/Parliamentary Business/Committees/House of Representatives Committees?url=pjcis/nsl2012/additi
onal/discussion%20paper.pdf.

7 Asher Moses, “Web Snooping Policy Shrouded in Secrecy,” The Age, June 17, 2010,
http://www.theage.com.au/technology/technology-news/web-snooping-policy-shrouded-in-secrecy-20100617-yilu.html.

*8 Directive 2006/24/EC of the European Parliament and of the Council of 15 March 2006

*° Countries that have annulled, modified, or ruled the provisions unconstitutional include: Germany, Czech Republic, Romania,
Bulgaria, and the Republic of Cypress. Constitutional challenges continue in Ireland, Hungary, and Slovakia.
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There have been several cases in the states of New South Wales and Victoria of individuals being
sentenced to jail terms for publishing explicit photos of women, typically former girlfriends or
boyfriends. By way of example, Australian citizen Ravshan Usmanov pled guilty to publishing an
indecent article and was originally sentenced to six months of home detention after he posted nude
photographs of an ex-girlfriend on Facebook.®”  The sentence was appealed and the court
commuted the original sentence in favor of a suspended sentence.

The group Anonymous has commenced a series of “hacktivist” attacks in response to the data
retention proposal put forth by the Attorney-General. In July 2012, the movement took down a
number of government websites as a form of protest after a Q&A session with Julia Gillard in which

details of many cybersecurity initiatives were outlined.

 Heath Astor, “Ex-Lover Punished for Facebook Revenge,” April 22, 2012, Sydney Morning Herald,
http://www.smh.com.au/technology/technology-news/exlover-punished-for-facebook-revenge-20120421-1xdpy.html.
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2012 2013

POPULATION: 9.3 million
PARTLY [PARTLY

INTERNET FREEDOM STATUS FREE FREE INTERNET PENETRATION 2012: 54 percent

SociAL MEDIA/ICT AprpPs BLOCKED: Yes
Obstacles to Access (0-25) 13 13

— POLITICAL/SOCIAL CONTENT BLOCKED: Yes

Limits on Content (0_35) 16 17 BLOGGERS/ICT USERS ARRESTED: Yes
Violations of User Rights (0-40) | 21 22 PRESS FREEDOM 2013 StATUS: Not Free
Total (0— 1 00) 50 52

* 0=most free, 100=least free

KEY DEVELOPMENTS: MAY 2012 — APRIL 2013

Some websites were temporarily blocked during protests or other anti-government
events (see LIMITS ON CONTENT).

In addition to the dominance of state-owned media outlets, the government further
manipulated the online sphere through intimidation tactics like requiring students to
“like” government policies on Facebook, and threatening those who support anti-

government political causes online (see LIMITS ON CONTENT).

New regulations were implemented in 2013 that required all mobile phones to be
registered according to their IMEI identification code (see VIOLATIONS OF USER
RIGHTS).

Authorities broadly applied existing laws to prosecute journalists and citizens for their
online activities (see VIOLATIONS OF USER RIGHTS).
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Over the course of the last few years, Azerbaijan has acquired a vibrant and rapidly growing online
community. The internet in Azerbaijan has not only become a platform for information sharing, but
as the country’s traditional media outlets continue to fall under strict government control, it has
become a medium for alternative voices and popular political dissent. Its limited, though growing,
community of users has yet to see any major restrictions imposed on the technical level, given the
country’s ongoing commitment and eagerness to promote itself as a leader of information and
communication technology (ICT) innovation in the region.

When it comes to the internet, the Azerbaijani government is practicing what some have called
“networked authoritarianism”'—a middle path between open access and censorship, where online
content remains relatively uncensored, and most often the state lets users discuss the country’s
problems and sometimes openly call for action. On the surface, such an approach generates a
relatively democratic image for the country at home and abroad. However, behind the scenes,
those who speak out on the internet are more likely to face intimidation, threats, arrests, and fines

from the state.

Exemplifying this model, Azerbaijani authorities engage little in filtering and direct censorship.
Nonetheless, they discourage the use of online technology in three ways: demonizing technology
through the practice of media framing, as in the case with the state psychiatrist who called users of
social media mentally ill;? gradually instilling a sense of fear and inevitably self-censorship in users
of online media through constant monitoring and surveillance; and putting online activists behind
bars, such as the case in 2009 of the arrests of two prominent bloggers, Emin Milli and Adnan
Hajizade.’

While the internet was first introduced in Azerbaijan in 1994 and became available for all citizens in
1996, it was not until the late 2000s that the internet became a more widely-used tool. Despite an
increase in internet penetration, the lowering of costs, and the growth of various internet service
providers (ISPs), the overall quality of internet access has remained low, especially outside the
capital, where many users still rely on dial-up services. Since 2005, authorities have sporadically
blocked access to certain antigovernment websites (including satirical ones). The crackdown
intensified in 2011 with bloggers and online activists joining the usual group of targeted suspects—
outspoken journalists and opposition party members. The uprisings of the Arab Spring created
further grounds for fear, turning the government’s attention to social networks in search of
“violators” of public order.

! Katy E. Pearce, Sarah Kendzior, “Networked Authoritarianism and Social Media in Azerbaijan,” Journal of Communication ISSN
0021-9916, 2013, http://www.academia.edu/1495626/Networked Authoritarianism and Social Media in_Azerbaijan

% “Social network users have ‘mental problems’,” trend.az, March 7, 2011, http://en.trend.az/news/society/1841409.html

* Adam Hug, “Spotlight on Azerbaijan,” Information and Communication Technology in Azerbaijan, The Foreign Policy Center,
2012, fpc.org.uk/fsblob/1462.pdf
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In 2012, Azerbaijan hosted two major international events: the Eurovision Song Contest in May and
the Internet Governance Forum in November. In the wake of these events, once international
attention had been diverted, the government continued to crack down on protestors and suppress
antigovernment media coverage. From 2012-2013, the number of attacks on opposition websites
and arrests of online activists increased, alongside an increase in the use of ICTs to mobilize protests
against the government.

OBSTACLES TO ACCESS

|

Indicators for Azerbaijan’s internet penetration vary based on available sources, although most
would agree that the number of internet users has risen significantly in recent years. Figures
reported by the Ministry of Communication and Information Technologies (MCIT) indicate an
internet penetration rate of 70 percent for 2012; these statistics include mobile internet users as
well as anyone who has accessed the internet, including one-time users.* The International
Telecommunication Union (ITU), on the other hand, estimates Azerbaijan’s internet penetration
rate at 54 percent for 2012,> while research conducted by academics suggest that the penetration
figure could be as low as 25 percent.6

Despite a growing penetration rate, diversifying ISPs, and gradually declining costs, access to the
internet remains highest in the capital and lowest in rural areas, where there is a scarcity of
providers. The quality of access also remains low, with paid prices not corresponding to advertised
speeds and with many users still relying on slow dial-up connections. An ambitious state program
(worth $131 million in total) is underway to build a broadband internet infrastructure, particularly
in rural regions. The plan intends to provide users across the country with 10 Mbps speed and

generate an internet penetration rate of 85 percent by 2017.

At present, the cost of internet access at an average speed of 1 Mbps is a minimum of AZN 12
(approximately $15.30), which is equivalent to 3 percent of the average monthly wage, according
to official data distributed by the Ministry of Communication and Information Technologies.7 The
ministry intends to further decrease prices; however, no specific amounts were mentioned in any of
the recent statements that the ministry issued.®

Privately owned but government controlled Delta Telecom (previously known as AzerSat) is the
primary ISP in the country, holding an 88 percent share of the overall internet market and selling

* “Internet penetration rate reaches 70% in Azerbaijan,” ann.az, January 16, 2013, http://ann.az/en/?p=109281

® International Telecommunications Union (ITU), “Percentage of Individuals Using the Internet, 2012,” accessed July 3, 2013,
http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx

6 isdan sonra- Azarbaycanda internet statistikasi, azadlig.org, November 7, 2012,
http://www.azadlig.org/audio/broadcastprogram/635687.html [in Azerbaijani/English]

" “Minister: In Azerbaijan, the cost of connection to the Internet at speeds of 1Mbit/s is about 3% of the average monthly
wage”, apa.az, January 16, 2013, http://en.apa.az/news/186053

8 “Azarbaycanda mobil danisiq giymatlari va internet tariflari ucuzlasacaq”, Kanal13AZ via youtube.com, January 9, 2013,
http://www.youtube.com/watch?v=nCtwmMvOCRo [in Azerbaijani]
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traffic to almost all other ISPs. ? It was the first company to implement a WiMAX technology
project in the country in February 2010, laying the foundation for the use of wireless, broadband,
and unlimited internet access. The largest ISP operating outside of Baku is the state-owned
AzTelekom, with ownership ties to the Ministry of Communication and Information Technologies
(MCIT)."? Azertelecom, owned by Azerfon, completed its fiber-optic network in 2011 and is now

competing for Delta Telecom’s business. '

Up until 2000, ISPs in Azerbaijan were required to obtain a license; however, in 2000 this licensing
procedure was no longer required. As a result, according to the information provided by the
Ministry of Communication and Information Technologies, today there are over 40 ISPs operating
in the country with only three—Aztelekomnet, Bakinternet, Azdatakom—being state owned."
Delta Telecom and Azertelecom are two private companies that provide access to the international
internet.

With Azertelecom’s growing role in the internet business, government control over ICTs has
become more apparent, particularly after it was uncovered in 2011 that Azerfon is largely owned
by President Ilham Aliyev’s daughters.13 Furthermore, there is a lack of transparency over the
ownership of other ICT resources. While there are no specific legal provisions or licensing
requirements for ISPs in Azerbaijan, the MCIT refuses to answer inquiries regarding the ownership
of license holders."*

According to clause 4.2(a) of the “Rules for Using Internet Services,” internet providers can
unilaterally suspend services provided to subscribers in cases that violate the rules stipulated in the
law “On Telecommunications.” Furthermore, a provider can suspend the delivery of internet
services in certain circumstances including in times of war, events of natural disasters, and states of
emergency, though none of these legal provisions were employed in 2012-201 3.0

Usage of mobile phones in Azerbaijan has continued to grow steadily. There are three mobile
service providers using the Global System for Mobile Communications (GSM) standard: Azercell,
Azerfon, and Bakcell. In 2009, Azerfon, in a partnership with Britain’s Vodafone, was the only
company with a license for 3G service; however, in response to a number of critical media reports,
Azercell and Bakcell were issued licenses in 2011, breaking Azerfon’s monopoly over the 3G
market. Azercell and Bakcell reduced prices to increase demand for mobile internet when they
launched 3G services.'® As a result, the number of mobile internet users on the Azercell network—

° “Azerbaijan country profile,” Open Net Initiative, November 17, 2010, http://opennet.net/research/profiles/azerbaijan.

% yashar Hajiyev, “Azerbaijan,” European Commission, accessed August 30, 2012, http://bit.ly/1fz6{F9.

n “Azerbaijan Network,” Azertelecom.az, accessed September 5, 2012, http://www.azertelecom.az/en/aznetwork/.

12 Ministry of Communications and Information Technologies of the Republic of Azerbaijan,
http://www.mincom.gov.az/activity/information-technologies/internet/

13 Khadija Ismayilova, “Azerbaijani President’s Daughter’s Tied to Fast-Rising Telecoms Firm,” Radio Free Europe/Radio Liberty,
June 27, 2011, http://www.rferl.org/content/azerbaijan_president aliyev_daughters tied to telecoms firm/24248340.html.
14 Response of the Ministry of Communication to a written request for information.

1 “Searching for Freedom: Online Expression in Azerbaijan”, The Expression Online Initiative, November 2012,
http://www.irfs.org/wp-content/uploads/2012/12/Report EOQ 1.pdf

16 «pzercell reduces prices for mobile internet services (Azerbaijan),” Wireless Federation, November 28, 2011,
http://wirelessfederation.com/news/90875-azercell-reduces-prices-for-mobile-internet-services-azerbaijan/.
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the country’s largest mobile communication provider with 55 percent of the market'”——increased

300 fold in 2011, according to a company representative. 8

Introduction of 3G services and changes in mobile phone data packages provided by the phone
companies brought down the average costs of mobile internet from AZN 40.5 (approximately $50)
in 2011 to AZN 7.75 (approximately $10) in 2012. The connection speed improved significantly in
2011, increasing from 3.48 Mbps to 7.05 Mbps."”

Azerbaijan does not have an independent regulatory body for the telecommunications sector, and
the MCIT performs the basic regulatory functions pursuant to the 2005 Law on
Telecommunications. The MCIT also has a monopoly over the sale of the “.az” domain, which
cannot be obtained online and requires an in-person application and Azerbaijani citizenship,
subjecting the process to bureaucratic red tape and possible corruption.

On February 14, 2013, the Azerbaijani Press Council established a commission under the
government-controlled National Television and Radio Council to handle citizen’s complaints about
ethical violations online, hacking attacks on web pages, and other issues related to online media.”
This is another alarming development, as the Press Council is known for its progovernment stance.
Already last year, the council restricted the activities of several critical newspapers by describing
them as “rackets” and putting them on a “black list.”" As a result, these papers are banned from
publishing. Aflatun Amashov, chair of the Press Council, argues that since the number of internet
news outlets is growing, the situation calls for the council to take concrete action in this direction.?

In another worrisome development, on February 20, 2013, the National Television and Radio
Council announced the introduction of possible licensing measures for online television channels,
seeing free operation of these outlets as “unfair” when compared to traditional TV channels.”?
Proponents of free speech and free access to information describe this move as the government’s
attempt to “gag freedom of expression and deprive people of alternative sources of information”

through new forms of control.?*

7 «pbout us,” Azercell, accessed September 5, 2012, http://company.azercell.com/en/.

18 Nijat Mustafayev, “Number of mobile internet users of Azercell increased sharply over the past year,” APA-Economics,
November 18, 2011, http://en.apa.az/news.php?id=159794.

% “Mobile internet tariffs in Azerbaijan and explanations”, mobiz.az, October 2012, http://mobiz.az/n909/Azerbaycanda-mobil-
internet-tarifleri-+-tehlil [in Azerbaijani]

20 “press Council created commission for internet media,” mediaforum.az, February 14, 2013, http://bit.ly/18eZnGl [in
Azerbaijani]

2 “Statement: The Online Expression is Under Assault in Azerbaijan,” Expressiononline.net,
http://expressiononline.net/pressreleases/statement-the-online-expression-is-under-assault-in-azerbaijan-2

22 “Aflatun Amasov: commission on internet portals is not censorship”, proses.az, February 21, 2013,
http://proses.az/?m=xeber&id=8014 [in Azerbaijani]

2 «Nushirvan Maharramli: ‘We should license Internet TV’,” contact.az, February 20, 2013,
http://contact.az/docs/2013/Economics&Finance/011000024138en.htm#.USyg-uhhNAD

24 «Statement: Expression Online Demands Azerbaijani Government Keep Hands Off the Internet,” irfs.org, February 15, 2013,
http://expressiononline.net/pressreleases/statement-expression-online-demands-azerbaijani-government-keep-hands-off-the-
internet-5
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From 2012-2013, the government did not engage in widespread blocking or filtering of websites,
preferring instead to exert control over the online sphere through intimidation and arrests of users.
However, some sites were temporarily blocked, usually in connection to protests in specific areas
of the country. In addition, the government continued its attempt to influence users’ online
activities by threatening students who criticize the government online, and causing indirect self-
censorship and intimidation of users through high-profile arrests of online activists.

A few websites and social media platforms were sporadically blocked from 2012-2013. For
example, the popular image-sharing website Imgur was temporarily blocked in early 2013.” On
January 19, 2013, hackers from Anonymous obtained and released 1.7 GB worth of documents
from the Special State Protection Service of Azerbaijan, posting the material as images on Imgur,
after which the entire platform was temporarily blocked for users in Azerbaijan.26 Woebsites such as
Musavat, Azadliq, Bizim Yol, Turan News Agency, and Radio Free Europe/Radio Liberty’s
Azerbaijan service, were also subject to occasional blocking. Other websites, such as
Tinsohbeti.com, a website with satirical articles, caricatures, and videos about government and
government corruption, and Susmayaq.biz, a website for public campaigning, were both shut

down.”

There is still no established process through which affected entities can appeal in cases where
opposition websites or other materials have been censored. Sporadic filtering has also become a
problem for opposition websites from the Azerbaijani diaspora, such as Azdiaspora.org.
Meanwhile, both the MCIT and the Ministry of Education run a hotline program to uncover
allegedly illegal and dangerous content.?®

Another concern is the possible introduction of a new bill that will grant the government broad
powers to restrict online content, allegedly in order to protect children from pornography and
other inappropriate material. On February 23, 2013, the chairman of the Azerbaijani Parliament’s
Social Policy Committee, Hadi Rajabli, told the local press service that a draft law is likely to be
developed to limit children’s access to the internet. In his statement, Rajabli assured that the law
would not mean restrictions on content, but rather the introduction of limitations based on age
groups.” However, according to Emin Huseynov, the Director of the Institute for Reporters’

% “Imgur.com blocked in Azerbaijan?”, advocacy.globalvoicesonline.org, February 7, 2013,
http://advocacy.globalvoicesonline.org/2013/02/07/imgur-com-blocked-in-azerbaijan/

% «1 7GB Documents leaked from Special State Protection Service of Azerbaijan”, cyberwarmews.info, January 19, 2013,
http://www.cyberwarnews.info/2013/01/19/1-7gb-documents-leaked-from-special-state-protection-service-of-azerbaijan/
" “Eocus on Internet and Human Rights in Azerbaijan: Interview with Vugar Gojayev”, Global Information Society Watch,
giswatch.com, http://www.giswatch.org/en/focus-internet-and-human-rights-azerbaijan-interview-vugar-gojayev

8 Yaman Akdeniz, “Freedom of Expression on the Internet,” Organization for Security and Cooperation in Europe, 2010,
http://www.osce.org/fom/80723.

29 «Children’s access to internet may be limited in Azerbaijan”, APA.az, February 23, 2013, http://en.apa.az/news/188419
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Freedom and Safety (IRFS), this is merely an attempt to start censoring the internet and is likely to

lead to additional restrictions.*°

There are limited deletions of online content based on a takedown notice system, primarily related
to personal data. Subject to Articles 5.7 and 7.2 of the law “On Personal Data,” personal data
published without the consent of an individual must be removed from websites following a written
demand from the individual concerned, a court, or the executive branch.

Access to social media applications such as Facebook and Twitter is unrestricted, and such sites are
increasingly used to disseminate content critical of the government. Facebook, in particular, has
become a key source of information on rallies, protests, and social issues such as housing
demolitions. The number of registered Facebook users grew from approximately 700,000 in
December 2011 to over 1,000,000 users in 2013,*" with the largest age group between the ages of
18-24. The second biggest age group of Facebook users consists of young people between the ages

of 25-34. The majority of Facebook users in Azerbaijan are male, at 64 percent.32

Blogging in Azerbaijan began gaining popularity in 2007. With the introduction of Azerbaijani-
language blogging platforms, active bloggers writing in the native language provide an alternative
source of information on many subjects that are ignored or distorted by the traditional media.
Together with microblogs, there are over 150,000 bloggers and microblog users in Azerbaijan.*’
Most of these blogs are written in the Azerbaijani language, and only about 1,000 blogs are written
in English, Russian, and other languages. Many bloggers, such as Ali Novruzov, Emin Milli, Emil
Bagirov, Etibar Salmanli, Arzu Geybullayeva, and Zaur Gurbanly, are well known for their
independent views, and an estimated 50,000 to 70,000 users read blogs online. Additionally,
according to the head of the Press Council in Azerbaijan, more than 10 internet radio stations and
television channels operate in the country’s virtual space, and over 100,000 users watch television
online. There are also more than 40 online news websites.**

As journalists, activists, and those critical of the government have increasingly turned to the
internet to express their views, the Azerbaijani authorities have amplified their efforts to clamp
down on online activities and stifle opposition voices through tactics such as internet cafe raids,
netizen arrests, and other extralegal intimidation (see “Violations of User Rights”). Some state
universities warn students that they will encounter problems, including threats of bad grades or
detention, if they participate in online political activism. Students are instead urged to be very
active in defending the government and its positions in their posts and comments on Facebook and
other social media. These efforts have had a chilling effect on internet users who may be practicing
self-censorship out of fear of government reprisals, although the extent of self-censorship is not as

%0 “Statement: Internet censorship in Azerbaijan ready to go live,” irfs.org, February 27, 2013, http://www.irfs.org/news-
feed/statement-internet-censorship-in-azerbaijan-ready-to-go-live/

31 “Facebook Statistics Azerbaijan,” Socialbakers, accessed February 2013, http://bit.ly/gVuzuT.

32 «racebook Statistics Azerbaijan,” Socialbakers, accessed February 2013.

33 “Bloggers are passive: in Azerbaijan blog users are not active”, video, YurdTV, March 5, 2013,
http://yurd.tv/yurdxeber/20130302085717673.html [in Azerbaijani]

** “The number of Internet users in Azerbaijan is 45% of the population,” Regnum News Agency, February 3, 2011.
http://regnum.su/news/fd-abroad/azeri/1379705.html [in Russian].
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widespread as in the traditional media. Furthermore, government-friendly online media outlets are
the main beneficiaries of the advertisement market. As is the case in the traditional media sphere,
state-owned and private companies tend to refrain from advertising their products in independent
or opposition online media.

To further discourage young Azerbaijanis from using the internet and social networks, a number of
different tactics were introduced. Early in 2011, the country’s chief psychiatrist, Garay Geraybeyli,
described “people who prefer communication on social networks [as] having mental problems.””’
Not surprisingly, the statement came four days prior to the March 11 Great People’s Day in
Azerbaijan, an online initiative organized through Facebook calling people join in the struggle for
freedom and democracy in Azerbaijan in a civil way, without provocations, in villages and cities
across the Country.36 In another attempt, a television program featured stories of “severe Facebook
trauma” and “illness” as a result of use of social media. On April 2, 2013, an article published online
on Xezerxeber.com described social networks as “cholera of the 21* century.” The paper claims

that social networks create jealousy among its users.’’

Despite these manipulative efforts, youth activists, organizations, and political movements are
widely represented in social media, providing information, organizing activities and events, and
arranging flash mobs via the internet. Inspired by the Arab Spring uprisings in early 2011, young
activists in Azerbaijan continue to use social media to organize demonstrations against the
government’s authoritarian rule, calling for democratic reforms and an end to pervasive
government corruption. 3

Beginning in September 2012, Elshad Abdullayev, the former director of the now-defunct
Azerbaijan International University, began uploading videos to YouTube that exposed corruption
on the part of Gular Ahmedova, a high-ranking figure and member of the ruling party.39 The first
video footage of this scandal, referred to as “GularGate,” exposed Ahmadova attempting to sell a
parliamentary seat to Abdullayev for AZN 500,000 (approximately $636,000). Ahmadova was
stripped of her parliamentary mandate, expelled from the ruling party, and placed under house
arrest. On February 13, 2013, the Prosecutor General’s Office announced that Ahmadova had been
charged under Article 178.3.2 for fraud (embezzlement) and Article 307.2 for concealment of a
serious crime without agreement.40

On January 12, 2013, a large, unsanctioned rally was organized through the Facebook page “Osgar
Olumlorind SON” (End soldiers’ deaths)*' and held in Baku to protest against the death of military

35 «social network users have ‘mental problems’,” trend.az, March 7, 2011, http://en.trend.az/news/society/1841409.html

36 https://www.facebook.com/events/192209267477787/

37 «Social networks create jealousy”, Xezerzeber.com, April 2, 2013,
http://xezerxeber.com/XeberOxu.aspx?id=55717#.UV33UxlIhOal [in Azerbaijani]

3 Natasha Schmidt, “Freedom of expression online,” Chapter 8, Running Scared: Azerbaijan’s Silenced Voices, Article 19: Global
Campaign for Free Expression, 2012, http://www.article19.org/data/files/medialibrary/3003/12-03-26-azerbaijan.pdf.

¥ As of February 2013, eight videos have been released.

o “Azerbaijani Politician Arrested on Corruption Charge,” rferl.org, February 14, 2013,
http://www.rferl.org/content/azerbaijan-corruption/24901860.html

M https://www.facebook.com/Esger.olumlerine.son?ref=ts&fref=ts
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conscript Ceyhun Qubadov. According to local reports, hundreds to thousands of people gathered
at the Fountain Square holding signs with slogans about the mistreatment of military conscripts in
Azerbaijan. While there were no arrests, police issued fines to 29 protestors. Facebook was quickly
put to use once again to organize an online fundraiser through the “5 Gopik” (5 Cents) Campaign.
The campaign managed to raise 12,500AZN (approximately US$16,000) from seven thousand
people over a two week period. Thirteen activsts paid their fines from this amount, while the rest
was donated to the family of the concsript. Those who refused to pay their fines began a civil

disobedience campaign.42

Most likely related to this campaign, as well as the upcoming presidential election in October 2013,
a new subarticle was added to the Code on Administrative Offenses, based on which anyone
providing or donating monetary assistance of more than AZN 200 (approximately $255) to political
parties, civil society organizations, or international NGOs must register the donation with the
Ministry of Justice.” Those who fail to do so will receive fines ranging from AZN 250 to AZN
7,000 (approximately $300-9,000).** The article divides “providers” into three categories:
individuals, officials, and legal entity representatives. Institutions that accept these donations are
also subject to fines, ranging from a minimum of AZN 1,000 to a maximum of AZN 10,000
(approximately $1,300-13,000).

VIOLATIONS OF USER RIGHTS

In 20122013, there were seven lawsuits against various opposition newspapers and their
journalists, and five of these cases were related to their online activity. The government continued
to restrict online activity through surveillance, monitoring of independent blogs, and extralegal
intimidation of users. Additionally, new regulations were implemented in 2013 that require all
mobile phones to be registered according to their IMEI identification code.

Articles 47 and 50 of the constitution guarantee freedom of thought and speech, provide the right
to distribute information, and prohibit state censorship of the mass media.” In addition, as a
member of the Council of Europe, the OSCE, and the UN, and as a signatory of the International
Covenant on Civil and Political Rights (ICCPR), Azerbaijan is obliged to respect the right to
freedom of expression. In practice, however, the authorities aggressively use various forms of
legislation to stifle free speech in print and broadcast media. The judiciary lacks independence and
is largely subservient to the executive branch.

42 https://www.facebook.com/notes/khadija-ismayil/civil-disobedience-campaign-read-and-share/10151477615056535
3 Mina Muradova, “Azerbaijan Restricts NGO Funding,” The Central Asia-Caucasus Analyst, February 20, 2013,
http://www.cacianalyst.org/publications/field-reports/item/12654-azerbaijan-restricts-ngo-funding.html

* “Those who give cash to political parties and NGOs in Azerbaijan will receive high fines,” apa.az, February 8, 2013,
http://az.apa.az/news/287879 [in Azerbaijani]

** The constitution is available in English at http://en.president.az/azerbaijan/constitution.
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Libel is the most common criminal offense used by the authorities against journalists in
Azerbaijan.*® Under the Law on Mass Media of 1999, the internet is designated as a form of mass
media, thus all rules applied to traditional media can be used to regulate the online sphere as well.¥
In November 2010, it was announced that the government-controlled Press Council would start

monitoring online news sources for their compliance with the rules of professional journalism.48

While there are no laws that specifically criminalize online expression in Azerbaijan, there has been
a growing trend in recent years of the authorities broadly applying existing laws to prosecute
journalists and citizens for their online activities. In an effort to clamp down on free expression and
silence critical voices in both the traditional media and online, the Azerbaijani authorities have
increasingly detained critics on tenuous charges not directly related to their work. In many cases,
arrests have been made based on politically motivated allegations of criminal defamation, fabricated

accusations of illegal drug possession, or other such trumped-up Charges.49

There have been numerous cases over the past few years of individuals being arrested or detained
for their online activities. As of April 2013, seven journalists and two human rights defenders were
in jail, and five of these cases are linked to their online criticism of authorities. Among these is Nijat
Aliyev, the editor of the website Azadxeber.org. He has been in detention since May 2012 on drug-
related charges and is facing up to three years in prison. Prior to his arrest, Aliyev publicly
criticized the government’s policies on religion and LGBT rights, and questioned the high costs of
hosting the Eurovision song contest in 2012. On January 26, 2013, Aliyev was additionally charged
with the sale and distribution of religious material without authorization; infringement of territorial
integrity; and inciting national, racial and religious hostility.

On April 5, 2013, Araz Guliyev, the editor of the Islamist news website Xeber44.com, was
sentenced by the Lankaran Court on Grave Crimes to eight years in prison. Guliyev was convicted
of illegal possession of firearms; organizing and participating in a public order disturbance; inciting
national and religious hatred; resisting the authorities; and insulting the republic’s flag and insignia.
Guliyev had originally been arrested on charges of hooliganism while he was reporting on a protest.
Multiple rights organizations have expressed the view that these charges were fabricated and that

the arrest was likely linked to Guliyev’s activities as an online journalist.50

On May 9, 2013, Reshad Ramazanov, an online activist known for his outspokenness on Facebook
in particular, was arrested and accused of illegal possession and/or sale of a large amount of

4 “Azerbaijan Criminal Code: Article 147. Defamation,” Conseil de I'Europe, December 12, 2003, accessed August 30, 2012,

http://www.coe.int/t/dghl/standardsetting/media/Doc/DH-MM(2003)006rev_fr.asp#P281 18801.

47« aw of the Republic of Azerbaijan ‘About Mass Media,’” Azerbaijan National Academy of Sciences, December 7, 1999,
http://ict.az/en/index.php?option=com content&task=view&id=477&Itemid=95.

“8 “Control Over Online Sources and Facebook-like sites in Azerbaijan,” Today.az, November 27, 2010,
http://www.today.az/view.php?id=77287.

%9 “International community must act on Azerbaijan crackdown,” Amnesty International, November 16, 2011,
http://www.amnesty.org/en/news/international-community-must-act-azerbaijan-crackdown-2011-11-16.

0 “Editor of religious news website faces lengthy jail term in Azerbaijan,” IFEX, April 8, 2013,
http://www.ifex.org/azerbaijan/2013/04/08/editor prison/; “Islamist website editor sentenced to eight years in prison,”
Reporters Without Borders, April 8, 2013, http://en.rsf.org/azerbaijan-islamist-website-editor-sentenced-08-04-
2013,44332.html
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narcotics. On May 10, 2013, he was sentenced to three months of pretrial detention. If convicted,
Ramazanov faces up to 12 years of imprisonment.

Ramin Deko, a reporter for the newspaper Azadliq, was kidnapped in April 2011, held for eight
hours, and warned to stop using social media to criticize the government.“ On March 7, 2012,
Deko was again detained while covering a protest near the Elmlar Akademiyasi metro station. The
protest was held in response to reported abuses committed against prisoners of conscience
Mahammad Majidli and Babak Hasanov. Deko was taken to the police station where all his
photographs from that day were deleted from his memory card.

Following mass demonstrations in the remote town of Guba on March 1, 2012, which were
prompted by the circulation of an online clip featuring the regional governor Rauf Habibov
allegedly insulting the local population, two editors of Khayal TV were detained. Vugar Gonagov
and Zaur Guliyev, who were held on charges of organizing mass disorder and abuse of office for
posting video material online, were released on February 15, 2013, after they were given a
probationary sentence of three years.52 The circulation of the video posted by Gonagov and Guliyev
prompted thousands of protestors to take to the streets and demand the governor’s resignation.53 In
response to the unrest, the authorities searched several internet cafes in Guba to identify the
individual responsible for posting the video. The authorities also tried to determine the authors of
comments posted on social-networking websites that called for the demonstrations.”* The governor
was dismissed shortly after this unrest.

On January 26, 2013, after a series of protests and riots broke out in the town of Ismayilli, in which
police used water cannons, rubber bullets, and tear gas to deter the protestors, supporters used
Facebook to organize a solidarity protest in Baku. Residents gathered downtown and called for an
immediate end to the use of weapons against unarmed civilians. Despite their calls, however,
protestors were tackled, kicked, and slapped.” In total, 75 protestors were detained, and of those
detained, five received administrative detention. Emin Milli was among these five. He received the
longest sentence of 15 days of administrative detention. The fines handed out that day totaled AZN
15,250 (nearly $20,000),with the highest fine given to Turgut Gambar, the son of Isa Gambar, who
is the leader of the Musavat Party.

In December 2011, the Cabinet of Ministers endorsed a plan—without parliamentary approval-—
that would require registration for all mobile devices. The plan requires the registration of IMEI
codes (the unique serial number given to each phone), SIM cards, and mobile network numbers.

> “Journalist Ramin Deko: kidnapped yesterday, beaten today”, Azadlig.org, April 4, 2011,
http://www.azadlig.org/content/article/3546794.html [in Azerbaijani]

*2 “The Individual Cost of Freedom of Expression in Azerbaijan”, International Partnership Group for Azerbaijan, March 26,
2013, http://milaz.info/en/news.php?id=8919

>3 Shahin Abbasov, “Report: Clashes in Azerbaijan Prompt Dismissal of Regional Government Official,” Eurasianet.org, March 1,
2012, http://www.eurasianet.org/node/65068.

** Shahin Abbasov, “Azerbaijan: Is Guba Protest Response a Harbinger of a Political Shift in Baku?” Eurasianet.org, March 6,
2012, http://www.eurasianet.org/node/65092.

> “In Baku a rally was held in support of Ismayilli,” azadliq.org, January 26, 2013,
http://www.azadlig.org/media/video/24884524.html [in Azerbaijani]
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Unregistered devices will be listed on a “black page” and mobile service providers will be required
to limit service to all devices under this category.56 The registration process began on March 15,
2013, and a statement from the Deputy Minister of Communication and Information Technologies
indicated that service would be affected for phones on the “black page” beginning May 1, 201 3.7

It is unclear to what extent security agencies monitor ICT activity or track user data in Azerbaijan.
Most users do not have licenses for the software on their computers, which leaves them vulnerable
to security threats such as viruses and other malicious programs that could be implanted to monitor
their activity. While the law explicitly prohibits the arbitrary invasion of privacy and court orders
are required for the surveillance of private communications, the law “On operative-search activity”
(Article 10, section 1V) authorizes law enforcement agencies to conduct surveillance without a
court order in cases regarded as necessary “to prevent serious crimes against the person or
especially dangerous crimes against the state.”® The unclear parameters for what constitutes
preventive action leave the law open to abuse. As such, it has long been believed that the Ministry
of National Security and Ministry of Internal Affairs monitor the phone and internet
communications of certain individuals, especially foreigners, known activists, and business
figures.59

Such suspicions were confirmed by many of those detained for their involvement in the March 2011
protests, who reported that the authorities had referred to their Facebook activities and private
communications during interrogations. This surveillance continues today, with arrested activists
reporting seeing their Facebook message exchanges printed out. On February 27, 2013, Turkel
Alisoy, a member of Popular Front Party’s youth branch, was taken from his home to the Khatai
District Police Office no. 35. From there he was taken to the Baku City Main Police Office, where
the head of the criminal investigation department showed him screenshots of his Facebook post in
support of the Students’ Day of Boycott Facebook event page. Alisoy reported that he was accused
of intentionally calling students and other citizens to protest. During his temporary detention,
Alisoy was threatened with criminal prosecution if he continued to call for protests on Facebook.®

In April 2012, a month before Azerbaijan was set to host the Eurovision Song Contest, a Swedish
investigative documentary revealed evidence of a blanket mobile phone surveillance system
employed by the telephone company Azercell.®' With help from the Stockholm-based telecom
TeliaSonera, Azercell has reportedly installed “black box” devices on its networks that allow
government security services and the police to monitor all mobile phone communications—
including text messages, internet traffic, and phone calls—in real time without any judicial

56 “Azerbaijan tightens control of mobile telephones,” News.Az, December 30, 2011, http://www.news.az/articles/51997

" “IMEl-codes registration system to be applied in Azerbaijan,” News.Az, March 15, 2013,
http://www.news.az/articles/tech/77977

*8 “Article 10. Operative-search measures,” Law of the Azerbaijan Republic, On operative-search activity, accessed September 5,
2012, http://taxes.caspel.com/qanun/728 eng.pdf.

Pus. Department of State, “Azerbaijan,” Country Reports on Human Rights Practices for 2011, Bureau of Democracy, Human
Rights and Labor, http://www.state.gov/j/drl/rls/hrrpt/humanrightsreport/index.htm#wrapper.

& “Monthly Internet Freedom Report February 20, 2013- March 15, 2013,” Expressionline.net,
http://expressiononline.net/monitoringresearch/monthly-internet-freedom-report-february-20-2013-march-15-2013

&1 “\/ideo: The Black Boxes,” SVT.se, April 26, 2012, http://www.svt.se/ug/video-the-black-boxes-3.
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oversight. In addition, insider reports described how Azercell has set aside special offices in their
headquarters for government authorities to conduct surveillance activities. While it is unclear
exactly when the monitoring system was installed and put into practice, one source working for
TeliaSonera noted that “the Arab Spring prompted the regimes to tighten their

surveillance. ... There’s no limit to how much wiretapping is done, none at all.”®?

Netizens and their family members have also been subject to instances of extralegal intimidation
and harassment through surprise police visits to their homes, summons to local branches of the
Ministry of National Security for questioning, and arbitrary job losses.®® In one instance, the
investigative journalist Khadija Ismayilova became the victim of a blackmail campaign in March
2012 that attempted to silence her by publishing private personal footage aimed at damaging her
reputation. Known for her reporting on corruption in the country, including investigations into the
president’s conduct and business activities, Ismayilova had been regularly disseminating her reports
on social-networking sites such as Facebook, where she has a wide following. The threats against
her included intimate photographs of her being taken and then sent to her with a warning to
“behave.” Refusing to be silenced, Ismayilova instead went public with the blackmail attempt, and
in retaliation, an intimate video of Ismayilova filmed by hidden camera was distributed over the

internet.®*

On March 26, 2013, 22-year-old activist and a member of the Azerbaijani Popular Front Party,
Dashgin Malikov was arrested following a number of Facebook posts in which Malikov openly
criticized the government. During a search at the police station, drugs were planted into Malikov’s
wallet. He was forced to sign a confession, which he later retracted. Malikov suffered from a
medical condition that required him to undergo bi-annual medical checks, none of which indicated

any instances of previous drug use.

On March 31, 2013, Taleh Bagirov, a religious scholar and activist, was arrested. Bagirov is known
to be critical of the Azerbaijani government in his sermons (some of his sermons are available on
YouTube. His final video received over 36,000 hits).”” He was charged with illegal drug possession
with an intention to sell under Article 234.1 of the Azerbaijani criminal code. According to
Bagirov’s lawyer, Anar Gasimli, he was unable to see his client for a week. When Gasimli finally
did see Bagirov, the activist told him he was abused and beaten while in custody. During their
meeting, the defendant was heavily bruised and unable to move three of his fingers. Requests for
immediate medical examination were never met. In March, Bagirov was sentenced to two months
in pre-trial detention. His sentenced was extended on May 24.

On April 3, 2013, a story appeared on a local online news portal, Haqqin.az, about a case in which
a university had prepared a list of students with accounts on social networks. According to Alkhas

62 Ryan Gallagher, “Your Eurovision Song Contest Vote May Be Monitored: Mass Surveillance in Former Soviet Republics,”
Slate.com, April 30, 2012, http://slate.me/IQPhyO.

Bus. Department of State, “Azerbaijan,” Country Reports on Human Rights Practices for 2011, Bureau of Democracy, Human
Rights and Labor, http://www.state.gov/j/drl/rls/hrrpt/humanrightsreport/index.htm#wrapper.

% Robert Coalson, “Azerbaijani Journalist Defiant in Face of Blackmail Bid,” Radio Free Europe/Radio Liberty, March 9, 2012,
http://www.rferl.org/content/azerbaijan_ismailova blackmail rferl journalists threats/24509372.html.

® Haci Taleh Bagirzade arrested following this speech, March 24,2013, https://www.youtube.com/watch?v=KUmEb7043-A
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Ismaylov, the author of the article, a fourth year student of Technical University stated that
students were directly warned by the deputy deans to close their profiles if they wanted to remain
students of the university.66

In April 2013, Azerbaijani TV channels aired voice recordings of arrested NIDA members (a young
opposition movement) Bakthiyar Guliyev and Mahammad Azizov,*’ confessing their intentions to
resort to violence against the police by using Molotov cocktails during the planned March 10
protests. Many supporters and human rights defendants believed the young men were coerced or
threatened into making these confessions during detention, as none of them were allowed to see
their lawyers following their arrests.

Wrongful access to a computer, such as through the implantation of viruses or security breaches, is
punishable under Chapter 30 of the criminal code.®® Internet security is also dealt with in the Law
on National Security of 2004 and the Law on Protection of Unauthorized Information of 2004.
Hacking attacks aimed at Azerbaijani internet users and websites often come from Armenian
internet protocol (IP) addresses, and the timing of such attacks typically coincides with politically
sensitive dates related to the unresolved territorial conflict between the two countries. Sometimes
attacks occur after high-profile political statements. The ostensibly Armenian-based attacks have
targeted the websites of entities such as the MCIT, the National Library, and the public television
broadcaster. The Anti-Cybercriminal Organization is the main body working against cyberattacks in
Azerbaijan, and the country ratified the Council of Europe’s Convention on Cybercrime in March
2010, which took effect in July 2010.

Throughout 2011, some opposition news websites, including Yeni Musavat, Radio Azadliq, and the
personal blog of the Popular Front Party’s chairman Ali Kerimli, were subject to constant attacks
that resulted in temporary shutdowns.® The newspaper Yeni Musavat speculated that the
cyberattack against it could have been launched by the Ministry of Defense as a response to its
critical reporting, but the ministry denied the allegations.70 In June 2011, the Popular Front Party
issued a statement also accusing the government of cyberattacks against its website.”" Nevertheless,
the sites of state bodies and state-controlled media have also been subject to an increasing number
of cyberattacks over the past year, with hackers targeting and defacing sites belonging to the
Interior Ministry, the State Security Service, the Ministry of Education, and the ruling New
Azerbaijan party, among others.”

% Alkhas Ismaylov, “Student users of Facebook, get out of Universities”, April 3, 2013, http://haqgin.az/news/4827 [in Russian]
7 In total 7 NIDA members are currently in detention facing up to 8 years in prison if convicted

% An unofficial English translation of the criminal code is available at http://bit.ly/MY3HK.

89 “Two more Azerbaijani websites undergo hacker attacks,” Azerbaijani News Network, April 9, 2012,
http://ann.az/en/?p=70943.

n “Azarbaycan Mudafis Nazirliyi “Yeni Misavat” gazetini mahkamaya verir,” APA Economics, September 16, 2011,
http://az.apa.az/news.php?id=234649 [in Azerbaijani].

"1 Fatima Karimli, “AXCP hakimiyyati kibercinayatda sugladi” [Front Party cybercrime], Qafqazinfo, June 22, 2011,
http://gafqazinfo.az/AXCP HAKIMIYY%C6%8FTI KIBERCINAY%C6%8FTD%C6%8F SU%C3%87LADI-923-xeber.html.

72 |nstitute for Reporters’ Freedom and Safety (IRFS), “Chapter Four: Freedom of Expression Online,” Azerbaijan’s Critical Voices
in Danger — Semi-annual Azerbaijan freedom of expression report, January 01-July 01, 2012,
http://www.ifex.org/azerbaijan/2012/08/16/irfs freedom of expression report.pdf.
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2012 2013

Nort | Not
INTERNET FREEDOM STATUS

FREE | FREE
Obstacles to Access (0-25) 12 11
Limits on Content (0-35) 25 26
Violations of User Rights (0-40) | 34 35
Total (0—100) 71 72

* 0=most free, 100=least free

POPULATION: 1.3 million
INTERNET PENETRATION 2012: 88 percent
SociAL MEDIA/ICT Aprps BLOCKED: Yes

POLITICAL/SOCIAL CONTENT BLOCKED: Yes
BLOGGERS/ICT USERS ARRESTED: Yes
PRESS FREEDOM 2013 STATUS: Not Free

KEY DEVELOPMENTS: MAY 2012 — APRIL 2013

After an intense government crackdown, more users have begun to exercise a degree

of self-censorship when speaking about sensitive issues owing to fears of government
reprisals (see LIMITS ON CONTENT).

Eight online users were given prison sentences during the coverage period, with

numerous others arrested or intimidated for Twitter posts amid authorities” increased

intolerance towards government criticism on social media (see VIOLATIONS OF USER

RIGHTS).

Cyberattacks and government surveillance were increasingly employed to disrupt or
monitor online activities of prominent dissidents (see VIOLATIONS OF USER RIGHTS).
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INTRODUCTION

In the absence of a representative government, many Bahrainis look to the internet as an outlet for
expressing political, economic, and social frustrations in the country. Unfortunately, as the
importance of online tools has grown, so too has the desire of the Bahraini authorities to extend
censorship and government repression practices from the real world into the online domain. In
1997, only two years after the internet was introduced in the country, a Bahraini internet user was
arrested for the first time after sending information to a political opposition group outside of the
country.1 The Ministry of Information made its first official attempt to block websites containing
content critical of the government in 2002, and today over 1,000 websites are blocked, including

individual pages on certain social—networking sites.’

Crackdowns on Bahraini internet users escalated in 2011, following widespread protests against the
ruling family of King Hamad bin Isa al-Khalifa. The authorities engaged in mass arrests, military
trials, torture, and widespread intimidation tactics in an attempt to silence popular demands for
greater political rights and democratic freedoms, including a new constitution and an elected
government.3 One online activist died from torture while in police custody in April 2011 A

Over the past year, a combined total of over 47 months of prison sentences have been passed down
on eight Bahraini citizens as a result of their online activities, while many other cases are pending
trial. The continued crackdown and oppressive online environment is pushing more users toward
self-censorship. Surveillance of online activity and phone calls is widely practiced, and officers at
security checkpoints actively search mobile phones for suspicious content.” Numerous users have
reportedly been subject to physical or psychological torture while held by authorities, often for
Twitter posts. Finally, online activists are subject to consistent cyberattacks as overzealous security
forces aim to collect personal information for use during interrogations.

OBSTACLES TO ACCESS

From a technological perspective, Bahrain is one of the most highly connected countries in the
world. In 2012, Bahrain ranked among the top five countries in the Western Asia region on the

! Initiative For an Open Arab Internet, “Bahrain,” Implacable Adversaries: Arab Governments and the Internet, December 2006,
http://old.openarab.net/en/node/350.

% “Bahrain: Government orders over 1,000 websites blocked,” Index on Censorship, September 25, 2009,
http://www.indexoncensorship.org/2009/09/bahrain-government-orders-over-1000-websites-blocked/.

3 “Document — Bahrain: Two die as protests are violently repressed: ‘Ali ‘Abdulhadi Mushaima’, Fadhel ‘Ali Matrook,” Bahrain
Center for Human Rights, February 15, 2011, http://bahrainrights.org/en/node/3731.

* “Journalists Killed in Bahrain,” Committee to Protect Journalists, April 9, 2011, http://cpj.org/killed/2011/zakariya-rashid-
hassan-al-ashiri.php.

> “Political media in Bahrain: From the murals and publications to the online forums” [in Arabic], Bahrain Mirror, January 7,
2012, http://bhmirror.hopto.org/article.php?id=27128&cid=117.
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United Nations Telecommunications Infrastructure Index.® Internet access is widely available at
schools, universities, shopping malls, and coffee shops, where Bahrainis often gather for work and
study.7 The number of internet users has risen rapidly, from a penetration rate of 28 percent in
2006 to 88 percent in 2012.% There are approximately 413,000 internet subscriptions in the
country, of which 60 percent were mobile broadband, 28 percent were fixed-wireless, and the
remaining were ADSL.” Dial-up connections have disappeared since 2010 and ADSL use has
declined with the growth of mobile broadband. Approximately 78 percent of broadband
subscribers in 2011 were on plans with speeds of at least 1Mbps, while 58 percent enjoyed speeds
of 2Mbps or higher.10 Broadband prices fell by nearly 40 percent between 2010 and 2011, and are
among the lowest in the region for mobile broadband. However, prices remain relatively high by
international standards'' and in comparison to countries in the Organization for Economic

Cooperation and Development (OECD)."”

Bahrain also has one of the highest mobile phone penetration rates in the region at 156 percent as of
the end of 2012, representing over 2.1 million subscribers.”® However, in an effort to halt the rapid
dissemination of information, authorities banned BlackBerry users from sending news bulletins
through text messages in April 2010. 1 BlackBerry phones are popular among young people and the
business community and account for around 12.5 percent of mobile subscribers. " Similarly, while
Web 2.0 applications such as the video-sharing site YouTube, social-networking site Facebook, and
the micro-blogging site Twitter are available, the government often blocks individual pages on each
of those platforms if they violate the country’s strict laws on political expression. (See “Limits on
Content”)

Mobile phone services and ISPs are regulated by the Telecommunications Regulation Authority
(TRA) under the 2002 Telecommunications Law. The TRA is responsible for licensing

telecommunication providers and for “promoting effective and fair competition among established

® The index is a measure of the population’s connectivity in fixed telephony, mobile, internet, online, personal computing and
television. “E-Government Survey 2012,” United Nations Department of Economic and Social Affairs, (New York: United
Nations, 2012),http://www2.unpan.org/egovkb/global reports/12report.htm.

” Telecommunications Regulatory Authority (TRA), Annual Report 2011, (Manama: TRA), slide 38,
http://tra.org.bh/EN/pdf/TRAAnnualReport2011English.pdf.

8 International Telecommunication Union (ITU), “Percentage of individuals using the Internet, fixed (wired) Internet
subscriptions, fixed (wired)-broadband subscriptions,” 2006 & 2012, accessed June 24, 2013, http://www.itu.int/ITU-
D/ICTEYE/Indicators/Indicators.aspx#.

® Telecommunications Regulatory Authority (TRA), Telecommunications Market Indicators in the Kingdom of Bahrain (Manama:
TRA, December 2012), slide 32, http://tra.org.bh/EN/pdf/2012TelecommunicationsmarketsindicatorsvFforpublic.pdf.

1% Telecommunications Regulatory Authority (TRA), Telecommunications Market Indicators in the Kingdom of Bahrain (Manama:
TRA, December 2012), slide 34, http://tra.org.bh/EN/pdf/2012TelecommunicationsmarketsindicatorsvFforpublic.pdf.

1 Telecommunications Regulatory Authority (TRA), Annual Report 2011, (Manama: TRA), slide 33,
http://tra.org.bh/EN/pdf/TRAAnnualReport2011English.pdf.

12 Telecommunications Regulatory Authority (TRA), “Broadband Prices fall by up to 40% while Mobile Prices fall by up to 25%,”
press release, September 14, 2011, http://www.tra.org.bh/en/pdf/2011PriceBenchmarkingPressRelease en.pdf.

13 |nternational Telecommunication Union (ITU), “Mobile-cellular subscriptions” 2012, accessed June 26, 2013,
http://www.itu.int/ITU-D/ICTEYE/Indicators/Indicators.aspx#.

1% “Authorities Ban Blackberry Users from Sending News Bulletins,” IFEX, April 15, 2010,
http://ifex.org/bahrain/2010/04/15/blackberry ban/.

1 TRA, Telecommunications Market Indicators in the Kingdom of Bahrain, December 2012, slide 19,
http://tra.org.bh/EN/pdf/2012TelecommunicationsmarketsindicatorsvFforpublic.pdf.
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and new licensed opera‘cors.”16 In this vein, the TRA fined the leading telecommunications company
Batelco BHD 5 million (US$13 million) in 2009 for monopolizing access to the country’s
international data lines, ordering the company to share its facilities with MENA Telecom and other
licensed operators. The TRA has also issued several regulations that have not been welcomed by

consumers, including measures that violate individual privacy.'” (See “Violations of User Rights”)

Although the TRA is theoretically an independent organization, in practice its members are
appointed by the government and its chairman reports to the Minister of State for
Telecommunications. Up until June 2013, this minister also occupied the post of President of the
Information Affairs Authority (IAA)."" In turn, the IAA, which replaced the Ministry of Information
in 2010, oversees both traditional and online media outlets in Bahrain and is responsible for
decisions to block websites, which are then enforced by internet service providers (ISPs).

In a positive development, more ISPs have recently been introduced to the Bahraini market,
improving Bahrainis” access to the internet.'” Indeed, over 31 licenses have been granted since
2003, with 16 providers currently in business.”’ There have been no reported instances of ISPs
being denied registration permits. The major providers are Batelco, Zain, MENA Telecom, and
VIVA. The latter two are also licensed to provide the increasingly popular WiMAX technology for
accessing wireless broadband from one’s computer through a USB device.

Batelco, Zain, and VIVA also serve as Bahrain’s three mobile phone operators. The government has
a controlling stake in Bahrain’s largest telecommunications company, Batelco, while other ISPs are
owned by investors from the private sector, including non-Bahraini investors. Although there is no
centralized internet backbone in Bahrain, all ISPs are indirectly controlled by the government
through orders from the TRA. This tight control over the country’s ICT sector has allowed the
Bahraini authorities to enforce strict limits on online content.

LIMITS ON CONTENT

Over the past year, the overall scale and sophistication of censorship has remained stable, with
many websites blocked since the February 14, 2011 protests. The popular uprising, which was
called for and heavily covered by online channels, resulted in a significant rise of blocking and
filtering measures by the Bahraini authorities. Throughout late 2012 and early 2013, prominent
platforms for the live-streaming of events and chat applications used to conduct online seminars
remained blocked as the government sought to hinder online mobilization through legal and

18 TRA Homepage, accessed March 19, 2013, http://www.tra.org.bh/EN/Home.aspx.

17 Geoffrey Bew, “‘Big Brother’ Move Rapped,” Gulf Daily News, March 25, 2009, http://www.gulf-daily-
news.com/Print.aspx?storyid=246587.

8 |n June 2013, Mohamed al-Rumaihi was named President of the IAA, replacing Fawaz al-Khalifa who remained Minister of
State for Telecom.

19 TRA, Telecommunications Market Indicators in the Kingdom of Bahrain, December 2012, slide 10,
http://tra.org.bh/EN/pdf/2012TelecommunicationsmarketsindicatorsvFforpublic.pdf.

0 TRA, “Market Information: Number of Licenses Issued,” accessed February 1, 2012,
http://www.tra.org.bh/en/marketstatistics.asp.
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administrative means. The crackdown on online speech has also resulted in an increase in self-
censorship among social network users.

The TIAA officially blocks websites that violate Articles 19 and 20 of the country’s Press Rules and
Regulations. This includes material judged as “instigating hatred of the political regime, encroaching
on the state's official religion, breaching ethics, encroaching on religions and jeopardizing public
peace or raising issues whose publication is prohibited by the provisions of this law.””" As such, any
site that criticizes the government, the ruling family, and the country’s status quo is targeted by the
IAA and promptly blocked. According to statistics provided by an online community-based survey,
39 percent of all sites reportedly blocked in Bahrain are related to politics, while 24 percent are
related to the use of various internet tools, such as anonymizers and web proxies.22 According to
some estimates, the IAA has blocked or shut down more than 1,000 websites, including human
rights websites, blogs, online forums, and individual pages from social media networks.”® For
example, the websites of the Arab Network for Human Rights Information (ANHRI) and the
Bahrain Center for Human Rights (BCHR) have been blocked since 2006. The website of the
opposition Bahrain Justice and Development Movement, which was established abroad, has been

blocked since 2011.%*

Although there are a number of news websites providing a plurality of viewpoints distinct from the
narrative of Bahraini state media, most of these are blocked by the government and require
circumvention tools to access. The websites of international television channels that continue to
report on the unrest in Bahrain, such as Al-Alam,” Press TV,”® and Lualua TV, remain blocked.”
The news site Bahrainmirror.com, which is published from abroad,” and the website of the
London-based Al-Qudus Al-Arabi newspaper have been blocked since 2011 for publishing views that
are critical to the Bahraini government.29 Bahrainonline.org, the country’s prominent online
forum, has been blocked since its launch in 1998, though its moderators have continuously

generated and distributed new links to bypass the block.*® The Arabic web portal and blog—hosting

1 please see “Decree-by-Law No. (47) for the year 2002 regarding organizing the press, printing and publishing,” available at:
http://www.iaa.bh/policiesPressrules.aspx.

22 «Herdict: At a Glance - Bahrain” Herdict, accessed on March 19, 2013, http://www.herdict.org/explore/indepth?fc=BH.

3 «Countries Under Surveillance: Bahrain,” 2011, Reporters Without Borders, accessed July 16, 2012,
http://en.rsf.org/surveillance-bahrain,39748.html.

2 “Violence, blocked websites and prosecutions — Anti-media offensive continues,” Reporters Without Borders, August 20,
2011, http://en.rsf.org/bahrain-violence-blocked-websites-and-20-08-2011,40811.html.

%5 «Channel block site of the world in Bahrain” [in Arabic], Islam Times, March 8, 2011,
http://www.islamtimes.org/vdcfcmdt.w6dcxaikiw.html.

% «press TV's website blocked in Bahrain,” PressTV, March 5, 2011, http://www.presstv.ir/detail/168269.html.

? LualuaTV also had its satellite broadcast jammed in Bahrain. Source: Simon Atkinson, “Bahrain TV station struggles as signal
blocked,” BBC News, November 14, 2011, http://www.bbc.co.uk/news/business-15699332.

8 «Crackdown continues in Bahrain, Bloggers go on trial in Emirates,” Reporters Without Borders, June 16, 2011,
http://en.rsf.org/bahrain-crackdown-continues-in-bahrain-16-06-2011,40467.html.

% “Bahrain: ‘Internet’ the biggest victim of the war launched by the authorities on the general freedom ANHRI condemns
blocking Al-Quds Al-Arabi newspaper website following its publishing of an editorial article criticizing the Saudi intervention in
Bahrain,” The Arabic Network for Human Rights Information, May 24, 2011, http://www.anhri.net/en/?p=2544.

0 gen Birnbaum, “Bahrain continues crackdown on Shi’ite opposition,” The Washington Times, September 14, 2010,
http://www.washingtontimes.com/news/2010/sep/14/bahrain-shiites-fear-arrests-detention-torture/?page=2 and
“WebStatsDomian - Mail.bahrainonline.org,” WebStatsDomain, accessed March 19, 2013,
http://www.webstatsdomain.com/domains/mail.bahrainonline.org/.
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service Al-Bawaba has also been blocked since 2006. Online newspapers have been banned from
using audio and video reports on their websites since 2010, apart from the state-owned Bna.bh,
which publishes video reports taken from state television.’' Website administrators face the same
libel laws that apply to print journalists and are held jointly responsible for all content posted on
their sites or chat rooms.

YouTube, Facebook, Twitter, and international blog-hosting services are freely available.
However, certain Web 2.0 tools are permanently blocked and specific content on social networks
can be inaccessible. For example, since February 2011, most live-broadcasting websites® that were
popular among protesters have been blocked.?® PalTalk, a chatting service that was used to conduct
political seminars for wide online audiences, has been blocked since June 2011.** In September
2012, authorities briefly blocked the United Nations broadcast website in anticipation of the
Bahrain Universal Periodic Review session.’” It was unblocked shortly after, following a large
online pressure campaign. A crowdsourcing application implemented by a Bahraini blogger used to
track the locations of flash security checkpoints was blocked a few days after its launch in August
2012.°° Furthermore, all websites displaying the “abusive video of Prophet Mohamed” were
blocked after an order from the Ministry of Interior in September 2012.%7 Although the video was
officially blocked, it remained accessible using certain mobile phone applications.

Following the March 2011 crackdown on protestors, authorities also used extralegal measures to
forcibly remove online content. Through the use of arrests,” detentions, and torture,” security
forces coerced many online forum moderators into permanently shutting down their sites.*® This
resulted in the loss of a large amount of information on Bahrain’s history that had been documented
by online users and made available only through local forums and websites.

31 “Ban on audio programs on daily newspaper Al-Wasat’s website,” Bahrain Center for Human Rights, September 9, 2010,
http://www.bahrainrights.org/en/node/3327.

32 These sites include bambuser.com, ustream.tv, justin.tv, and other websites that stream directly to Twitter like twitcasting.tv
and twitcam.livestream.com. See, “Attacks on media continue across Middle East,” Committee to Protect Journalists, February
16, 2011, http://cpj.org/2011/02/attacks-on-media-continue-across-middle-east.php.

33 “Despotic regimes continue to obstruct coverage of revolutions,” Reporters Without Borders, September 1, 2011,
http://en.rsf.org/bahrain-despotic-regimes-continue-to-01-09-2011,40886.html.

3% “Crackdown continues in Bahrain, Bloggers go on trial in Emirates,” Reporters Without Borders, June 16, 2011,
http://en.rsf.org/bahrain-crackdown-continues-in-bahrain-16-06-2011,40467.html.

3% “Bahrain: blocked UN website after Oral Intervention given by Prominent Human Rights Activist at the Human Rights
Council,” Bahrain Youth Society for Human Rights, September 14, 2012, http://byshr.org/?p=1170.

36 «4Bahrain’s blocks the police checkpoints map two days after launch,” Bahrain Freedom Index,accessed March 19, 2013,
http://bahrainindex.tumblr.com/post/30577509879/bahrains-blocks-the-police-checkpoints-map-two-days.

37 “Interior Minister directs to speed work on blocking,” [in Arabic], September 14, 2012, Al Wasat,
http://www.alwasatnews.com/3660/news/read/701627/1.html.

8 Non exhaustive list of forum moderators who were subject to arrest found at:
https://spreadsheets.google.com/pub?hl=en&hl=en&key=0ApabTTYHrcWDdEKOQOpWYnISa3JmbS1RbThtUkZrNKE&output=ht
ml; accessed via: “Bahrain: After destruction of the actual protesting site at “the Pearl,” the government shifts to eliminate
virtual protests,” Bahrain Center for Human Rights, May 17, 2011, http://bahrainrights.hopto.org/en/node/4101.

% http://globalvoicesonline.org/2